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2.T0X0I1 AIGAEENC

e Mia yevikn eicaywyn oTa 2uoTnuaTa
OpuoTtipwyv (EAANVIKES AlO@QAVEIEC).

* Avapopd o€ £va atTo Ta TTOAAA EpeuvnTIKA
TpoBAnuara: “Information Retrieval in
Peer-to-Peer Systems” (AyyAIKEG

Ala@AVEIES)
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MeEpoc 1. Eicaywyn oTa
2uotnuata OuoTipwY




ATTO cuoTtnuata NeAarn-EcuttnpeTnTn

o€ 2uoTtnuara OuoTipwy

e OI TTEPIOOOTEPEC UTTNPETDIEC OTO AIAdIKTUO
aKoAouBouv 1o povteAo eAdTn-
ESutrnpetnTA (1m.Xx. HTTP, FTP, DNS, POP3,...)

e 3| {2

_MpGiokoMo HTTP

Katrolog mmeAdtng NP
(xeioTng) oV KuTrpo Internet

Google.com
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XAPOKTNPIOTIKA CUCTNUATWYV
[eAatn-EcuttnpetnTn (M/E)

MAeovekTAUaTA
o Kevrpikotroinuévn dlaxeipion OedoUEVWY,
o Aoc@aAcia dedopevwy (Security),

AUTA Ta XapakTNEIOTIKA €ival 10aviKa yia TTOANEC OIadIKTUOKEC BAOEIC
dedouEvwy (Tpartredeg, email, web KTA)

MeiovekThpaTa

o XpelalovTal akpIBEC UTTOAOYIOTIKEC UTTOOOUEG

o 2¢& TrePITITWON BAGRNG Tou €EUTTNPETNTH XAVOUNE TNV uttnpeaia (single
point of failure).

o Xpeialovrtal ouvexn olaxeipion (administration).

o MrTropouv va AoyokplBouv (censorship) kai va eAeyxBouv (atrd
KOBeoTWTA, KTA)

Ta P2P Systems mrpooTtraBouv va EeTepACOUV auTd Ta
TTPOBANuaTa.
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T1 gival To Peer-to-Peer (P2P)?

o PoiTnTAG: “Online Gaming” kai “Multimedia
downloads”

* YmaAAnAog ETaipeiag: “Instant Messaging”

« Warner Bros: H @0nvn (yia Tnv eTaipgia) diavoun
TaIvViwv o€ TTeAaTec. Sony: dBnvo Online Gaming.

o AAAor: ATT000TIKO & PTNVO VOIP (Skype)
o Ald@opol Opiouoi QaiVETOI VO CUNPWVOUV
OTO TTI0 KATW:

— O Ailapoipacpog lNoépwv (Resource Sharing - CPU
cycles, DISK, Bandwidth, etc.)

— AtreuBciac Emkoivwyvia (Direct Communication)
UETACU lowv (peers)

— Atrokévipwon (decentralization) & autopaTn
opyavwon (self organization).



T1 gival To Peer-to-Peer (P2P)?

T
YA

O1 XpAOTEC TOU OUCTHAUATOC £XOUV OITTAO POAO: dNnA. givail
[TeAaTeg kal EEUITNPETNTEG TNV idIO OTIYVUN.

KaBwg o xpnotng A ecuTTnpETEiTE ATTO TOV XPNOoTN B,
KATTOIOGC XproTnG I JTTOPEi va eCUTTNPETEITE ATTO TOV A.

Agv UTTAPXEI KEVTPIKOTTOINUEVN DIAXEIPION...TO OTTOIO
dnMIoUpPYEi Eva aioBnua eAeuBepiac.

...[MapaAANAa OuwWG dnuIoupyEi Kal TTOAAG TTpOBARpaTa
(OTTWC AUTO TNG TTaPAvOouNG avTaAAaync Tpayoudiwy)




2.TOX0I Kal ['AeovekTRuara Tou P2P

« Edge-Computing

— Aglotroinon axpnoipotrointou bandwidth, storage, processing
power ota akpa (edge) Tou Internet

Scalability

— Aev umapxel oupgopnon (bottleneck) og KATTOI0 KEVTPIKOTTOINUEVO
KopBo ETropavwg TQ OUCTAMATA QUTA JITTOPOUV VA JEYAAWVOUV
“‘atrepIopIoTa”.

— Oct 12" Gnutella (Limewire.com): 2,219,539 k6ol
Reliability (AglomrioTia)

— No single point of failure, 'ewypa@iki Katavour) lNepiexouévou
(CDNSs)

Ease of administration
— O1 kKOOI opyavwvovTal JETAEU TOUG auTtopaTta (self-organization).

— Aurtopara emiong yiveral 1o replication kai load balancing kafwg
eTTiong T€Tola ouoTAuaTa TTapexouyv fault tolerance.

Anonymity — Privacy
— ...KQTI TO OT1T0i0 0LV €ival EUKOAO o€ €va centralized ouoTnua
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Aoyol AvatrTuencg Tou Peer-to-Peer?
(*oTnv hop®n TTou TO OPICOUNE ONUEPQ)

* O peydAog apiBpog PCs pe TOAU WnArn
UTTOAOYIOTIKI 10XU dlaBEoiya oTa akpa (edges)
Tou Internet.

o ETTiong, utrapyel TToAU wnAotepo bandwidth
dlaB€oipo oTta akpa Tou Internet (ADSL,
Satellite, Cable, Ethernet LANS, etc. )

* ETTOpEVWG, YIVETOI EQIKTO VA OGIOTTOINGOUUE TO
Storage, Cycles, Content Kal va €XOUUE
aAANAETTIOPOON XPNOTWYV OTa AKpa (edges) Tou
Internet, xwpic TNV Xpnon KEVTPIKWY Servers .

o *2NUEIWOTE OTI TO GAAA Internet Services aTtro
10 1980- 11.X. DNS, BGP, Usenet etc, opiouv
Kal auta eva P2P povteAo avTaAAayng
TTANPOPOPIWV




Baoikad @<uaTta TTou atraoXoAouyv TNV
Epeuvnrikn Koivoétnta Peer-to-Peer ?

1. Data Placement: I'lou trpETTel va
TOTT00£TNOOUV TO DEDOPEVA?

2. Search Mechanisms: Mg T
unNXaviopoucg Ba Bpoupe TNV
TTANPOPopIa? "

3. Overlay Structure: lNwc¢ Ba
OPYAVWOOUME TNV doun Tou P2P
overlay dIkTUOU, €101 WOTE VA
UTTOPOUME VA TTETUXOUME TO 1-2 TTIO
ATTOOO0TIKA (XPOVOC, XWEOC,

L. OVWVUUIa, KTA)
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P2P 2uoTtnuara Kail Overlay Networks

e P2P ZuotAparta gival dopnuéva TTavw atro Overlay
Networks (XpnoIMOTTOIOUVTOI KAl Ol dUO O6pOl).

« AnAadn ol peers, eykaBidpuouv TCP r} UDP socket
connections pe aAAoucg kKouBoucg. Auto dnMIoUPYEI
eva vonTto “virtual” ypago diacuvdeonc.

e O ypagpocg autdg dev avTITTPOOWTTEUEI TIC
TTPAYMATIKEC OUVOECEIC METAEU TWV KOUPBWYV aUTWV.

— I irtual P2P topol
& Vﬁysellcal topgll?)%)(/) 9 11
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E@apuoyec 2uotnuatwy Peer-to-Peer

A) AvtaAAlayn Apxeiwv (File-Sharing)
1) Napster:

e Anuioupyeite To 1999 atro £va 18-xpovo @oitnTn.
O kdBe xpNOTNG KTEAEI TIC AKOAOUBEC TPEIC DIADIKATIES

AtrooToAn} AioTag

Tpayoudiwv

AvalnTnon

)

napster.com

Peer A Peer B Peer C
Music Music Music
Files Files Files

Tpayoudiwv

iyl

napster.com

EpwTtnon:
REM? Amravrnon: B
= 4 U
Peer A Peer B Peer C

Music
Files

L

Music
Files

Music
Files

AvakTtnon
Tpayoudiwv

o)

napster.com

Ping/Download

4>
[ | « = L1 [_]
= = =l
Peer A Peer B Peer C
Music Music Music
Files Files Files




[TapadBupo Avalntnonc Napster

® MNapster v2 0 BETA 7
File  Actions Help

-} Home | El Chat | &4 Librany ” 0 Search Hat List | & Tranzfer @ Discover | (71 Help |

Artizk Iartist.mpS Fird it! |
Title:l Clear Fields |
b 2= Results: |1EIEI Advanced |

Filename | Filezize | Bitrate | Freq | Length | |zer | Connection | Ping | il
® incomplete_other_artistsTito Puentes Golden Latin Jazz Allstars - Oye Como ... 3,696,640 128 44100 =51 bdenzler D5L 343
® ircomplete_other_artist\[Marty Fobbing] The Fastest Gun Around. mp3 h42,304 128 44100 039 bdenzler DSL 343
®incomplete_other_artistsFavi Shankar - Chants OF India 04 - Azato Maa.mp3 2,449,408 128 44100 235 bdenzler DSL 343
® giher artistE ngelbert Humperdinck - White Chiistmas. mp3 9.277 648 320 af100 3EE bdenzler DsSL 343
® other artistGrateful Dead - Franklin's Tower - Feggae Style.mp3 4 635,458 128 44100 4:48 bdenzler D5L 343
® Unknown Artizt - Y'ou zeiously have o listen bo this.mp3 462,348 Mg 100D 017 samll3. Cable 333
@ 1P 3artist - The Way Life |8 By Drag-On featuring Case.mp3 4,726,784 128 44100 454 burgeal Cable 386
® P30 artist - 'Opposite OF H20' By Drag-0n featuring Jadakiss. mp3 3.540,932 128 44100 =41 burgBa1 Cable 386
O arious Atist - Perfect Day 97.mp3 3722344 128 44100 =563 falkztad ISOM-128K 338
® | iszt\Lizzt - Etude 'Un zosping’ - Cziffra-artist. mp3 2752512 128 4400 253 lekydilkl... Ik nown a04
O buzicyiwiaiting To Exkale - Qriginal Soundirack Album - Various Artist - Count.. 3,199,083 95 41100 426 Jzfork3 BEE, 511
® Track 03_artist.mp3 4,054,332 128 4900 413 immosic... Cable A4
® Track 02_artist. mp3 74 128 40100 E26 immosic... Cable
[ rack 1 ~ arhizt. mpd 426 4: 0 I, . ._
@ Track 04_artist.mp3 128 4400 441 immosic.. Cable B14
® Track 05_artist.mp3 128 4100 416 immosic... Cable A4
® rier in track 01_Artizt_0721011750.mp3 180 636 128 40100 CA7  immosic... Cable a14
O Albumt Peflex - Keeo In Touch-dtist mod 7041024 160 44100 549 rohimca AEE. h27 LI
Returned 100 results,
et Selected Songs | Add Selected Uszer to Hot List |
|Dn|ine (kevscreen): Sharing 491 files, |Currently 740,043 files (2,991 gigabytes) available in 5.873 libraries, 4




E@apuoyec 2uotnuatwy P2P

2) Gnutella:

To (apxikd) Napster kAgivel 1o 2001 PETA ATTO ATTOPACH TOU
dIKAOTNPIOU YIa TTAPAVOUN avTaAAayni apxEiwv.

2.TIG apXeG Tou 2000 dnuioupyeiTe Eva veéo oUOTNUA OTO
OTT0iO D€V UTTAPXEI KEVTPIKOTTOINUEVN dlaxEipion TNG AioTag
TWV APXEIWV.

Me auTto TOV TPOTTO DNUIOUPYEITE £va EVTEAWG KATAVEUNMEVO
ouoTnua (TrTou BewpnTikA dev PTTOPEI VA KAEIOEI KAVEIC.. )

AvolATnon AvAKTnon




[TapaBupo Avalntnonc Gnutella
(Limewire)

& LimeWire: Enabling Open Information Sharing

LimeWire |,
Shaared Size Type & Path Updoads Hits Lications
) Saved Fles @] Alfie_Tapoacosta_Start_Again 4,758 KB mpd C:\Program FlesiLime,., 00 i 0|
3 Encomplete Files & American_snalog_Set_The_Orky_Cre 2,131 KB mpd Ci\Program FlesiLime... 0/0 ] o
@] great speeches - foothall - vinoe lombardi speech 2,148 KB mpd C:\Program Fles\Lime... 00 a i
(@] Grest Spesches « Makcom X - Black power 1,188 KB 3 Ce\Program FlesiLime... 00 a o
& John_Vandershos_Amitriptyline 5,786 KB g C:\Program Fles\Lime, .. 0] 0 i o
@] TheQuclFidiills_Pick_Your _Pokson 4,178 KB mp3 Ce\Program FilesiLime... 00 a o
- & W E X &
Refresh Explore t
M3 Playlist
Name Length Bitrabe
great speaches - foothbal - vinge lombard speach.mp3 247 128!
iGrest Spesches - Makoom X - Black power mp3 1:16 128
John_Vendershce_fmriptyline, mp3 Frdd 2
Alfie_Tappacosts_Stat_Agsin.mpd 343 160
& L K R RN,
Cpan. .. Save, .
Cunliy: TurboCharged
A <o shangs ies Worowo
NS
J



E@apuoyec 2uotnuatwy P2P

B) AladikTuakn TnAepwvia (Internet Telephony)

— Skype R
e Awpedv cuvopiAia ue GANOUC XPAOTEC OTTOUDATIOTE OTOV DE
KOO MO.

o ONUIOUPYNBNKE aTTO TOUG IDPUTEC TOU EPYOaAEiou avTaAAayrg
apxeiwv Kazaa)

 H Apxitektovikn /Tl xpnoIUOTTOIEITE YIO vO OPOHOAOYEI
ECUTTVA TA TTAKETA PWVNAC METACU TWV d1dpopwV lNeAaTtwyv

N Aiadiktuaka Maixvidia (Online Gaming)
A) Maragn Tou Spam (Tr.X. SpamNet)
E) Instant Messaging (e.g. IRC, MSN & Yahoo Msgers),
Z) Content Distribution Networks , P2P Web Caching,
~ H) Application-Level Multicast (e.g. Narada)

NN
N | N
NG NG
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Classification of P2P Systems

(Based on the Degree of Centralization)

A) Centralized Approaches

« Centralized Indexes e.g. Napster,

B) Purely Distributed Approaches

« Each node has only local knowledge.
« e.g. Gnutella, Fasttrack (Kazaa)

C) Hybrid Approaches

H

B EH
« One or more peers have partial indexes . B § . —¢ ‘
of the contents of others. P ' .,
e.g. Limewire's Ultrapeers (Superpeers): ‘u_ —+
Automatically chosen by the system based ! _ ; o
on their capacities (storage, bandwidth, %!é

etc.) and availability (connection time) —» QUERY --»QUERYHIT

17



Classification of P2P Systems

(Based on the Network Structure)

Based on how nodes are linked to each other we have:
A) Unstructured P2P Systems
Neighbors are selected arbitrarily e.g. Gnutella,Fasttrack
Pros: + Easy to setup!

Cons: - Topology is not optimized — expensive search
- Appropriate when searching for popular items.

B) Structured P2P Systems — Distributed HashTables (DHTs)
— Nodes and Content are hashed to some ID space
— Each nodeid maintains links to a few well chosen other nodeids
— Each contentID is assigned to the closest nodelD

e.g. Chord, Pastry, Tapestry, CAN, etc. (put(contentID, content))
Pros: + Optimized Topology, search: O(logn)
+ Appropriate when searching for a specific item
« Cons: - Churn, system does not converge to a steady state




Classification of P2P Systems

(Based on the Network Structure)

AT
S8

Search in an Unstructured P2P System: Flooding

19




Search in a Structured P2P System: Route to closest Hash
N1

ContentID

.

K54

lookup(54)

N14

N21

NodelD

N32



MeEpoc 2: Information
Retrieval In P2P Systems

21
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Information Retrieval in P2P

P\
LS

Problem:

“How to efficiently retrieve Information in P2P systems where
each node shares a collection of documents?”

keywords »__

S

Documents consists of keywords.

We are not only interested in “Rem.mp3” but in

Go gle-like keyword searches: “annual growth report
cyprus”

“Information retrieval (IR) is the science of searching
for information in documents (text, sound, images or
data).




Search Technique 1 - BFS

Breadth-First Search (Gnutella)

Idea: Each Query Message is propagated along all
outgoing links of a peer using TTL (time-to-live).

TTL is decremented on each forward until it becomes O
Technique for I.R in P2P systems such as Gnutella.
Highlights

— The physical network is overloaded (even with TTL=7)

— Long Delays for search results.

P2P Network N

23




Search Technique 2 - RBFS

2. Modified Random BFS
[V. Kalogeraki, D. Gunopulos, D. Zeinalipour-Yazti . CIKM2002]

 |dea: Each Query Message is forwarded to only a
fraction of outgoing links (e.g. ¥2 of them).

« TTL is again decremented on each forward until it
becomes O.
 Highlights

— Fewer Messages but possibly less results

—  This algorithm is probabilistic.

— Some segments may become

unreachable

.
eo0®
o0 O
"""""
e Leeeee0®®
ooooooo ®
‘ o °
=58 tooes asee oo pant 9 C
SanansARARRASIS SaB Aasa
ARRRRRAAAT 838 8R8R
T R
a=RReR5A5866 s80 258 °
.
.




Search Technique 3 - RANDOM

3. Searching Using Random Walkers
[Q. Lv et al P. Cao, E. Cohen, K. Li, and S. Shenker. ICS2002]

 |dea: Each Query Message is forwarded to 1 neighbor

 With k walkers after T steps we reach =~ the same nodes
as 1 walker after kT steps. (They use 16-64 walkers)
 Highlights
— Network Traffic reduced (from BFS) by 2 orders of magnitudes
— Increases the user-perceived delay (from 2-6 hops to 4-15 hops)

— This algorithm is probabilistic and the likelihood to locate the
objects depends on the network topology.




Search Technique 4 - LI

5. Searching using Local Indices [Arturo Crespo and
Hector Garcia-Molina, ICDCS 2002.]

e J|dea: Create indices which contain
“statistics” that reveal the “direction”
towards the documents.

 Highlights
— Not Scalable, Expensive Routing Updates but better

than replicating data indexes.
— Assumes a static environment.
Theory?
(@A | Number of Documents | Database Related | Network Related | Theory Related ||
00 0 0 7 @ °
100 20 0 10
1000 0 300 0
200 100 0 150 Q 26
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Search Technique 5 - >RES

Directed BFS and the >RES Heuristic
>RES: The Most Results Heuristic.

Idea: Forward the query to your neighbors based on

aggregate statistics (e.g. num of results a peer returned,
shortest queue, shortest response time)

>RES works well because:

— It captures stable/large network segments.

— Potentially less overloaded peers

Drawback: >RES doesn’t route queries to the most
relevant content o

27




Search Techniques: Remark

On 1st June we crawled the Gnutella P2P Network for 5
hours with 17 workstations.

We analyzed 15,153,524 query messages.

Observation: High locality of specific queries...similar to
the WWW.

We try to exploit this property for more efficient searches

= —

# | Query ,t’}'c"c-u]'rr-nc"' \\kf\ # | Query QOccurrence

1 | divx avi ,/ KR8, 146 | 3,88% “\ 11| divx 24,363 | 0,16%
2 spiderman qft'i 50,175 | 0,33% \!_2 spiderman 23,274 | 0,15%
3 P mpg ‘\ 39,168 | 0,25% /1'13 NHN avi 22,408 | 0, 14%
4 star wars ;sx'i\\\ 38,473 | 0, E-‘T:_;f," 14| capture the light 21.651 0, 14%
5 | avi Y IO11_ JP.’I/!F:' 15| buffy mpg 20,365 | 0,13%
6 | s_ mpg 27.895 | 0. 18% 16| g mpg 20,251 | 0,13%
7 FEminem 27.440 | 0.18% 17| buffy avi 19, 874 | 0, 13%
& eminem mp3 25.603 | 0.16% 18| t— mpg 19,492 | 0,12%
9 | dvd avi 25,105 | 0,16% 19| seinfeld vivid 18,809 | 0,12%
10| b—_— 24,753 | 0,16% || 20| xxx mpg 18.686 | 0,12%

28



Search Technique 6 - ISM

Intelligent Search Mechanism (ISM)
[CIKM'02, IS’05]

Query GUID Connection & Hits Timestamp

Atlhens 2004 Olympics G439ID (peerl,20), (peer4,50),... 100002222

VLDB Canada 2004 F549QL (peer2,10) 100065652
**%% **k% *%k*k **k%

Florida storm PN329D NULL 100022453

IL|-dim space: {athens,2004,0lympics,vidb,canada,florida, storm}
e.g. If g="athens olympics” => ¢ (vector of q) = [1,0,1,0,0,0,0]

b) Cosine Similarity — The Similarity Function

Y (q * q;)
V()2 %/ X(q)?
c) RelevanceRank — Ranking Neighbors by similarity

~ RR(peer;,q) = > sim(q;,q)™ * results(q;)
q; = ”Queries answered by peer;”

stm(q, q;) = cos(q, q;) =

| A {b
Y
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Search Technique 7 - PlanetP

S

4.

Using Randomized Gossiping to Replicate
Global State [F.m cuenca-Acuna, Thu D. Nguyen HPDC-12]

ldea: Advertise a summary of a Peer’s content to the
neighborhood (using Bloom Filters).

Bloom Filters are used for Membership Queries
PeerA: Does PeerB maintain “rem.mp3"?
PeerA: lookup_locally(BloomfilterB, “rem.mp3”)

PeerA: Answer NO (definite) or MAYBE (False
Positives are possible)

Highlights

— No Data Replication Required

— Not Scalable (Shown to work well forg1Q0Q0 rades o

- |




2uptrayeic KataAoyol (Compact Membership
Directories - Bloom Filters)

MpoBAnua

« 'EoTw OTI 0 A B€Ael va oTeiAel oTov B pia cuAAoyn
D={d1,d2,...,dn} a1ré n oTOIXEIQ.

e AuUTI N cuAAoyr) UTTOPEI va €ival yia TTapAdEIyua T
OVOUATA OAWV TWV APXEIWV TTOU £XEI 0 A, £TOI WOTE Va
cEpel Kal o B 11 apxeia £xel o A.

o Avrti va oteilel OAN TV Aiota o A oTtov B (1o oTT0i0 €ival
aKpI0), 0 A PTTOopEi va OTEIAEI Eva OUPTTAYI KOTAAOYO
(Bloom Filter)

Bloom Filter: eival éva diavuopa V (vector) atmdé m bits, o1o
OTTOIO JTTOPEI VO CUMTTEPIANPOEI TO TTEPIEXOUEVO TNG
oUAAoyr¢ D, Jue Tov akGAouBo TpOTTO:

XEN

N | N

NG NG

S8 31



2uptrayeic KataAoyol (Compact Membership
Directories - Bloom Filters)

Bloom Filter
1. ©@€Toupe o€ €va diavuopa V pyeyéBougc m OAa 1a oTolxeia ioo pE «O».

2. Xpnoiyotroiwvtag K diagopeTika hash functions, kavouue hash 6Aa 1a
n groixeia TnGg cuAAdoyng D={d1,d2,...,dn} .

3. Otrou yivetal hash 6€toupe TNV TIPA TOU TTIVOKA i00 PE «1»
4. O A atrooTtéNAel 10 V (0x1 To D) otov B.

5. Av 0 B B€Ael va dgl av 0 A €xel Eva apxeio «test.c», TOTE XpNOIMOTTIOIE TA
idla K hash functions TTavw oT10 dvoua Tou apxeiou Kal EAEYXEl av OAA
Ta gToIXEia Tou dlavuouatog V gival ico pe “1”.

\/

Av OxI TOTE 0 A giyoupa dev €XEI TO APXEIO,

D= {dyds,..da} | | % A

Eid’ aANiw¢ 1TOAU mIBavov o A 10 £xell o
hi{d1) L
o [ peyAAeG TINEC TOU M Kal K Ta bloom filters o1l
, , . ha(d1) m
OOUAgUOUV TTOAU QTTOOOTIKA 1 | 100
* '/EXOUV EQAPUOYEC O€ KATaVEUNUEVA ouaThuaTta (web hs(dl)\ 101
caches, p2p systems, etc) ha(d1) 1 | 110
\) 1 |1




Search Technigues: Remark

o All technigues discussed so far do not
take Into account anonymity.

 While A downloads (or queries) through B,
B knows exactly what we are looking for

 Freenet
— Designed to provide anonymity.
— ...although it is not widely used today.

33
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Search Technique 8 - Freenet

/. Depth-First-Search and Freenet
[I. Clarke O. Sandberg, B. Wiley, and T.W. Hong, LNCS 2009 |

ldea: Looking for A? Search for hash(A). Queries are
routed based on the “key closeness” in a DFS manner.

Highlights:
— Uses caching of key/object for future requests.
— Data Replication along the QueryHit path provides availability
— Anonymity of Searcher and Publisher.
— Drawbacks: i) Searches ONLY based on Object Identifier.

i) The user-perceived delay is hsigh

replicated

[
LT 1

1 R 34

original file:A




Search Technique 8 - Freenet

Search: Queries are routed based on the “key closeness”
In a DFS manner.

K514 NO1

..................................

TTL=6
K124 NO2 | .
K317 Nog | ™.
K613 NO5

d
A AANA
b 35
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Search Technique 8 - Freenet

Lo

Hlf

IS

K514 NO1

K124 NO2
K317 NO38
K613 NO5

.....,\117

K117 NO7 ;
K100 NO6 [ _:
K222 NO7
K617 NO5

117

ltem Found:

« The key K117 is added to the key table of NO8, while
the answer is routed back.

« Document 117 is replicated along the Queryhit path

36



Search Technique 8 - Freenet

* pros:
e complete decentralization
o fault tolerance/self-organization
e anonymity
 scalability (to some degree)
e CONS.
e questionable efficiency & performance
e rare keys disappear from the system

T
YA
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Search Technique 9 - Chord

Consistent Hashing and Chord
[lon Stoica et al. SIGCOMM 2001]

Idea: Objects/Nodes are hashed with an m-bit identifier
and organized in a virtual ring. Object lookup is
achieved in O(logN).
Highlights:
— Consistent Hashing achieves : (i) Good Load Balancing of keys

(i) Little object/key movement in case of node join/leave .
— Drawbacks: i) Searches ONLY based on Object Identifier

i) Data Movemet may be a big overhead.

Nodes Objects
h(A)=2 | h(filel)=7

h(B)=3
h(C)=5 finger table A
h(D)=7 successor [2,3)=3

successor [3,5)=5
successor [5,2)=0

finger table C
successor [5,7)=7

successor [7,5)=0

38




Network-Efficient Topologies

* P2P Networks are usually network-agnostic. Therefore
they don’t take into regards the efficiency of the overlay

topology.
Example
 Assume that we have a US Newspaper Agency that

makes Iits news scripts available in a P2P distribution
network.
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