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Botnets Introduction 

A botnet is a number of Internet-connected devices (nodes), each of which is running one or 

more bots. Botnets can be used to perform Denial-of-Service (and DDoS) attacks, steal data (ex. 

Account credentials), send spams, and allow the attacker to access the device and its 

connection. The owner can control the botnet using command and control (C&C) software 

(Server). The term “botnet” is usually used with a negative or malicious connotation. The owner 

is usually called botmaster. 

 

Briefly showing how the process of botnets work (Lifecycle) 

 When a host is infected with a bot 

  The host victim joins a botnet, which is basically a network of compromised machines 

under the control of the botmaster.   

 Then the botmaster sends commands using a C&C(command and control) server  

 

2 Kinds of botnets 
 

 Centralized where the botmaster controls the botnet through a hidden command and 

control channel (C&C). Bots periodically check their channel to receive new commands and 

give reports to the servers.  

 

 



 P2P Botnet: The botmaster basically connect to a P2P (Peer to Peer) bot in the network and 

operate it as the C&C server. The P2P botnets are far more resilient to takedown attempts 

than centralized botnets, because they have no single points of failure. 

 

 

 

 

How botnets are coordinated 

 Simple way, where the botnets query the C&C server using its IP and domain name. This 

method though is weak against take down attacks and not flexible to use. 

 Fast-flux, where the bots would query a certain domain that is mapped onto a set of IP 

addresses, which change frequently. This makes it more difficult to take down or block a 

specific C&C server. However, fast-flux uses only a single domain name, which 

constitutes a single point of failure.  

 Another way is Domain-flux, where each bot uses a domain generation algorithm (DGA) 

to compute a list of domain names. This list is computed independently by each bot and 

is regenerated periodically and the bot tries to communicate with the hosts in the list 

until one succeeds. All the servers are contacted by the bots using this way.  Domain flux 

is a way to improve the botnet protection from take down attacks. For example if the 

rendezvous point is taken down the attacker simply registers the next domain and 

regains control. 

 

 



1st Paper: Your Botnet is My Botnet: Analysis of a Botnet Takeover 

 

Important information for Torpig 

Torpig is a type of botnet that takes sensitive information such as bank accounts and credit card 

data from its victims.   

 Torpig bots transmit some identifiers that can be distinguished from various 

infection types. This helped to identify the botnet size during the paper.  

 

 Secondly Torpig is a data “harvesting” bot that targets many applications and 

extracts data. So basically it checks many applications on a victim’s pc to find data to 

steal.  

 

 Also it uses Mebroot which is a rootkit that takes control of the machine by 

replacing the Master Boot Record (MBR). This allows Mebroot to be executed at 

boot time before the Operating system is loaded and to remain undetected by most 

antivirus tools 

 

 Mebroot provides functionality to manage (install, uninstall, and activate) such 

additional modules. Immediately after the initial reboot, Mebroot contacts the 

Mebroot C&C server to obtain malicious modules. These modules are saved in a 

system32 directory so that they can be reused again if the user reboots the machine 

without the need to contact the server again. Also the modules are timestamped 

and named from existing files to avoid suspicion.  

 

 

 Torpig contacts the C&C server to upload the report of data stolen since last report. 

This communication happens with HTTP, using XORing encoding with an 8 byte key 

and base 64 for encoding. 

 

Coordination between Torpig bot and its C&C servers 

 Each bot uses a Domain Generation Algorithm (DGA) to compute a list of domains 

(Domain Flux). 

 Attempt to resolve the entries in the list to contact the C&C server. 

 

 



Torpig Domain Generation Algorithm 

1. In Torpig, the DGA is seeded with the current date and a numerical parameter.  

2. The algorithm first computes a “weekly” domain name, say dw, which depends on the 

current week and year, but is independent of the current day (i.e., remains constant for 

the entire week).  

3. It then resolves and appends (dw.com, dw.net, and dw.biz.) each domain and attempts 

to connect to its C&C server. 

4. If all three connections fail, Torpig computes a “daily” domain If these domains also fail, 

Torpig attempts to contact the domains hardcoded in its configuration file. 

5. The DGA used in Torpig is completely deterministic, i.e., once the current date is 

determined, all bots generate the same list of domains, in the same order. 

 

Taking control of the botnet: 

Sinkhole Preparation 

 Purchased service from two different hosting providers that are well-known to be 

unresponsive to abuse complaints, and they registered our .com and .net domains.  

 

 Set up an Apache web server to receive and log bot requests, and they recorded all 

network traffic over 8.7GB of Apache log files and 69GB of pcap (packet data) data. 

 

 They operated their C&C servers based on previously established legal and ethical 

principles.  

 

Botnet Size 

In the paper the botnet’s “footprint” and live population (compromised hosts) was needed in 

order to identify the total number of machines. During the process the researchers also discard 

and identify security researchers and other curious individuals who probed the botnet servers. 

Counting Bots by nid 

 The nid field from the header of the submission message that was send by the Torpig 

was used for this method. This value was unique for each machine and remained 

constant over time and it would provide an accurate method to uniquely identify each 

bot. In all cases, the nid depends on (software or hardware) characteristics of the 

infected machine’s hard disk. 

 



Counting Bots by Submission Header Fields 

 Unfortunately, It was found that 2,079 cases for which this assumption did not hold with 

using just the nid field. A more accurate method to identify infected machines, was the 

nid, os, cn, bld, and ver values from the submission header that Torpig bots send. 

Observations 

 1,247,642 unique IP addresses contacted the server. 

  Taking this value as the botnet’s footprint would overestimate the actual size by an 

order of magnitude. 

Threats and analysis of Torpig 

Financial Data Stealing 

• Torpig can be used to obtain information. Financial information, such as bank accounts 

and credit card numbers, is particularly sought after. Table 3 reports the number of 

accounts at financial institutions (such as banks, online trading, and investment 

companies) that were stolen by Torpig and sent to the C&C server in ten days. 

 

Denial-of-Service 

 To approximate the amount of aggregate bandwidth among infected hosts, the 

researchers mapped the IP addresses to their network speed. This information is 

summarized in the Table below. It was assumed the same distribution of network 

speed for the unknown IP addresses, there is a tremendous amount of bandwidth in 

the hands of the botmaster. 

 



Password Analysis 

 Torpig bots stole 297,962 unique credentials (username and password pairs), sent by 

52,540 different Torpig-infected machines. The analysis found that almost 28% of 

the victims reused their credentials for accessing 368,501 web sites.  

 

CONCLUSIONS- Some lessons that researchers learned 

 First, it was found that a naïve evaluation of botnet size based on the count of 

distinct IPs yields grossly overestimated results. 

 Second, the victims of botnets are often users with poorly maintained machines that 

choose easily guessable passwords to protect access to sensitive sites. This is 

evidence that the malware problem is fundamentally a cultural problem. 

 Third, it was learned that interacting with registrars, hosting facilities, victim 

institutions, and law enforcement is a rather complicated process. In some cases, 

simply identifying the point of contact for one of the registrars involved required 

several days of frustrating attempts. 

 

2nd Paper: SoK: P2PWNED— Modeling and Evaluating the Resilience of 

Peer-to-Peer Botnets 

Brief Introduction 

P2P botnets are far more resilient to takedown attempts than centralized botnets, because 

they have no single points of failure. However, P2P botnets are subject to unique classes of 

attacks, such as node enumeration and poisoning. This paper shows a formal graph model to 

capture the intrinsic properties and fundamental vulnerabilities of P2P botnets.  

The researchers prototyped several mitigation strategies to measure the resilience of existing 
P2P botnets. 
 
Characteristics of P2P Botnets 
 

 A routable peer is a peer that can contact other peers but can also be contacted by 
other peers. 

 A routable peer is a peer that can be contacted by other peers. 

 A non-routable peer cannot be reached by any peers or contact other peers but it is 
known by other peers.  

 
 
 



Peer List 
A peer list expresses relationships of neighboring peers at a given time. In reality, peer lists can 
be highly dynamic and do not necessarily have to be stored explicitly. Also a peer list may 
contain edges to routable, non-routable and unreachable peers. The operations of the botnet 
to these edges can be update, delete or insert new ones. 
 

Mitigation Strategies 

Mitigation strategies were used that are generally applicable to any P2P botnet. The Paper 

focused to two resilience aspects: 

 Intelligence gathering resilience: The researchers model intelligence gathering (also 

referred to as reconnaissance) methods and evaluate the resilience of current P2P 

botnets to these methods.  

 Disruption resilience: We formalize attacks that can be used to disrupt P2P botnets. 

Examples of such attacks include sinkholing, where all bots are redirected to an 

attacker-controlled machine called a sinkhole, and partitioning, which aims to split a 

botnet into unusable sub-networks. 

Attacks against P2P botnets 

There are 3 kinds of attacks: 

 Graph Search: Many attacks rely on knowledge about the P2P topology of a botnet. One 

approach is visiting all nodes, requesting their peer lists, and enumerating all edges. 

 Peer Injection: Most attacks against P2P botnets are based on changes of the graph 

topology by manipulating the set of edges or the set of vertices. A newly added peer 

cannot affect the topology as long as it is unknown to other peers. So in order to affect 

the topology, manipulations to the graph are mandatory. 

 Peer List Destruction: In contrast to peer injection, peer list destruction describes 

“corrupting changes” to a peer’s peer list. 

Intelligence Gathering 

 Crawling: A standard approach for analyzing P2P botnets is to visit as many peers as 

possible and collect information about them. The collected information can be anything 

that is accessible to other peers, which depends on the specific communication 

protocol. For example, one protocol may exhibit the operating system version, another 

might include the current local time. Crawling is based on graph search and represents 

an efficient way to gather intelligence. 

 Sensor Nodes: The authors proposed special sensor nodes in the botnet. Current P2P 

botnets peers are periodically contacted by their neighboring peers, e.g., during regular 

peer list verification cycles. Introducing a sensor can be achieved through peer injection 

(meaning adding new peers).  However, a sensor’s coverage depends on its popularity. 



 

Disruption and Destruction 

 Partitioning: One generic attack against a P2P botnet’s infrastructure tries to prohibit 

the distribution of information by partitioning the graph. For example, if certain nodes 

can be identified as the source of new commands, one can try to isolate these nodes by 

eliminating all edges with other peers. To invalidate an edge, it can be deleted or 

replaced by applying the peer list destruction method. 

 Sinkholing:  In this attack, all edges are either invalidated or replaced with edges 

pointing to special nodes called sinkholes. 

 Communication Layer Poisoning: Poisoning attacks created information and injected it 

into a botnet. The range of poisoning attacks is huge. For example one could distribute 

commands to other bots or transmit invalid messages that put recipients in a non-

functional state. 

 

Peer Enumeration: Real-World Observations 

To evaluate how the peer enumeration methods perform in practice, the researchers 

implemented crawling and sensor injection attacks for all four active P2P botnet families. In 

total, they enumerated eleven botnets that were active in November 2012. They chose a 

measurement period of 24 hours to limit the effects of IP churn. The researchers injected 

sensor nodes three weeks so that they had sufficient time to become popular in each botnet. 

The Crawling section of the table represents the crawling results, and the Sensor section 

displays the results for the sensor injection experiments. In the crawling results, we distinguish 

between peers that responded to peer list requests (V C r) and all peers found during crawling 

(V C). The column |V C r |/|V C| contains the ratio of routable peers. 

 

The sensors enumerate peers faster than the crawlers, and the sensors find many more peers 

than the crawlers. While IP address churn is one of the reasons for slow node enumeration 

convergence, machines joining and leaving the network. 

 



Communication Layer Poisoning Resilience 

 Depending on the implementation, it may be possible to poison a P2P botnet using its 

own commands, or to disrupt the C&C channel to prevent legitimate commands from 

spreading. For example, if commands are not properly authenticated to originate from 

the botnet operators (e.g., through digital signatures), defenders could issue arbitrary 

commands, such as a removal instruction or a command to stop spam activities.  

 Table IV summarizes the most important security aspects of the P2P botnets that the 

researchers analyzed. All bots, except Miner, encrypt their communication. However, 

the used encryption does not secure the botnets against disruptive attacks, as the keys 

and algorithms can in all cases be found through reverse engineering. 

 

Sinkholing Resilience 

Sinkholing a P2P botnet involves manipulation of the peer lists for all bots in the botnet such 

that the bots’ peer list entries no longer point to other bots, but instead to sinkholes. When 

performing a sinkholing attack, it is distinguished to the following general steps: 

 Sinkhole announcement: starting the sinkholing attack by announcing some sinkholes to 

as many peers as possible. 

 Node isolation: Then try to eliminate all edges in the P2P graph that do not point to a 

sinkhole. The goal of this step is to isolate the bots from each other as much as possible, 

rendering them unable to communicate with other peers. 

 Fallback prevention: Some P2P botnets have other C&C mechanisms that they fall back 

to under certain circumstances, e.g., if they have not received a new command in some 

time. A sinkholing attack must ensure that bots do not activate backup C&C channels to 

recover. This step requires that either (1) the botnet’s backup channel is somehow 

disabled, or (2) the bots are prevented from entering into their fallback mode. 

Below the table shows the resilience of some P2P botnets against sinkholing. 



 

Partitioning Resilience 

Partitioning and sinkholing are closely related attacks. They both destroy existing links in a 

botnet. Depending on the goals of a botnet takedown operation, partitioning may have 

advantages over sinkholing. For example, the injected sinkholes are generally easily identified, 

as they stand out against other bots due to their popularity. Thus, botnet operators may start 

counter attacks against these sinkholes to regain control over their infrastructure. Partitioning 

attacks do not expose such attack surfaces and are immune to this type of counter attack. Also 

for partitioning in order to work it has to affect the whole network. 

 

CONCLUSIONS 

 First, the researchers have estimated and compared the population sizes of current P2P 

botnets using crawlers and sensor nodes. They have shown that sensor nodes reveal 

large numbers of bots which cannot be found using crawlers. It was concluded that 

combining crawlers and sensor nodes can provide much more accurate population 

estimates than crawling alone. 

 Second, the researchers have evaluated the disruption resilience of all four current P2P 

botnet families through a combination of static analysis and attack prototyping. The 

evaluation has shown weaknesses which could be used to disrupt the botnets. However 

some botnets are more resilient than others like Zeus and Sality botnets are highly 

resilient to sinkholing attacks.  

 

 


