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Chapter 20 — Firewalls

The function of a strong position Is to make
the forces holding it practically
unassailable

—On War, Carl Von Clausewitz



Elcaywyn

2NUEPQA, O KaBevac BeAel va €Ival CUVOEDENEVOC
oTO Internet

AUTO €YEIPEI ONUAVTIKA BepaTa ao@aAEiac Kabwce
QEV E£IVAI EUKOAO VO aa@AAIOEl KAVEIC KOOE
guOTNUA O€ EVAV OPYAVIOUO

[1a TNV auuva TTEPINETPOV (perimeter defence)
ouvnlwc xpnaoiyotrolisital eva Firewall.

Qg pépog MIAC EUPUTEPNC OTPATNYIKNG AMUVAQ




T1 ival eva Firewall?

Eival eva onuelo «otpayyaAiopou» (choke point) yia eAeyxo kal
TTapakoAoudnon

Alaouvoeel dIKTUQ PE JIAPOPETIKA ETTITTEQA EUTTIOTOOUVNG

Badlel TTEpIOPIONOUC OTNG UTTNPECIEG TOU QIKTUOU
— EmrpetreTal n dicAeuon yovo og e€ouaiodoTtnuevo traffic

EAgyxel Tnv TTpooBaon
MTTOpPEI VO UAQTTOIEI KQI TTPOEIOOTTOINCEIC VIO AVWUAAN CUUTTEPIPOPQ

MNapexel NAT (network address translation) & MNapakoAouBnaon Tng
Xenong

YAotroiel VPNs xpnoiuotroiwvrtag IPSec

[MpeTTel va €Ival aTpwTo O€ EI0BOAEC



What is a Firewall?

Internal (protected) network External (untrusted) network
(e.g. enterprise network) Firewall (e.g. Internet)




[leplopiouol Twv Firewalls

Agv TTPOOTATEUEI ATTO ETTIOECEIC TTOU TO
TTAPAKAUTITOUV

— eg sneaker net, utility modems, trusted organisations,
trusted services (eg SSL/SSH)

Agv UTTOPEI VA TTPOCTATEUCEI ATTO ECWTEPIKEC
QATTEIAEC

— eg disgruntled or colluding employees

Agv TTpooTtarteuel atro rpoofBaon peow WLAN

— Av QgV £Ival CWOTA OETAPICHEVO YIA ECWTEPIKN XPNON
Agv TTPOCTATEI ATTO KAKOBOUAO AOYIOUIKO TTOU EXEI

gloax0el yeow laptop, PDA 1} atroOnkeuTiko ueco
TTOU €XEI MOAUVOEI E€W



Firewalls — Packet Filters

To ATTAOUCTEPO KAI YPNYOPOTEPO CUCTATIKO TOU
firewall

H Baon kabe cuatnuaTtocg firewall

E¢etalel kaBe trakeTo IP packet (no context) kau
ETTITPETTEI N ATTAYOPEVEI TN OIEAEUCN CUNPWVA UE
KAVOVEC

[1epiopilel TNV TTPOCBACN O€ UTTNPECIEC (O€ ports)
Eival duvarto va 1e6ouv default TTOAITIKEC

— [Mw¢ OTI OEV EMTPETTETAI PNTA, ATTAYOPEUETAN
— [Mw¢ oTI OEV ATTAYOPEVUETAI PNTA, ETTITPETTETAN



Firewalls — Packet Filters

End-to-end Application End-to-end
transport transport
connection connection
-k Transport -
Internet
MNetwork
ACCESS
Physical

Security Perimeter

Private
Network

Packet-
filtering * = = = = = = = = = e e m === = -
router

(a) Packet-filtering router
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Firewalls — Packet Filters

Packet-Filtering Examples

action ourhost port theirhost port comment

block = - SPIGOT = we don’t trust these people

allow OUR-GW 25 " * connection to our SMTP port
action ourhost port theirhost port comment

block b B * B default

action ourhost port theirhost port comment

allow " " " 25 connection to their SMTP port
action sre port dest port flags comm ent
allow {our hosts} * * 25 our packets to their SMTP port
allow N 25 - N ACK their replies

action SrC port dest port flags comment
allow { our hosts} * * * our outgoing calls
allow " " " * ACK replies to our calls
allow o * . =1024 traffic to nonservers




EmBcocic o QiATpa MNakeTwy

« |P address spoofing
— Xpnan YEUTIKNG EUTTIOTNG dleuBuvang Tnyng
— [a va TIC NTTAOKAPOUNE TTPOCOETOUNE QIATPA GTOV router

* source routing attacks

— O gmmBepevoc Badlel eva dpouOAOYIO DIAPOPETIKO ATTO TO
KAVOVIKO

— [Na va TIC avTINETWTTIOOUE, NTTAOKOPOUNE TA source routed
TTAKETA
 tiny fragment attacks

— Tepaxiletal n TAnpogopia tou TCP header o€ HIKPOOKOTTIKAO
TTAKETA £TO1 WOTE VA PNV UTTOPEI VA AVAYVWATEI ATTO TO PIATPO

— [peTtTEl €1TE VA ATTOPPITITOVTAI, EITE VA ETTAVACUYKPOTOUVTAI TTPIV
QATTO TOV EAEYXO



Firewalls — Stateful Packet Filters

Ta TTapadoaiaka @ATpa TTakeTWV Ogv £ceTalouV TO
TTAKETO OTO TTAQICIO TWV AVWTEPWYV ETTITTEOWV.

Ta stateful packet filters avtipetwtmdouv autnv TNV
avaykan.

E¢etalouv kaBe rakeTo IP packet oto mTAaioio Twv
AVWTEPWV ETTITTEOWV

— Karaypagouv Twv auvodwyv client-server

— E&etalouv Tn £yKUPOTNTA TOU KABE TTOKETOU VA AVNKEI O€ KATTOIA

QTTO QUTEC TIC OUVODOUG

ETO1 €1val 1110 EUKOAO va aviXVeUEl KIBONAQ TTAKETA TTOU
QEV AVNKOUV OTIC OUVOOOUC QUTEC

MTTOPEI QKON KAl VA AVIXVEUEI TTEPIOPIOPEVA OEDONEVA
EQPAPUOYWV



Firewalls - Application Level
Gateway (or Proxy)

« Exel evav application-specific gateway/proxy
* EXe&l TTAnpn Tpoofacn oTo TTPWTOKOAAO

— O xpnoTtn¢ {nTa uIa UTTNPEECIA ATTO TO Proxy

— To proxy Xapaktnpilel TNV AITNON WS VOMIUN

— 2T OUVEXEIQ EVPYOTTOIEI TNV AITNON KAl ETTIOTPEPEI TO
QATTOTEAEOUA OTO XPNOTN

— MT1TOopéel va kataypa@el i va eAeyxel 1o traffic oto
emredo epappoyne (application level)

« XpelaleTal EEXWPIOTOC Proxy yia Kabe UTrnpEaia



Firewalls - Application Level
Gateway (or Proxy)

Application proxy
Internal Application [« »| Application External
transport transport
connectiomn connection
#—— ] Transport Transport fagf—— 3
Internet Internet
Metwork Metwork
ACOEsS ACOEES
Physical Fhysical
Application-level
gateway
Cutside Inside
connection I— '
connection
------ * TELMET ====== =

Cutside host

(b) Application-level gateway

Inside host



Firewalls - Circuit Level Gateway

Metayel duo ouvdeoeic TCP

EmiTuyxavel ac@aAeia TepIopi{oOVTaC TO TTOIEC
OUVOEOQEIC ETTITPETTOVTAI

A@ou dnuIoupynBouv, ouvnbwc YETAYoOUV TNV
KIvOn XWwpEIS va £€ETalOUV TO TTEPIEXOMEVO

2.UvNOw¢ XpNOILNOTTOIOUVTAl OTAV
EMUTTIOTEUONAOTE TOUC ECWTEPIKOUC XPNOTEC
ETMTPETTOVTAC ECEPXOMEVEC OUVOETEIC

2.UXVva XPNOIJOTTOIEITAl TO TIPWTOKOAAO SOCKS



Firewalls - Circuit Level Gateway

Circuit-level proxy
Internal | |4 pojication Application| | External
transport transport
connection connection
| Transport |s—| Transport
Internet Internet
MNetwork MNetwork
BOCESS BOCESS
Physical Physical
(&) Circuit-level proxy firewall
gateway
Dutside
connection
Dutside host
Inside
_ connection _
Inside host

(c) Circuit-level gateway



Bastion Host (YtroAoyiotnc-Oxupo)

« Eival eva host upnAnc ac@aAsiac

« Tpexel circuit / application level gateways

* I TTAPEXEI EEWTEPIKA TTPOOPBACIMES UTTNPETIEC
« EIval ekTeDeIuEVO O€ £XOpIKA OTOIXEID

« EIval ouvetTTwe ao@aANIoUEVO YIa va avTaTTECEANBEI O€
aQuToO

— hardened O/S, essential services, extra auth

— proxies small, secure, independent, non-privileged

* Mrtropel va uttootnpilel 2 1) TTEPICTOTEPEC OUVOETEIC
OIKTUOU

* MrtTopel va gival EUTTIOTO YIA va ETTIBAAEI TTOAITIKNA
EMTTIOTOU OIAXWPEICHOU NATACU QUTWYV TWV JIKTUAKWYV
OUVOECEWV



Host-Based Firewalls

« Eival eva s/w module TTou XpnoIJoTToIEITAl VIa VO
Ao@aAIOEl CUYKEKPIMEVO host
— Eival diaBeoipo og TToAAa AsITOUpYIKO cuaTUATA

— ] uTTOPEI VA TTapacxedel wg add-on
« XPNOIUOTTOIEITAI O€ Servers

* [1AeovekTnuaTa:

— MTTOpPEI VA TTPOCAPNOTEI TOUC KAVOVEC
QIATpapiopaTog oTo TTEPIBAAAOV Tou host

— H TpooTaoia TTapeXETAl AVECAPTNTA ATTO TNV
TOTTOAOVIQ

— [MNapexel eva MTTAEOV ETTITTEQO0 TTPOCTACIAC



[TpoowTTika (Personal) Firewalls

« EAeyxel 1o traffic yetagu Tou PC/workstation kai
ToU Internet r) Tou enterprise network

 Eival eva software module oto PC
* 1 oto home/office DSL/cable/ISP router

e 2UvNOBWC €Ival TTOAU AlyOTEPO QUVOETO ATTO
aAAoucg Tuttouc firewall

* O KuUpIOC POAOC TOUC €IvVAI VA ATTAYOPEUOUV [N
£COUOI0d0TNUEVN NaKPUVN TTPOCRACN OTOV
UTTOAOYIOTN

o Kal va eAEYXEl TNV ECEPXOMEVN OPACTNPIOTNTA
yia TUXov KakoouAo software



Personal Firewalls

- Services |-Firewall | Internet

Firewall On

L" Stop ) Click Stop to allow incoming network communication to all services and
ports.

Allow: On _Descriptmn {Ports)
Personal File Sharing (548, 427) A

Windows Sharing (139) o [ New.. )

Personal Web Sharing (80, 427)

Remote Login - SSH (22) \ Edit... )

FTP Access (20-21, 1024-65535 from 20-21) (\ Delete “3
Remote Apple Events (3031) 2
Printer Sharing (631, 515) v

To use FTP to retrieve files while the firewall is on, enable passive FTP mode using the Proxies
tab in Network Preferences. ®



Firewall Configurations
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(a) Screened host firewall system (single-homed bastion host)



Firewall Configurations

Bastion
host

-

router
Private
network hosts

Packet-
filtering
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SEMAEr

{b} Screened host firewall system (dual-homed bastion host)



Firewall Configurations

Bastion
host

Private
network

Dutside Inside
router router

S

Information Maodem
server

ic) Screened-subnet firewall system



DMZ
Networks

Internal DMZ network

Web Email DNS
SErver(s) SErVer SEFVer
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Internal protected network

Application and database servers

LAN
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Virtual Private Networks

LUlser system

Ethernet

swilch

Frrewall

with IPSe Firewall

wilh [PSec




Internet

External
DMZ network

Distributed

Firewalls Ay

Web Email
server(s) Server

host-resident
firewall



[TepIAnwn Twv ToTtToBeoIWVY Kal

Twv TotroAoyiwv Twv Firewalls
host-resident firewall

screening router

single bastion inline

single bastion T

double bastion inline

double bastion T

distributed firewall configuration



2.uvoyn

« ECeTaOQuE:
— Ta firewalls

— Touc¢ Tuttou¢ TwvV firewalls

« packet-filter, stateful inspection, application proxy,
circuit-level

— basing
* bastion, host, personal

— ToT1ro0e01€C KAl DIAPNOPPWOEIC
« DMZ, VPN, distributed, topologies



