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Chapter 16 —
Transport-Level Security

Use your mentality
Wake up to reality

—From the song, "l've Got You under My
Skin“ by Cole Porter



Web Security

To Web xpnoIuoTTOIEITAlI ONUEPA EUPUTATA ATTO
KUBEPVNOEIC, ETTIXEIPNOTEIC KAl ATOMOA.

Qaotooo 10 Internet kai To Web gival Tpwta artro
TTAEUPAC AOQPAAEIQC

YTTapX0UV TTOIKIAEC ATTEIAEC TTOU QQOPOUV
— AkepaiotnTa (integrity)

— EumaorteutikotnTa (confidentiality)

— Apvnon utrnpeoiac (denial of service)

— [MlioTotroiInon auBevTtikoTnTag (authentication)

[1pEeTTEl VA TTPOOTEOOUV VEOI UNXAVIOUOI
ag@aAclac



[1poCEYYIOEIC OTNV AOPAAEIA
Web Traffic
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SSL (Secure Socket Layer)

Eival uttnpeoia aopaAciac Tou transport layer
Avatrtuxonke apxika armro tTn Netscape

H ekdoaon 3 oXedIQOTNKE TTAIPVOVTAC UTTOWN TNV
EUTTEIPIA TWV TTPOYEVECTEPWYV EKOOTEWV

2.TnN ouvexela kareotn Internet standard yvwaoTo
w¢ TLS (Transport Layer Security)

Xpnoiyotroiel 1o TCP yia va TTapaocyel pia
aclotnoTn utrnpeoia end-to-end (reliable end-to-
end service)

To SSL gxel Quo €TTITTEQA TTPWTOKOAAWYV



SSL Architecture
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SSL Architecture

« 2uvdeon SSL (SSL connection)

— Mia TTpocwpIvn cuVOEDH ETTIKOIVWVIOC peer-to-peer
— 2XemdeTal ue pia 2uvodo SSL (SSL session)

« 2uvod0¢ SSL (SSL session)

— EIval evag ouvdeauog uetagu client & server

— Anuioupyelital atro 1o [NpwTtokoAAo Xelpawiag
(Handshake Protocol)

— Opilel eva ouVOAO KPUTTTOYPAQPIKWY TTAPANETPWV

— Mrtropéel va Tn poipalovral TToAAEC ouvdeoelC SSL
(SSL connections)



YTTnNpeolec Tou [NpwToKOAAOU

Eyypagng SSL
(SSL Record Protocol)

 EpmorTeutikoTnTa (confidentiality)

— XPNOIMOTTOIEl CUMMETPIKN KPUTTTOYPAEPNON UE Eva
KOIVO KAEIQI TTOU opIdeTal QTTo TO [1pWTOKOAAO
Xeipayiag (Handshake Protocol)

— KpuTtrtoypa@ikol aAyopiOuol TTou XPnoINOTTOIoUVTAl:
AES, IDEA, RC2-40, DES-40, DES, 3DES, Fortezza,
RC4-40, RC4-128

— To unvupa guptmeleTal TTPIV KPUTTTOYPAPNOE!
« AkegpalotTnta Mnvuparog (message integrity)

— Xpnoiyotroleiral eva mpwTtokoAAo MAC (message
authenticaion code) e eva KOIVO MUCTIKO KAEIOI

— [Napopolo pye To HMAC aAAa ue diagopeTiko padding



/A\&ITOUpPYIA TOU
SSL Record Protocol

Application Data

Fragment

Compress

Add MAC

Encrypt

Append S5L
Record Header




SSL Change Cipher Spec Protocol

Eival eva atro ta tpia SSL-specific TTpwToKoAAQ
Tou Xpnoiuotrolouv 1o SSL Record protocol

Elval TO TTI0 a1TAO TTPWTOKOAAO Kal ATTOTEAEITAI
QTTO £vA JOVO uNVUua TOU €vocg byte

« Kavel Tnv karaotaon pending, va yivel current

« AnAadn emkaipoTroliel (update) Tov
KPUTTTOYPAPIKO AAYOPIOUO TTOU XPNOCIUOTTOIEITAl

1 bvte

(a) Change Cipher Spec Protocol



SSL Alert Protocol

UETAPEPEI TTPOEIdOTTOINCEIC (alerts) axeTIKOUG e TO SSL
oTNV odoAoyn ovtoTnTa (peer entity) byte 1 byte

oofapoTnTa Level | Alert
« warning n fatal
2 UYKEKPIMEVN TTPOEIOOTTOINGN
« fatal: unexpected message, bad record mac, decompression
failure, handshake failure, illegal parameter

« warning: close notify, no certificate, bad certificate,
unsupported certificate, certificate revoked, certificate
expired, certificate unknown

Elval QUUTTIECUEVO KAl KPUTTTOYPAPNMUEVO, OTTWCS OAA TA
dedoueva Tou SSL

(k) Alert Protocol




SSL Handshake Protocol

« Emrpetrel o€ server kai client va:
—  [hioTtotroInoouv 0 evag TNV AUBEVTIKOTNTA TOU aAAou

—  Na dIaTTpayuaTEUTOUV YIA TO TTOI0I AAYOPIOUOI KPUTTTOYPAPNONG
kai MAC 8a xpnoiuyotroin@ouv

— AlatTpayuarteuovTal yia Ta KPUTITOypa@Iika KAEIdia TTou Ba
XPNOo1uoTToINBouV

e  ATTOTEAOUVTAI ATTO AKOAOUBIEC UNVUPATWY XWPIOUEVEC O€

(PACEIC
1. Eykataotaon duvaTtotnTwyv ac@aAEIag
2. [lioTtotroinon auBevTIKOTNTAC TOU Server Kal avralAayn KAEIdIou
3. Thototroinon auBevtikotntag Tou Client kal avraAAayn KA€Idiou
4. Tepuartigupog

1 hvte 3 bytes = ) bhytes

Type Length Content

{c] Handshake Protocol



SSL
Handshake
Protocol

Time

Client

Server

Phase 1

Establish security capabilities, including
protocol version, session [D, cipher suite,
compression method, and initial random
numbers.

Phase 2

Server may send certificate, kev exchange,
and request certificate. Server signals end
of hello message phase.

Phase 3

Client sends certificate if requested. Client
sends kev exchange. Client mav send
certificate verification.

Phase 4
Change cipher suite and finish
handshake protocol.

Note: Shaded transfers are
optional or situation-dependent
messages that are not always sent.



KpuTrToypa@ikol YTTOAOYIOUOI
(Cryptographic Computations)

* Anuioupyia master secret
— Exe1 yeyebocg 48 bytes kai eival piag xpnong.

— [Napayetal XpNOIMOTTOIWVTAC ACPAAN avTaAAayn
kKAEI0I0U (RSA / Diffie-Hellman)

« ANUIOUPYIO KPUTITOYPAPIKWY TTOAPANETPWV

— client write MAC secret, a server write MAC
secret, a client write key, a server write key, a
client write IV, and a server write |V

— AnuioupyouvTtal ue hashing tou master secret



TLS (Transport Layer Security)

« |ETF standard RFC 2246, Trapopolo pe 1o SSLv3
* Me NIKpeC dlaPopeg
— 2ToV apiBuo version Tou record format
— Xpnoiuotroiel HMAC yia MAC
— Mia peudoTtuxaia ouvapTnan ETTEKTEIVEI TA JUCTIKA (secrets)
» Baoiletal oto HMAC kai xpnoiuotroiel SHA-1 1 MDS
— Exel rpooBeTouc alert codes
— YTrapxouv aAAayEG 0TOUC UTTOOTNPICOMEVOUC KPUTTTOYPOAPIKOUG
aAyopiOuoucg
— AANNQYEC OTOUG TUTTOUG TTIOTOTTOINTIKWY KAl OTN dlATTpayuaTeuon
— AANQYEC OTOUC KPUTTTOYPAPIKOUG UTTOAQYIOUOUG Kal 0TO padding



HTTPS

+ HTTPS (HTTP over SSL)

— oguvdlaopoc HTTP kan SSL/TLS yia ac@aleig
ETTIKOIVWVIEC NETACU browser & server
* [Mapouaialetal oto RFC2818

« AEV £XEI OUCIAOTIKN dlAPOPA OTAV XPNCILOTTOIEITAI
T0 SSLAT10 TLS

« «https:// URL» avti yia «http://URL»
— Kai port 443 avTi yia port 80
« KputrToypa®el

— URL, 1repiexoueva Tou document, oedopeva
aTTO POPMEC, cookies, etTikePAAIdEC HT TP




Xpnon tou HTTPS

=EKIVNMNA ouvOEoNg

— TLS handshake kai otn ouvexeia HTTP
request(s)

KAg10140 oUuvOEONG

— gx&l “Connection: close” oto HTTP record

— TLS level exchange close_notify alerts

— Tote pytTopEl va kKAgloel Tn ouvdeon TCP

— [NpeTTel va UTTOPEI VA XEIPIOTEI EVOEXOUEVO
(atro AaBoc¢) kAsioiuo Tou TCP 1rpIv oTaA&l i
oAokAnpwoOel To alert exchange



Secure Shell (SSH)

[TPWTOKOAAO YIQ ATPAAEIC OIKTUAKEC
ETTIKOIVWVIEC

— 2XEOI0OMEVO WATE VA €1val ATTAO Kal ¢Onvo

To SSH1 mTapeixe aocpalec remote logon
— AvTtikaBioTta o TELNET ka1 aAAa un aceaA oxnuata
— Emong, £xel o yevikn IKavoTtnTa client/server

To SSH2 diopBwvel evav apiOuo o@aAuaTtwy
AOo@AAEIaC

[Tapouaoialetal ota RFCs 4250 swc¢ 4254
SSH clients & servers gival eupewc d1aBeaIyOl
Eivail o1l TTpeTTel yia remote login/ X tunnels



SSH Protocol Stack

SSH User SSH
Authentication Protocol Connection Protocol

Authenticates the client-side | Multiplexes the encrypted

user to the server. tunnel into several logical
channels.
SSH Transport Layer Protocol

Provides server authentication, confidentiality, and integrity.
It may optionally also provide compression.

TCP

Transmission control protocol provides reliable, connection-
oriented end-to-end delivery.

IP
Internet protocol provides datagram delivery across
multiple networks.




SSH Transport Layer Protocol

* H moTotroinon auBevTikoTnTAC TOU Server
TTpayJaToTrolElTal oTo transport layer, kai

Baoiletal oto {euyoc KAEIdIwV server/host

— H moToTtroinon auBevTIKOTNTAC TOU server aTtraitel ol clients
va YVWwPEICOUV EK TWV TTPOTEPWYV TA KAEIOIA TOU host

* AvTaAAayn TTAKETWV

— AtrokartaoTaon ouvdeonc TCP

— Kal oTn ouvexEla JTTopouv va avtaAAayouv dedoueva

« AvtaAAayn identification string, diatrpaypareuon aAyopiBuou,
avraAAayn KA&10I0uU, TEAOC avTaAAayng KAEIOI0U, AITNON UTTNPECIAC

— XpnolyoTrolgl ouykekpiuevo format TrakeTou



SSH User Authentication
Protocol

* [lioToTtTOIEI TN AUBEVTIKOTNTA TOU client
OTOV server

* YTTAPXOUV TPEIC TUTTOI UNVUNOTWV:
—SSH MSG USERAUTH REQUEST
—SSH MSG USERAUTH FAILURE
_SSH MSG USERAUTH SUCCESS

« XpNOIYOTTOIOUVTAI Ol aKOAoUBEeC ueBodOI
TMOTITTOINONG AQUBEVTIKOTNTAC
public-key, password, host-based




SSH Connection Protocol

* Tpexel oto SSH Transport Layer Protocol

* [lpoutroBeTel Ao@AAN ouvdEDN TTIOTOTTOINONCG
QUOEVTIKOTNTAC

o XpnalyoTtroleitTal yia TTOAAATTAA AoyIKa KavaAld
— O gmKoIVWVIEC SSH XPNOIYOTTOIOUV CEXWPIOTA KAVAAIQ
— H kaBg TAgupa uTTOPEI VA TA AVOIEEI JE EVA HOVADIKO
aplOuo id

— YTTapxel EAEYXOC pong
— YT1rapyouv Tpia otadia:
* Avolyua £vog KavaAiou, NETa@opa OEQONEVWY, KAEIOIUO KAVAAIOU

— TeooepIg TUTTOL:
« session, x11, forwarded-tcpip, direct-tcpip.



Client
Server

<d

Establish Authenticated Transport Layer Connection

S5H_MSG_CHANNEL_OPEN

I I channel | SSH_MSG_CHANNEL_OPEN_CONFIRMATION
| |
< O n n e Ctl O n SSH_MSG_CHANNEL_DATA .

S55H_MSG_CHANNEL_DATA

Protocol ) .

Data { ®

Exchange == :

S55H_MSG_CHANNEL_DATA

S55H_MSG_CHANNEL_DATA

Close a S5H_MSG CHAMNEL CLOSE
channel




[TpowBnon Gupac
(Port Forwarding)

» Metatpetrel Tn un ac@aAn cuvdeon TCP o¢
uia aoc@aAn cuvdeon SSH

— To SSH Transport Layer Protocol amroka@iota
uia ouvdeon TCP petacu tou SSH client kai Tou
server

— To traffic Tou client avakaTteuBuveTtal 0TO TOTTIKO
SSH, Tacideuel peow tunnel, Kal TEAIKQ TO
uapuvo SSH mmapadideTal oTov server

» Y1mroaTtnpi{ovtal duo £10n TTpowdnaong Bupac
— Totmikn TrpowBOnon (local forwarding)
— Makpuvn TTpowOnaon (remote forwarding)



Tomkn NpowBnon (local forwarding)

AvakaTteuBuvel ouykekpipevo application layer traffic arro pia
un acg@aAn ouvdeon TCP og eva ac@aAec SSH tunnel.

Mapadeiyua

Eotw ot exoupe evav e-mail client oto PC pag kal Tov XpnOIMOTTOIOUME YIA VA
dlaBalouue Ta mail yag yeow POP3 oto port 110. MTTOpOUNE VA KATAOTNOOUUE
ao@aAec auto 1o traffic ye Tov £€nc TpOTTO:

O SSH client amrokaBiota pia ocuvdeon e Tov remote server.

EmiAeyel eva un xpnoipotroloupevo port (1.x. 9999) kan puBuidel To SSH va dexetal
traffic atro auto 1o port Tou TpoopileTal yia 1o port 110 TOU Sserver.

O SSH client Aggl atov SSH server va dnuioupynoe€l yia cuvoeon UE TOV TTPOOPICHO
(oTnv TrepITTTWON pag, To port 110 Tou mail server).

O client TTaipvel ooa bit oteAvovtal aTo port 9999 kai Ta oTEAVEI OTOV server yeoa
oTNV KpuTtrtoypa@nuevn cuvodo SSH. O server atroKpuTITOYPAPE! TA EICEPXOUEVA
bits ka1 ateAvel 1o plaintext oto port 110.

21NV aAAn kareuBuvan, o SSH server Traipvel kade bit TTou AauBaveral oTto port
110, ka1 To oTeAvel yeoa oto SSH session Tmow oTov client, o oTToI10¢ TA

ATTOKPUTTTOYPA@EI KAl TA OTEAVEI TNV JIEPYACIA TTOU £IVAI CUVOENEVN OTO port
9999.



Makpuvn lNpowBnon (remote forwarding)

O SSH client Tou xpnoTn evepyel yia Aoyapiaouo TOU Sserver.
O client AapBavel 1o traffic ye eva ouykekpipevo apiOuo port
TTPOOPICHOU, TOTTOOETEI TO traffic 0TO CWOTO port Kal TO OTEAVEI
OTOV TTPOOPICUO TTOU ETTIAEYEI O XPNOTNC.

MNapadsiyua

EoTtw o1l BEAOUNE ATTO TO OTTITI HAC VA TTPOCTTEAQOOUUE Evav server atn QOUAEIQ, O
OTT0I0¢C £TTEION BplokeTal TTIow atro firewall dev Ba arrodexTel airnua SSH atro Tov
UTTOAQYIOTN TOU OTTITIOU Pag. QOTO0O, ATTO T OOUAEIQ UTTOPEI VA EYKATAOTAOEI EVa
SSH tunnel pye xpnon remote forwarding, w¢ £€nc¢:

AT1TO TOV UTTOAOYIOTN TNG dOUALIAC, eykaBioTaTtal pia cuvdeon SSH ue tov
UTTOAOYIOTN TOU OTTITIOU. To firewall Ba To €MITPEWEL, APOU TTPOKEITAI YIA MIC
TIPOOTATEUMEVN ECEPXOMEVN OUVOEDN,.

2. Mpetrel va puBuioTel 0 SSH server, €701 WAOTE va AKOUEI O€ VA TOTTIKO port (TT.X. OTO
22) kal va Aappavel dedoueva TToU KATEUBUVOVTAI OTO HAKPEUVO port (E0Tw 2222).

3. Twpea, UTTOPOUUE Va TTANE OTO OTTITI HAC Kal va puBuioouue To SSH va dexeTal
traffic 010 port 2222.

4. Twpa, JTTOPOUUE Va EyKATaoTNoouuE eva SSH tunnel TTou utropéer va

xpnaoiuoTroinBel yia remote logon oTtov server Tng OOUAEIQC.



2.uvoyn

« EceTaoaue:
— Tnv avaykn yia acg@aAsia ato web

— Ta TpwToKOAAQ ac@aAglag Tou transport layer
SSL/TLS

—To HTTPS
—To SSH



