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Question 14.1

+ Q: List ways in which secret keys can be
distributed to two communicating parties.

* A: For two parties A and B, key distribution can be
achieved in a number of ways, as follows:
— A can select a key and physically deliver it to B.

— A third party can select the key and physically deliver it
to A and B.

— If A and B have previously and recently used a key, one
party can transmit the new key to the other, encrypted
using the old key.

— If A and B each has an encrypted connection to a third

party C, C can deliver a key on the encrypted links to A
and B.
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Question 14.4

* Q: Whatis a KDC?

* A: A key distribution center is a system that is
authorized to transmit temporary session keys to
principals. Each session key is transmitted in
encrypted form, using a master key (long-lasting
key) that the key distribution center shares with
the target principal.
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Problem 14.1

* One local area network vendor provides a key
distribution facility

— Describe the scheme.
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* A sends a connection request to B, with an event marker
or nonce (Na) encrypted with the key that A shares with
the KDC. If B is prepared to accept the connection, it
sends a request to the KDC for a session key, including
A's encrypted nonce plus a nonce generated by B (Nb)
and encrypted with the key that B shares with the KDC.
The KDC returns two encrypted blocks to B. One block is
intended for B and includes the session key, A's identifier,
and B's nonce. A similar block is prepared for A and
passed from the KDC to B and then to A. A and B have
now securely obtained the session key and, because of
the nonces, are assured that the other is authentic.
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Problem 14.1 > d

— Compare this scheme to that of Figure 14.3. What are
the pros and cons?
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Problem 14.1 [

* The proposed scheme appears to provide the
same degree of security as that of Figure 14.3.
One advantage of the proposed scheme is that
the, in the event that B rejects a connection, the
overhead of an interaction with the KDC is

avoided.
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Question 19.4 (IPsec)

* Q: What is the difference between transport mode
(kaTtaotaon petagopac) and tunnel mode
(kaTaoTaon onpayyac)?

* A: Transport mode provides protection primarily
for upper-layer protocols. That is, transport mode
protection extends to the payload of an |IP packet.
Tunnel mode provides protection to the entire IP
packet.
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(a) Transport mode

TCP
hdr Data
orig I TCP
hdr hdr Tutn
orig IF |ESH| TCP Data ESP|ESE
hdr hdr hdr trlr fauth

encrypted fields

Data
TCP
hdr Data
orig [P TCP
hdr hdr Data
Esef origie | TCP ESP |ESP
hdrfl hdr hdr Hatn trir |nuth
encrypted fields
new 1P NESP| origiP | TCP . |ese|Esp
hdr| hdr hdr trir fauth

hdr

{b) Tunnel mode




93

Question 19.5

* Q: What is a replay attack (emiBeon
eTavaAnyng)?

* A: Areplay attack is one in which an attacker
obtains a copy of an authenticated packet and
later transmits it to the intended destination. The
receipt of duplicate, authenticated |IP packets may
disrupt service in some way or may have some
other undesired consequence.
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Anti-replay service L]

- Ta va avTigeTwmoTel N ETTIOEON €TTAVAANWNG TTpETTEl
va XpnoliJoTtrolouvtal akoAouBiakol apiuol (sequence
numbers)

« Ortav eykaBioTatal pgia vea 2uoxetion Ao@alAeiag (SA), o
QTTOOTOAEQC APXIKOTTOIEI TOV aKoAouBiako apiBuo oe 0.
— Aucavetal kata 1 yia KaBe TTAKETO
— Aev TTPETTEI VO UTTEPPBAIVEI TO OPIO 232 — 1

— Av @TOOEI TO OPIO AUTO, TOTE TEPUATICETAI N OUYKEKPIYEVN SA
Kal dlaTTpayuarteueTal n dnuioupyla veag SA HE VEO KAEIDL.
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Anti-replay service [
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Av N gival 0 HeyaAUTEPOC aKOAOUBIOKOG apIBUOG TTOU EXEI

AN@Oel pexpl otiyung kar W to peyebocg Tou Tapabupou, TOTE
10 0€€l akpo Tou TTapaBupou TotroBeTeITal 0TO N KAl O

aTTOOEKTNG DEXETAI UOVO TTAKETA E AKOAOUBIOKO aplBuo peoa
oTo TrapaBupo [N —W+1, N]
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Figure 19.6 Anti-Replay Mechanism
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Security Associations (SA)

« 2uoxeTion Ao@aAegiac (SA) gival hia povodpoun
OXEON METACU ATTOOTOAEQ KAl TTAPAANTITN TTOU
TTAPEXEI UTTNPECIEC AOPAAEIOC OTNV KUKAOpOpPIa
TTOU OIECAYETAI TTAVW OE AUTH.

 To yeoo pe 10 OTT0I0 N KUKAO@OpIa IP o€ Eva
KOMPO OUOXETICETAI JE MIO OUYKEKPIUEVN SA €Ival
n Baon dedopevwyv TTOANITIKNG aoPaAelac (Security
Policy Database, SPD)
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Security Policy Database (SPD) X
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« 2UoXeTiCel TNV Kivnon IP pe ouykekpiuevec SAs

— Taiplalel eva uttoouvoAo TG kivnong IP pe v SA TTou
QUTO QVTIOTOIXEL.

— Kabe kataxwpnon otn Baon SPD tmrpoodiopileTal atro
EVA OUVOAO TINWV TTESIWV TOU IP Kal TTPWTOKOAAWV
UWPNAOTEPOU ETTITTEOOU TTOU OVOUAlOoVTal ETTIAOYEIC
(selectors).

— O1 emIAOYEIC XPNOIJOTTOIOUVTAI VIO TO QIATPAPIONA TNG
ECEPXOMEVNC KIVNONG, ME OKOTTO TNV KETEULBUVON TNG O€
OuUVKeKkpiuevn SA.

— Selectors: Aisubuvon IP Trnyng kai Tpoopiopou, BupeC TINYNG
Kal TTpoopiopou, INpwTtokoAAo Tou Transport Layer.
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Problem 19.1
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* Q: Explain each row of the Security Policy
Database shown below.

Protocol |

selectors Local II" | Port Remote 1P Port Action Comment
UDP 1.2.3.101 | 500 B SO0 BYPASS IKE
ICMP 1.23.101 | * = = BYPASS Error messages
. 1.23.101 | * 1.230/24 = PROTECT: ESF | Encrypt intranet
intransport-mode | tratfic
TCH 1.2.3.101 | = 1.24.10 gl PROTECT: ESF | Encrypt to server
intransport-mode
TCP 1.23.101 | * 1.24.10 243 BYPASS TLS: avoid
double
ENCryption
. 1.23.101 | * 1.2.40/24 ~ DISCARD Others in DMZ
- 1.23.101 | * - - BYPASS Internet
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Problem 19.1 D a

row 1: Traffic between this host and any other host, both using port
500, and using UDP, bypasses IPsec. This is used for IKE traffic.

row 2: ICMP message to or from any remote address are error
messages, and bypass IPsec.

row 3: Traffic between 1.2.3.101 and 1.2.3.0/24 is intranet traffic and
must be protected by ESP, with the exception of traffic defined in
earlier rows.

row 4: TCP traffic between this host (1.2.3.101) and the server
(1.2.4.10) on server port 80 is ESP protected.

row 5: TCP traffic between this host (1.2.3.101) and the server
(1.2.4.10) on server port 80 is protected by TLS and so can bypass
IPsec.

row 6: Any other traffic between 1.2.3.101 and 1.2.3.0/24 is prohibited
and is discarded.

row 7: Any other traffic between 1.2.3.101 goes to the Internet and
bypasses IPsec.
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