Broadcast of Consistent Data to Read-Only

Transactions fromMobile Clients 1

Kam-Yiu Lam, Mei-Wai Au and Edward Chan

Department of Computer Science

CityUniversityof Hong Kong

83 Tat Chee Avenue, Kowloon email: { cskylam|csedchan}@cityu.edu.hk

1 T his work was supported in part byCityUniversityStrategic Grant #7000584.

Abstract

In this paper, we study the inconsistency problem in data broadcast. While data items in a mobile computing system are being broadcast, update transactions may install new values for the data items. If the executions of update transactions and the broadcast of data items are interleaved without any control, it is possible that the mobile transactions, which generated by mobile clients, may observe inconsistent data values. In this paper, we propose a new algorithm, called Update-First with

Order (UFO), for concurrency control among the mobile transactions and update transactions. The mobile transactions are assumed to be read-only. In the UFO algorithm, all the schedules among them are serializable. Two important properties of the UFO algorithm are that (1) the mobile transactions do not need to set any lock before they read the data items from the ^air~; and (2) its impact on the adopted broadcast algorithm, which has been shown to be an efficient method for data dissemination in mobile computing systems, is minimal.

1 Introduction

Recent advances in wireless communication technologyhave greatlyincreased the functionalityof mobile information services and have made many mobile computing applications a reality. A number of novel mobile information services, such as mobile shopping aids in a large shopping mall and financial information distribution to users via mobile phones and palmtop computers, have alreadybeen implemented. Different innovative applications, such as real-time traffic

information and navigation systems, and real-time stock information systems, will no doubt continue to emerge as data-hungryusers require instant access to information using their palmtops and notebook computers no matter where theyare located.

Due to the intrinsic constraints of mobile computing systems, such as limited bandwidth, limited electric power supplyand unreliable communication, the design of an efficient and cost effective mobile computing systemrequires to solve manynewproblems, which need not to be considered in a distributed systemsupported with wired network [AFZ97, FZ98, IB94, PB93, PB98].

One of the most important issues is efficient data dissemination to transactions from mobile clients [IB94,

PS98]. T he problemis complicated bythe limitation of bandwidth and lowtransmission qualityof the mobile network.

In recent years, different data dissemination methods have been proposed to meet the different data requirements of the mobile clients [AFZ97, HV97,

LS95, LS97, SNSR98, XSGFR97]. Basically, there are two approaches to disseminate data items fromthe information server to the transactions fromthe mobile clients. T heyare on-demand and data broadcast . In the on-demand approach, the data items required bya transaction will be sent fromthe information server on request. T his approach is simple but does not scale well with the number of mobile clients. T he waiting time for a data itemwill be verylong if there are a large number of transactions waiting for different data items [AFZ97,

XSGFR97].

In the broadcast approach, the information server periodicallyand continuouslybroadcasts data items one byone to the mobile clients. If there is a transaction waiting for a data item, it will get the data itemfromthe

^air~ while it is being broadcast [AFZ97]. T hus, the cost for data dissemination is independent of client number since a data broadcast can satisfymultiple requests for the same data item, resulting in a much more efficient wayof using the bandwidth. It is therefore quite suitable for disseminating substantial amount of information and data to a large number of mobile clients where bandwidth efficiencyis a major concern.

An important consideration in data dissemination to transactions from mobile clients is to provide consistent data values to them. In data broadcast, the transactions do not need to informthe database server or set any locks at the database server before theyaccess the data items. T heycan get the data items fromthe ^air~ while the data items are being broadcast. However, if the update of the database is done concurrently, the transactions mayobserve inconsistent data values.

Allowing updates to be interleaved with data broadcast is important in maintaining the ^freshness ^of the data items. However, this will have the problemof concurrencycontrol. Unfortunately, the concurrency control protocols such as two phase locking, optimistic method or timestamp ordering are not suitable for this kind of systems as theyrequire a lot of overhead in setting locks and detecting data conflicts [BHG87]. In this paper, we studythe inconsistencyproblemin broadcasting of data items to transactions from mobile clients. A newalgorithm, called Update-First with Order

(UFO ), is proposed. In the protocol, we assume that all update are at the database server. We also assume that all the transactions from mobile clients are read-onlyas most of the mobile computing systems onlyallowthe generation of read-onlytransactions from mobile clients for retrieving different types of information such as stock data, traffic information and news updates. Since for a lot of common broadcasting systemsuch as the weather and traffic information systems number of update transactions are much less than the number of read-only transactions. We assume the number of data conflicts between update transaction and the read-onlymobile transaction is low.

T he organization of the remaining parts of the paper is as follows. Section 2 reviews the related work on concurrencycontrol in data broadcast. Section 3 defines our transaction models for mobile computing systems with data broadcast. Section 4 discusses the data inconsistencyproblems using examples. Section 5 introduces our newalgorithm, Update-First with Order

(UFO) and discusses its properties, correctness and implementation. Finally, the Conclusions and Future

Work of the paper are in Section 6.

2 Related Work

Although the research in mobile computing systems has received a lot of attention in recent years, the important issue of concurrencycontrol in data broadcast has been greatlyignored. T raditional concurrency control protocols are not suitable to mobile computing systems due to their heavyoverhead. For example, the two phase locking usuallyrequires a transaction to set lock on a data itembefore it is allowed to access the data item[BHG87]. T he overhead for locking and lock conflict detection will be veryhigh in a mobile environment. However, in data broadcast, a transaction froma mobile client mayaccess a data itemat anytime without informing the database server while the data item is being broadcast. T his is the basic rationale behind using data broadcast and setting locks is clearly impractical.

Due to the poor qualityof service of mobile network, it is not easyto ensure data consistencyand to detect data conflict. One common solution is to relax the consistencyrequirement. In [PB95], a two-level consistencymodel is proposed. Semanticallyrelated data are grouped together into a cluster. T he data inside a cluster are mutuallyconsistent. However, certain degrees of inconsistencyare allowed among data at different clusters.

T o our knowledge, until now, the onlystudyon concurrencycontrol for data broadcast is [SNSR98] in which a control matrix is used for concurrencychecking.

For a database of n data items, a matrix of size n

u n is

used. For each broadcast cycle, the control matrix is

broadcast in addition with the data items. A mobile client

is required to performa consistencychecking using the

matrix before reading anydata itemfromthe broadcast

schedule. T he checking is to ensure that no transaction in

the live set of anycurrent transaction writes onto any

data itemin its read set, otherwise the mobile client has

to abort and restart its transaction. Clients can issue

update transaction in addition to read transaction. T he

write operations are performed on a local copyof data

items at the client. At the end of a transaction, the whole

transaction including all of the read and write operations

and the cycle numbers in which theyare performed will

be sent to the server for commitment. T herefore, the

update model is conceptuallythe same as one which

centralizes all updates at the server.

T he major drawback of this approach is the large

overhead needed to maintain the matrix for concurrency

control and conflict checking. T he matrix will use up a

substantial percentage of broadcast bandwidth especially

when the size of data itemis small or the size of the

database is large. T herefore using such a large matrix is

impractical in manyreal-life applications. Maintaining

the control matrix also involves complicated processing

at the server. Another undesirable characteristic in

[SNSR98] is the clients and server mayobserve different

serialization order on update transactions. T he impact on

the mobile clients caused bythis feature depends on

nature of the applications. However, it would be more

desirable if theycan observe the same global update

serialization order.

In reviewof the lack of an efficient data consisten cy

control in a broadcast environment, we are going to

introduce the Update-First with Order (UFO) algorithm

in Section 6. T he UFO algorithmcan maintain the

serializabilityof update transactions at the database

server and the read-onlymobile transactions. T he

algorithmhas minimal overhead and can be applied in

different broadcast models. T he UFO algorithmalso

aims at reducing the number of abort at mobile clients.

3 Transaction Models

A mobile computing systemconsists of an

information server and a number of mobile clients

connected to the server through a mobile network such

as a cellular radio system. T he mobile clients represent

users equipped with mobile units which communicate on

lowbandwidth wireless channels with the information

server.

In the information server, a server database is

maintained to keep track of the information of the

external environment. Some of the data items are highly

dynamic such as stock prices, news updates, as well as

traffic and weather conditions. T o maintain the validity

of data items, update transactions have to be installed

into the database whenever the status of objects in the

external environment has changed. T heycapture the

most current status of the objects and refresh the values

of the corresponding data items in the database.

Otherwise, the values of the data items will be stale and

theymaybecome useless. It is assumed that the update

transactions are short and consist of sequence of read

and write operations. It is further assumed that a well-

formed concurrencycontrol protocol, such as two phase locking and optimistic method [BHG87], is used for

concurrencycontrol among the update transactions.

Under the data broadcast approach, the information

server broadcasts data items fromthe database one by

one continuouslyuntil the end of a broadcast cycle. T he

length of a broadcast cycle maybe fixed or variable.

T hen, it starts another broadcast cycle immediately.

Different data items mayrequire different time to

broadcast. T he selection of data items to broadcast is

performed bya broadcast algorithm. In the last few

years, different broadcast algorithms have been

suggested to select the data items for broadcast such as

based on the deadlines of the transactions and the access

frequencies of the data items [LS97, XSGFR97]. It is

assumed that the broadcast process is modeled as a

transaction, called broadcast transaction (BT ). It is a

long read-onlytransaction. T he execution of the BT and

the update transactions are interleaved.

T he mobile clients issue transactions, called mobile

transactions (MT ), to request data items at the

information server. It is assumed that each mobile

transaction is a collection of simple data requests (read

operations). T heyare read-onlytransactions. It is further

assumed that the data requests can be performed in any

order. Usually, theyare short transactions with one to

several data requests.

Assumptions of the transaction model are

summaries as follows:

(1) All update transactions are at the database

server.

(2) All mobile transactions are read-onlyand their

read-sets are unordered i.e. data items required

bya mobile transaction can be received in any

order.

(3) T he conflicts between update transactions and

mobile transactions are low which is the case in

a lot of common broadcast systems such as

weather and traffic information systems.

(4) Mobile transaction has a drop period. Mobile

transaction has to abort and restart if it cannot

get all required data frombroadcast program

within the drop period.

4 Data Inconsistency in Data Broad cast

Since broadcast of data items is performed

concurrentlywith the execution of update transactions, it

is possible that the mobile transactions mayread

inconsistent data values due to uncontrolled interleaving of execution of update transactions and broadcast

process (broadcast transactions).

In this paper, we adopt serializabilityas the

correctness criterion for transaction execution [BHG87].

If the serialization graph is acyclic, then the schedule is

serializable. In the following three examples, we will

illustrate the problemthat if data broadcast is used, the

final schedule among the update transactions and mobile

transactions maybe non- serializable.

Example 1 : T wo data conflicts between an update

transaction and a mobile transaction

Suppose the update transaction, U , will update data

itemd

5 and then data itemd

2

, and a mobile transaction,

MT , wants to read d

2 and d

5

. If the schedule is:

i) Broadcast transaction (BT ) broadcasts d

2

ii) MT reads d

2

iii) U updates d

5

iv) U updates d

2

v) Broadcast transaction (BT ) broadcasts d

5

vi) MT reads d

5

T he mobile transaction MT mayobserve

inconsistent data values. T he serialization graph is cyclic

such as MT

o U o MT . T hus, it is non- serializable. T he reason is that MT reads a data item, d

2

, which is in conflict with U before the update fromU. However, it reads another conflicting data item, d

5

, after the update fromU.

Example 2 : A mobile transaction conflicts with two

(or more) update transactions

Even though the serialization order between an update transaction and a mobile transaction is not cyclic, the final serialization graph can still be cyclic due to transitive dependencies. Suppose there are two updates

U

1

and U

2

such that U

1

will update d

2

and d

1

, and U

2

will update d

1

and d

5

. If the schedule is:

i) Broadcast transaction (BT ) broadcasts d

2 ii) MT reads d

2 iii) U

1

updates d

2 iv) U

1

updates d

1 v) U

2

updates d

1 vi) U

2

updates d

5 vii) Broadcast transaction (BT ) broadcasts d

5 viii) MT reads d

5

T he serialization graph is cyclic such as U

2

o MT o U

1

o U

2

.

Example 3 : Non- serializabilityinvolving two or more broadcast transactions.

A mobile transaction maynot be able to find all its required data items in a single broadcast cycle. Nonserializabilitymayoccur over more than one broadcast transaction. For example if the schedule is:

i) BT

1

broadcasts d

2 ii) MT reads d

2 iii) End of BT

1 iv) U updates d

5 v) U updates d

2 vi) BT

2

broadcasts d

5 vii) MT reads d

5

T he serialization graph is cyclic such as MT o U o

MT .

Note that in the determination of serializabilityof the serialization graph, we ignore the broadcast transactions as theyare considered as ^intermediate transactions~. T heydo not have anyreal effect on the database consistency. T heir onlyfunction is to provide data items for the mobile transactions to read. (T he reason of treating it as a transaction is to facilitate the analysis. Since the mobile transactions read data items frombroadcast transactions, their serialization orders are always BT o MT .)

T he data inconsistencyproblems in the first two examples can be resolved byusing a serial execution of the broadcast and update transactions. T hat is theyare executed one after one and no concurrent of execution.

For example each transaction, both broadcast and update, will be defined with a unique time-stamp based on their arrival time. T heir execution order is then following their time-stamps. In this way, the final schedule will be serial. However, this serial approach has two main problems. Firstly, the concurrencycontrol of systemwill be greatlyaffected. Note that the waiting time of the update transactions can be verylong as the broadcast transactions are long transactions and this may affect the validityof the data items. Secondly, even if the serial approach is used, the problemin the third example is still unresolved.

5 Update-first with Order (UFO)

Algorithm

T he biggest problemin implementing concurrency control in data broadcast is that the mobile transactions mayread a broadcast data items at anytime while it is being broadcast and the server in general does not notice this. T hus, instead of detecting data conflicts among mobile transactions and the update transactions, the UFO algorithmchecks data conflicts among the broadcast transactions and update transactions.

T he basic principle of the UFO algorithmis to ensure that if data conflicts occur between a broadcast transaction and an update transaction, the serialization order between themwill be U o BT . (BT o U will only be allowed if it is impossible for a mobile transaction, which reads fromBT , will dependent on U directlyor transitively 2 , e.g., all the existing conflicts between the broadcast transaction and the update transaction are BT o U, and the mobile transaction has been completed before the start of the update transaction.) Since mobile transactions read data items frombroadcast transactions, their serialization orders are always BT o MT . T hus, serialization order between the update transactions and the mobile transaction will be U o MT and the final serialization graph among the mobile transactions and update transactions will be serializable. (T he correctness of the UFO algorithmwill be discussed in details in section 5.4.)

5.1 Exe cution of Update Transactions

In the UFO algorithm , it is assumed that a wellformed concurrencycontrol protocol such as two phase locking [BHG87] is adopted for resolving data conflicts between the update transactions. T he execution of an update transaction is divided into two phases: the execution phase and update phase. Permanent database update is done during the update phase. T he purpose of maintaining a short duration for update is to reduce the blocking time on the broadcast transactions bythe update transactions. During the update phase, the broadcast of the data items will be stopped.

During the execution phase, an update transaction will be executed and data conflicts with other update transactions will be resolved according to the adopted concurrencycontrol protocol. T he updates of the data items are written in a private workspace of the transaction during the execution phase. When all operations of a transaction have been executed, it enters the update phase in which permanent updates to the database will be performed bycopying the newvalues fromthe private workspace into the database.

2 The case will be explained in detail in section 5.3.

5.2 Details of the UFO Algorithm

Before an update transaction starts its update phase, the systemdetects data conflict between the update transaction and the broadcast transactions in the current and previous broadcast cycles. At the start time of the update phase, the set of data items to be updated bythe update transaction will be known as all its operations have been completed. At the same time, the set of the data items to be read (broadcast) bya broadcast transaction is also known as it is resulted froma broadcast algorithm[LS97]. T heir sets of data items will be compared. If theyare overlapped, there is a data conflict. T he conflict resolution methods used to resolve the data conflict are dependent on when the update phase starts with respect to the broadcast of the conflicting data items. If it is before the broadcast, no action needs to be done as the serialization order will be U o BT . T he only problematic case is that the broadcast of the conflicting data items is before the arrival of the update transaction.

In the UFO algorithm, this will be resolved byrebroadcast, as we will discuss in section 5.2.2.

5.2.1 Broadcast Transactions

A pr oblemwe need to resolve in detecting data conflict is that a mobile transaction mayspan more than one broadcast cycle (broadcast transaction), e.g., it reads from more than one broadcast cycle as in the case of example 3 in section 4. T hus, checking data conflict with the current broadcast transaction is not sufficient. T he most straight forward wayto solve the problemis to include broadcast transactions in the previous cycles for data conflict checking. However, howmanycycles be checked? If too manycycles need to be checked, the overhead might be too heavyand maynot be practical. It turns out the drop period, which is defined as the deadline of a mobile transaction minus its arrival time, can be used to estimate howmanycycles to check:

Number of previous cycles to be checked, n c

= DP max

/ time for one broadcast cycle where DP max

is the maximumdrop period of all mobile transactions fromthe mobile clients.

Due to the lowbandwidth, the time required to complete one broadcast cycle is quite long. For example, if it takes 0.05 second to broadcast one data item, then

10 seconds is required to broadcast 200 data items. If we set the drop period to be 30 seconds, then we just need to check three more cycles.

5.2.2 The UFO Algorithm

In this section, we will state the UFO algorithm formally. First we define the following quantities.

BT =

�

c n j

j i

BT

0 for anycurrent broadcast cycle i

O

BT

= set of data items of broadcast transaction, BT

O

U

= set of data items of update transaction ,U

B

A

= {x

� O

BT

� O

U

|x is alreadybroadcast when U arrives}

Before the permanent update starts, the following algorithmis performed:

If O

BT

� O

U

= {}

T hen BT and U have no dependency

Else

If B

A

= {}

T hen the serialization order is U

o BT

Else

For each data item i � B

A

re-broadcast data item i

Next

the serialization order is U o BT

End If

End If

We will nowgive some examples on the UFO

algorithmand then discuss the properties as well as the

correctness of the algorithm.

5.3 Examples

Referring to the examples in section 4, the

serialization graphs will be acyclic under the UFO

algorithm.

Example 1 :

i) Broadcast transaction (BT ) broadcasts d

2

ii) MT reads d

2

iii) Compare the data sets of U and BT

iv) U updates d

5

v) U updates d

2

vi) BT re-broadcast d

2

vii) MT reads the most updated value of d

2

viii) BT continue it process and broadcasts d

5

ix) MT reads d

5

T he serialization graph is acyclic such as U o MT .

Example 2 :

i) BT broadcasts d

2

ii) MT reads d

2

iii) Compare the data sets of U

1 and BT

iv) U

1 updates d

2

v) U

1 updates d

1

vi) BT re-broadcasts d

2

vii) MT reads d

2 again

viii) Compare the data sets of U

2 and BT

ix) U

2 updates d

1

x) U

2 updates d

5

xi) BT continues its process and broadcasts d

5

xii) MT reads d

5

T he serialization graph is acyclic such as U

1 o U

2

o MT

Example 3 :

i) BT

1 broadcasts d

2

ii) MT reads d

2

iii) End of BT

1

iv) Start of BT

2

v) Compare the data sets of U and BT

1 and BT

2

vi) U updates d

5

vii) U updates d

2

viii) BT

2 re-broadcasts d

2

ix) MT reads d

2 again

x) BT

2 broadcast d

5

viii) MT reads d

5

T he serialization graph is acyclic such as U o MT .

5.4 Properties, Correctness and

Implementation of the UFO algorithm

5.4.1 Properties

T wo important properties of the UFO algorithmare:

(1) its impact on the adopted broadcast algorithmis

minimal; and (2) it can ensure that all the schedules

among the mobile transactions frommobile clients and

update transactions are serializable.

T he implementation of the UFO algorithmis simple

and does not require anychanges in the mobile clients.

T he mobile transactions can read a data itemwhenever it

is being broadcast without asking the server for

permission. All the checking will be done at the server.

T he overhead for the data conflict detection at the server should be low. We note that the onlyoverheads of the

algorithmare:

(1) the division of the execution of update

transactions into two phases;

(2) the checking of the data sets of the broadcast

transactions and the update transaction

whenever an update transaction wants to start

its update phase.;

(3) the broadcast process has to be stopped while

an update transaction is in the update phase;

and

(4) the re-broadcast of the conflicting data items in

case the broadcast of the conflicting data items

occurs before the update phase of the update

transaction starts.

Dividing the execution of update transactions into

two phases is trivial and should not incur heavy

overhead. (T his is similar to the deferred update

approach [BHG87].) T he overhead for checking

conflicting data sets should be lowas the number of data

items to be updated byan update transaction is usually

small. T o speed up the checking process, the data items

to be updated maybe sorted according to their IDs. T he

waiting time of the broadcast transaction for the update

transaction will not be too long as the length of the

update transactions should be veryshort (remember that

their execution is divided into two phases). T he number

of re-broadcast should also be verysmall since the

probabilityof data conflict is low. Even if there is a data

conflict, re-broadcast is onlyrequired for the case where

the conflicting data items are broadcast before the update

phase of the update transaction causing the data conflict.

Other than data re-broadcast, the UFO algorithm

does not affect the basic mechanismof the underlying

broadcast algorithm. Furthermore, an advantage of the

re-broadcast is that everytime a data itemis being

broadcast, it will be the most updated version.

5.4.2 Correctness

We have seen howthe UFO algorithmhas low

overhead and minimal impact on the broadcast

mechanism. Now, we will prove that using the UFO

algorithm, the serialization graph among the mobile

transactions and the update transaction is always acyclic.

In the proof, we will concentrate on the serializability

between the update transactions and the broadcast

transactions. If their serialization order is U o BT , the

serialization among the mobile transactions and the

update transactions will be U o MT since mobile

transactions read data items fromBT .

In the proof below, all cases regarding the data

conflict between BT and U will be considered. T hese

cases corresponding to different sections of the algorithm

defined in section 5.2.2. In each case, the serialization

graph (SG) will be considered. SG = (N, E) where N is

the set of nodes representing the set of transactions.

Since the onlytransactions for all cases is BT and U,

therefore N = {BT , U}. E is the set of ordered pairs ( T

i

,

T

j

) representing that there is at least one pair of conflict

operations between T

i and T

j and the operation in T

i

precedes the one in T

j

. In our presentation, T

i o T

j will

be used to represent the order pairs ( T

i

, T

j

).

Cases that mayoccur are summarized in the

following diagram:

O v e r l a p b e t w e e n

O

B T a n d O

U

?

A n y u p d a t e d a t a

i t e m a l r e a d y

b r o a d c a s t ?

C a s e 1 N o

Y e s

C a s e 2

C a s e 3

N o

Y e s

Case 1

T his case corresponds to the `if-then´ part of the

first level if-then-else loop in 5.2.2.

In this case there is no overlap between the sets of

data items of BT and U. i.e. O

BT

� O

U

= {}. T herefore

there is no conflict operations between BT and U, and E

= {}. As a result SG is an unconnected graph, with two

nodes BT and U, and hence is acyclic.

Case 2

T his case corresponds to the `if-then´ part of the

second level if-then-else loop in 5.2.2.

In this case there is an overlap between the sets of

data items of BT and U, i.e. O

BT

� O

U

z {}. However

� x � O

BT

� O

U

, x is not broadcast yet when the

update phase starts. T herefore w

U

(x) o r

BT

(x) and E =

{U o BT }. T he resultant SG is again acyclic.

Case 3

T his case corresponds to the `else´ part of the

second level if-then-else loop in 5.2.2.

In this case, there is an overlap between the sets of

data items of BT and U. i.e. O

BT

� O

U z {}. In

addition,