Packet Sniffing and Analysis %%%

« Currently data just travels around your network like a train.
With a packet sniffer, get the ability to capture the data
and look inside the packets to see what is actually moving
along the tracks.

« Capture, decode, and analyze network traffic:
— Why is the network slow
— What is the network traffic pattern
— How is the traffic being shared between nodes

* Known as traffic analysis, protocol analysis, sniffing,
packet analysis, eavesdropping®, etc.

*Listen secretly to what is said in private!



Packet Sniffer and Analyzer M%%

 Packet sniffer

— A program that monitors the data traveling through the network
passively

— Receives a copy of packets that are sent/received from/by
applications and protocols running on your machine

« Packet analyzer can decode and manipulate captured
packets
— Passive monitoring (detection) - Difficult to detect
— Active (attack)
 Available both free and commercially
« Mainly software-based (utilizing OS and NIC)

« Common packet analyzers
— Wireshark
— Ethereal
— Windump
— And much more....
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Who uses packet sniffers and analyzers?
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* System administrators
— Understand system problems and performance
— Intrusion detection

« Malicious individuals (intruders)
— Capture cleartext data (not encrypted/un kputrtoypagnuéva)

— Passively collect data on vulnerable protocols
FTP, POP3, IMAP, SMATP, rlogin, HTTP, etc.
Capture VoIP data

— Mapping the target network
— Traffic pattern discovery

— Actively break into the network (backdoor techniques)




What is Wireshark?

* Formerly called Ethereal

* An open source packet analyzer
— free with many features

» Decodes over 750 protocols
« Compatible with many other sniffers
* Plenty of online resources are available

« Supports command-line and GUI interfaces
— TSHARK (offers command line interface) has three components

Editcap
Mergecap Remember: You must have a
text2pcap good understanding of the

network before you use
Sniffers effectively!




Packet Sniffer and Analyzer Structure
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-ereshark Application for Analyzing Packets

:WlnPcap — open source library for packet capture

:Operating System — Windows & Unix/Linux

'Network Card Drivers — Ethernet/WiFi Card
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Figure 1: Packet sniffer structure

to/from network




Getting Wireshark

* Download the program from
— www.wireshark.org/download.html
* Requires to install capture drivers (monitor ports and
capture all traveling packets)
— Windows: winpcap (www.winpcap.orqg)
— Linux: libpcap

Get Acquainted ~ Get Help ~ Develop ~ Our Sponsor WinPcap

What's on your network? | Custem Search \
Download Wireshark Enhance Wireshark
The current stable release of Wireshark is 1.10.8. It supersedes all previous releases. You can also download the latest development Riverbed is Wireshark's primary spenser and provides our funding. They
release (1.12.0rc3) and documentation. also make great products.

Troubleshoot your Network

Stable Release (1.10.8)

Free 30 day trial —
Windows Installer (64-bit) + Save hours on network and application P
i i issue diagnoses
& Windows Installer (32-bit) + Maonitor physical and virtual

Windows U3 (32-bit)

Windows PortableApps (32-bit)

05 X 10.6 and later Intel 64-bit .dmg
05 X 10.5 and later Intel 32-bit .dmg

Source Code

Old Stable Release (1.8.15)

Development Release (1.12.0rc3)

environments
+ GUI packet capture and analysis
+ Fully integrated with Wireshark

Try Cascade Shark VE & Cascade Pilot Free for 30 Days

802.11 Packet Capture

+ WLAN packet capture and transmission

- Full 802.11 a/b/g/n support ”
+ View management, control and data

frames
+ Multi-channel aggregation (with multiple adapters)

Learn More



Running Wireshark

command
menus

display filter—"

specification

listing of
captured
packets

details of <
selected
packet
header

packet content
1n hexadecimal
and ASCII
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" (Untitled) - Wireshark _ o] x|
Fle Edt View Go Captwe Analyze Statistics Help '
B ae e o x e s Res o F 8| EEH AQAQD

-

[ Protoco | 1nfo

|
[ source | pestination E

1 0.000000
2 0.127987

192.168.1.46
128.121.50.122

128.121.50.122
192.168.1.46

TCP 1163 > http [SYN] Seq=0 Len=0 MSS=1460
TCP http > 1163 [SYN, ACK] Seq=0 Ack=1 win=57

7 TP/
[TCP segment of a

 ELOF (] T.456 ]
5 0.320641  128.121.50.122 TCP reassembled PDU]

|

Frame 4 (710 bytes on wire, 710 bytes captured)
Ethernet II, Src: Netgear_61:8e:6d (00:09:5b:61:8e:6d), Dst: westellT_9f:92:b9 (00:0f:db:9f:92:b9)
Internet Protocol, Src: 192.168.1.46 (192.168.1.46), Dst: 128.121.50.122 (128.121.50.122)
Transmission Control protocol, src Port: 1163 (1163), Dst Port: http (80), seq: 1, Ack: 1, Len: 656
- Hypertext Transfer Protocol
# GET /news/ HTTR/1.1\r\n
Host: www.wireshark.org\ri\n
user-agent: Mozil1a/5.0 (windows; U; windows NT 5.1; en-us; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.0.4"
Accept: text/xml,application/xml, application/xhtml+xml, text/html;g=0.9,text/plain; g=0.8, image/png, */*“; ¢
Accept-Language: en-us,en;g=0.5\r\n
Accept-encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;qg=0.7,%;g=0.7\r\n
Keep-Alive: 300\r\n
connection: keep-alive\r\n
rReferer: hrtp://www.wireshark.org/faq. htmI\r\n

+

®

®
&

Cookie: _utma=87653150.62471437.1181007382.1181007382.1181169142.2; __utmz=87653150.1181007382.1.1. utr
\ri\n

| | i

0000 00 of db SF 92 b%S 00 09 5b ol 8e 6d 08 00 45 00 ........ [a.m..E. E

0010 02 b8 Of 25 40 00 B0 06 74 51 cO a8 Q1 2e 80 79 .0 %0, TQeusss ¥

0020 32 7a 04 8b 00 50 ed bc 8e 1b 4e c6 f1 18 50 18 2Z...P.. ..N...P.

0030 ff ff 77 74 00 00 47 45 54 20 2f 6e 65 77 73 2f LoWELLGE T /news/

0040 20 48 54 54 50 2f 31 2e 31 0d Oa 48 6f 73 74 3a HTTP/1. 1..Host:

0050 20 77 77 77 2e 77 69 72 65 73 68 61 72 6b 2e 6&f www.wir eshark.o

0060 72 67 0d Oa 55 73 65 72 2d 41 67 65 6e 74 3a 20 rg..User -Agent:

0070 4d 6f 7a 69 6¢c 6¢c 61 2f 35 2e 30 20 28 57 69 6ée Mozilla/ 5.0 (win

0080 64 6f 77 73 3b 20 55 3b 20 57 69 6e 64 &f 77 73 dows; U; windows

0090 20 4e 54 20 35 2e 31 3b 20 65 6e 2d 55 53 3b 20 NT 5.1; en-uUs;

0030 72 76 3a 31 2e 38 2e 31 2e 34 29 20 47 &5 63 6h rv:l.8.1 .4) Geck

00b0  6f 2f 32 30 30 37 30 35 31 35 20 46 69 72 65 66  0/200705 15 Firef =

File: "C:\DOCUME~11PAULAW~11LOCALS~11Templetherxxxxa00324" 453 KB 00:00:... |P: 671 D: 671 M; 0 Drops: 0

Figure 2: Wireshark Graphical User Interface




Running Wireshark (cnt'd)

1 Riheireshar kN Etwork: AnalyZeT: ij_ﬂ |
File Edit \Miew Go = Ji= Analvze  Statistics  Help
B o o o ol nesnTL(EEQQAE EFBH -
| @ Options... ChrlHk | : ———
Filker: | @ Start | ¥ Expression... Clear Apply
B chop
%\ B ecrart
@ Capture Filters. .,

Reau:iy ko inaﬂ or capture . MNo Pa;:kﬂts




Running Wireshark (cnt'd

AR
D 4

B iresinnls Cilpinpa i fiess

a=g

Description 1P
d. Adapter For generic dialup and YPM capture

d Intel(R) 82566MC Gigabit Mebwork Connection {Microsoft's Packet Scheduler) 10.16.21.171

Packets Packets|s

Choose a network interface card

press Options

E. InteliR) Wireless WiFi Link 4965AGHN (Microsoft's Packet Scheduler) 192.168.0.105

d Whware Virbual Ethernet Adapter 192.168.139,1

@ YMware virtual Ethernet Adapter

192.168,108.1

lﬁt?\ Options | | Details I =
|

Sniffing parameters on the
selected network interface card

u WirEstaraap ey ppne

AER)

InteliR) Wireless WiFi Link 496545 (Microsoft's Packet Scheduler) : \Device\NPF_{ At E
IP address: 192.168,0,105

Capture

Interface:

Buffer size; |1 megabykels)

Capture packets in promiscuous mode
[] Limit each packet to beytes

C

pture Filker: | (]

(-]

Capture File(s) Display Options

File: oW

Update list of packets in real time
[] use multiple files

Automatic scrolling in live capture

Hide capture info dialog

Mame Resolution

St Enable MAC name resolution
... after [[] Enable network name resalution
[ ... after

] ... after Enable transport name resolution

Skart

==




| NUntited)EWirestian:

Hypertext Transfer Pru:utu:u:ol (http]l, 528 I:uytes

Transmission Control Protocol,

i =

pit-wpn (2885), Dst Port:

| Packets: 226 .Displa',-'ed: 226 Marked: 0 Dropped: 0

File Edit Mew Go Capture Analyze Statistics  Help
; B 4 — (== ; v -
3w BEXZ2E A++aTL (BB QQARN DM X| I
Filter: *  Expression... Clear Apply
Mo, - Time Source Destination Pratacal Infa I.a_...l:
710 12.545007  162.168.0.105 164.42.16.16 TCP Fihpip > imap [ACK] Seq=l Ack=133561 Win=17640 Len-0 SLE-
211 12.556509  194,42.16.16 1592.168.0.105 IMAP RESpDnSE H (LIID 8449 FLAGS (\De]eted \Seenjj
T 194.42.1.1 192.168.0.105 TMAP espunse eenjj '
215 17.735467 _102.1 70.140. 80.80_ HTTP —/er_AL/xm/persona 122t on/atpr X _HTT
21l 12. 79a881 79.140.80. 89 Q2. las.0.105 TCP h‘t‘tp > p'l‘t ‘Jpr‘l [ACK] Seq = Ack 529 'w"lr‘l 4006 Ler'l 0
217 13.000733 78.140.80.89 1o =105 TCP [TCP segment of a reassembled PDU]
218 13. 009787 79.140.80.8% 1592.168. =" TCP [TCP segment of a reassembled POU]
219 132, 009809 152.168.0.105 79.140. 80,89 TCP pit-wpn > http [Aack] Seq=529 aAck=1411 win=17840 Len=0
220 13. 010080 79,140, 80,89 1%2.168.0.105 = [Tk segment of a reassembled PODU]
221 15.1/4360 1%92.168.0.105 F9.140.80. 89 TCP df-vph = http [ACK] Seq=529 Ack=28671 Win=17&640 Len=0
222 13.167174 70.,140.80.89 192.168.0.105 TCP <ament of a reassembled pou]
223 13. 3080047 152.168.0.105 79,140, 80, 8% TCP pit="p a_[ACK] Seq=52% Ack=2821 win=l74%90 Len=0 =]
224 15.623622 79.140.80.89 192.168.0.105 HTTP =ML HTTRAL. 1 2w i_
225 13.7678559 152,168, 0.105 79.140. 80,89 TCP pit—von = htto o ack=3247 win=17064 Len 0] L_.J
i il \% -
# Frame 215 (582 bytes on wire, 582 bytes captured) PaCket
= Ethernet II, Src: IntelCor_47:5a:87 (00:13:28:47:5a:87), Dst: D-Link_07:a8:4d C00:1t H .
# Destination: D-Link_07:a8:4d (00:19:5kh:07:a8:4d) Detalls Of the #215'
@ source: Intelcor_47:5a:87 (00:13:e8:47:5a:87) selected HTTP
Type: IP (Ox0B00)
® Internet Protocol, Src: 192.168.0.105 (192.168.0.105), Dst: 79.140.80.89 (79.140.80, packet (#215) packet

http (BO), Seq: :

(5]

Raw data (content of
packet # 215)




ass|

iEile Edit  Wiew Go  Capture  Analvze  Statisktics  Help ——
HWaee DEXEE aesoTL([EE QD &D8 X B

Filter: |htt|:u — | T Expression... Clear Apply

Mo, - Time: Source Protacol

83 5.024602  102.168.0.1 5! HTTR,L.

84 5.027725  192.168.0.1 2359.255.255

85 5.031186  192.168.0.1 530,255,255

86 5.034500  192.168.0.1 239,255.255.250 NOTIFY i i

87 5.037460  192.158.0.1 230.255.255.250 S50P NOTIFY % HTTR/L: Fllterlng

8% 5.040640  102.168.0.1 236,255, 255.250 S50P NOTIFY * o HTTP

80 5,044076  192.168.0.1 235,255.255.250 S5DP NOTIFY * =

90 5.047084  102.168.0.1 230,255, 255,250 55DP NOTIFY * o

ol 5.050517  192.168.0.1 235.255.255.250 S5DP NOTIFY * 3 packets

62 5,053003  102.168.0.1 230.255.255.250 S5DE NOTIFY * g

93 5.056744  102.168.0.1 336,255, 255.250 S5DP NOTIFY * s ()'\I)(

94 5.050017  102.168.0.1 230.255,255.250 SSDP NOTIFY * i

65 5.063335  102.168.0.1 236.255.255.250 s50p MOTIFY ® HTTP/L.1

215 12.735467 192.168.0.105 79.140, 80. 89 HTTP GET Jen_al/«ml /personalizationsatpf324_scores. =m1 HTTR/L.

R 22 79.140,80,80 HTTR/*ML HTTP/L.1 200 OK

Ethernet II, src: D-Link_07:ad8:4d (o00:19:5b:07:a8:4d), Dst: Intelcor_47:5a:87 (00:13:28:47:5a:87)
Internet Protocol, Src: 79.140.80.8% (79.140.80.8%), Dst: 192.168.0.105 (192.168.0.105)
Transmission Control Protocol, src Port: http (80), Dst Port: pit-vpn (28650, seq: 2821, ack: 529, Len: 425
[Reassembled TCP Segments (3246 bytes): #217(1260), #218(150), #220(12600, #222(150), #224(426)]
Hypertext Transfer pProtocol
® HTTRAL.1 200 okh\ryn

Server: IBM_HTTP_Serverrhn

Cache-Control: max-age=500%rhn

Expires: Sat, 1% Jan 2008 08:55:01 GMTYr*n

Accept-Ranges: byteshrin

Content-Length: 3005

Content-Type: Text xmlyriyn

Date: Sat, 19 Jan 2008 08:52:34 GMTwrwn

Connection: keep-alivesrsn

1EEEERE

!H\,-'pertext Transfer Protocal {http), 241 bytes | Packets: 226 Displayed: 15 Marked: 0 Dropped: 0




