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Abstract

Optical scan electronic voting machines employ software components that are customized for each
specific election. Such software components are critical from a security and integrity point of view,
as they define ballot layout and outcome reporting facilities. The possibility of these components to be
tampered with represents a major concern as incorrect results may be produced due to either malicious or
accidental corruption. Deviations resulting from corruptions can go unnoticed in the absence of testing
and auditing and may not be detectable by election officials/poll workers using the pre-election testing
procedures that rely on the machines themselves. This paper presents an actual auditing process for the
AccuVote Optical Scan Voting TerminaA{-OS) (manufactured by Premier Election Solutions) and the
ensuing results from a recent statewide audit, showing that thorough auditing of a large sample of voting
hardware, specifically the memory cards that contain custom software components, is both practical
and informative. We argue that memory card audits are crucial in providing timely information and
maintaining the integrity of the electoral process. These audits were performed without any access to the
manufacturer's source code or the documentation regarding the design or the internal workings of the
AV-0OS terminal. We conclude the paper with several observations based on what was learned during
the memory card audit process and offer recommendations aimed at enhancing the integrity of elections.
The audits presented in this paper were performed on request of the Office of the Secretary of the State
of Connecticut.

1 Introduction

Post election audits are essential to ensure voter confidence in election outcomes. Traditionally, audits
(or recounts) are triggered when the vote counts for candidates are very close (one half of one percent
in Connecticut) and consist of a manual hand count of ballots. More recently, it has been recommended
that audits be performed randomly regardless of any close or disputed eledthnk[light of the Help
America Vote Act (HAVA) 4] requiring the adoption of electronic voting machines, and research indicating
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security concerns regarding such technologies (8g2, P, 10, 11, 5, 13, 12, 14, 7, 8]), this paper argues
for an audit of the voting machines themselves, specifically the loadable software components, both before
and after an election.

We present the process used by the UConn VoTeR Center to perform the pre-election and post-election
audits of memory cards for the Accu-Vote Optical Scan tabulators that were used in the November 2007
Municipal Elections in Connecticut. This process includes testing, comparison, and analysis of the data
collected during the audit. This paper also briefly outlines the safekeeping steps taken in dealing with the
memory cards after receiving them from the districts. These include a strict chain of custody policy with
regard to handling the cards, maintaining a log of all transactions and activities, and safekeeping (both
physical and electro-magnetic) of the memory cards. In enabling the audit process, the key parts were our
customized firmware to speed up the data collection phase, and comparison software to identify discrepan-
cies in the collected data.

It is important to note that speed is essential for both pre- and post-election audits. Ballots may change
up to just a few days before the election, leaving little time to audit the memory cards and address any
discovered problems. For post election auditing, speed is also essential as lengthy disputes can directly
interfere with governmental continuity.

The paper concludes with several observations based on what was learned during the memory card audit
process and offers recommendations aimed at enhancing the integrity of elections. We believe that memory
card audits are crucial in providing timely information and maintaining the integrity of the electoral process.

The entire audit, tool development, and re-engineering was conducted by the VoTeR Center without any
access to internal vendor documentation forAheOS systems, source code, or assistance of any kind.

1.1 Goals of the Memory Card Audit

The VoTeR Center was asked by the Connecticut Secretary of the State (CT SOTS) Office to prepare for and
implement memory card audits for the municipal election. We performed both pre-election and post-election
audits of memory cards. The primary goal of the pre-election audit was to perform an integrity check of the
contents of the memory cards which were to be used in the elections. The goal of the post-election audit
was to ensure that the memory cards were in the proper state (“Closed” with results printed) in addition to
the integrity check used for the pre-election audit.

The memory cards contain the election data, ballot layout and bytecode (for custom reporting) for the
elections. They also store the tally of ballots cast. In this sense, the memory cards are the electronic analogue
of a physical ballot box.

Vendor-supplied election management systems, c@IEMS, is used to produce custom election soft-
ware and data for the memory cards. For the State of Connecticut, LHS Associates of Methuen, MA were
responsible for programming the memory cards. The data, layout and bytecode are contain&EiM $he
database and are loaded onto the memory card usiAy-#&S terminal connected to a PC runni@EMS.

A copy of theGEMS database used to program the cards was provided by LHS Associates prior to the elec-
tion. Each district received four identical memory cards containing the election information. After testing
the cards, each district was directed by the Secretary of the State’s Office to randomly select and ship one of
the cards to VoTeR Center for the audit procedure. The audit of a card involves the extraction of the card’s
image and its comparison against a reference image that the VoTeR Center produced independently from
the GEMS databaseGEMS itself and its own auditing tools. Any discrepancies or deviations is logged

and analyzed. Specifically, the comparison focuses on deviations in the ballot data and layout, bytecode, the
state of the counters, and to some extent the audit logs present on the card. The audit process is automated
to the greatest extent possible. The remainder of the paper describes each of these steps in detail.



2 TheAV-0OS Election System

The AV-OS election system consists of two major compone®is the AccuVote Optical Scan voting
terminal AV-OS) and Global Election Management SysteBEMS).

TheAV-OS terminal is a computing device responsible for accepting ballots and recording the results of
the election. The functionality of the terminal is determined by its firmware which is loaded on an Erasable
Programmable Read Only Memory (EPROM). The terminals currently in use in the State of Connecticut
contain the firmware version 1.96.6. The major hardware components include an optical scanner, paper-
tape dot-matrix printer, LCD display, serial communication port, and built-in modem. FinallA\tH@S
supports a removable 40 pin EPSON memory card that maintains the information regarding the candidates
and the results of the elections. Extensive analysis and discussion on the contents of the memory card
appears below.

GEMS is the ballot design and central tabulation system. Itis installed and operated from a conventional
PC.GEMS consists of several databases that include the data, ballot layout, and bytecode corresponding to
the precincts participating in the election. This data is transferred via the serial communication port to the
memory card kept in thAV-OS terminal.

2.1 AV-0OS Software Components

The behavior of eaclAV-OS terminal is determined by two software components: (i) the firmware and
(ii) the memory card’s contents.

2.1.1 Firmware

The main software component of t#&/-OS is the firmware executable code kept in an EPROM chip
(M27C1001) and responsible for all the functions provided by the machine. The EPROM is electronically
programmable and UV (ultra-violet) light erasable. To obtain and process the binary representation of the
code of the firmware, we used the following tools:

e EPROM reader/burnerBatronix - Bagero BX40

e EPROM EraserBK Precision - 850 EPROM eraser

e Programmable and UV light erasable EPROM&7C1001, TMS27C010A
e Hex Editor. Batronix - Prog-Express v.1.2.5

e DisassemblerIDA Pro freeware v.4.3

The EPROM reader was used to obtain a copy of the original firmware from the machine’s EPROM
and save it on the PC as a binary (hex code) file. This code was processed using a hex editor to gain
some understanding of the firmware. The binary image of the firmware was disassembled into a friendlier
assembly-level representation with the IDA Pro disassembler based on the assumption that the code was
meant for a 80186 processoAny modifications or additions to the code was done directly on the assembled
version of the image with the help of a simple hexadecimal editor. Deploying@mizedirmware boiled
down to burning the modified image onto a programmable EPR@ installing the new EPROM into
the AVOS.

1The actual processor in t#8/-OS (part number NEC D70320L-8) emulates an Intel 80186 processor.
2Both EPROM versions mentioned above are compatible wit®th©S
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Figure 1: Format of the Memory Card.

2.1.2 Memory Card

The memory card kept in each of th&/-OS terminals is a 40-pin 128KB Epson card. It is installed into
the 40-pin card slot (J40 connector) of tA®-OS. It is worth mentioning that Epson discontinued the
production of this memory card, and reader/writers for this memory card are not readily available.

The data on the card includes status information, an audit log, ballot description, and counters, described
in more detail below. Note that the analysis is performed without any technical documentation from the
vendor and in the absence of the firmware source code. Therefore the validity of our findings is based on
the systematic analysis of the firmware binary code and by “eavesdropping” on the communication between
GEMS andAV-0S. Our analysis revealed the formatting depicted in Figurklere we summarize briefly
the data found in each part of the memory card.

Header: The header of the card contains useful information about the organization of the contents of the
card and main description of the election. The headers are all of a fixed length, totaling 576 bytes. This
segment includes:

- AV-OS version.

Election Status, indicating the current state of the card (e.qg., blank,, set for election, closed election).
- PIN number encoding.

- General Counters, including the total ballots cast and total elections run.

Pointers to data segments on the memory card.

- District information.

Log: This segment of the memory card is a fixed-size “circular” buffer in which the firmware logs certain
actions and the time they were performed. It can hold at most 512 entries—any log additions beyond this
limit overwrite entries in an earliest-first fashion.

Election Data: The content of the election data segment has a variable length and can be classified into
three subsections:

1. Ballot Data: This section contains information about the ballot layout used in the current district for
the current election.

2. Race Data: This section contains information about the offices available in a race for the district in
the current election. Key parts of this data include: Office ID, Name of the office, and Number of
candidates for the office.



3. Candidate Data: This section of the memory card maintains information about the candidates. For
each candidate it includes: Office ID the candidate belongs to, Candidate ID, Candidate Name, Loca-
tion of the candidate on the ballot sheet.

Bytecode: This section of the card contains the bytecode.

The AccuBasic (AB) bytecode present in the programmed memory cards is responsible for the reporting
procedures associated with an election. The code is written in a proprietary symbolic language; though
the language explicitly lacks the ability to write to the memory card, it supports traditional control-flow,
arithmetic, read-writdocal variables and procedure calls. AccuBasic programs are compiled to produce
bytecode (externally) stored iabo files. The bytecode provided by LHS Associates for this election was
manually decompiled and analyzed to verify that no extraneous (or malicious) functionality was present.
The rules of translation from AB-bytecode syntax to Accu-Basic syntax used in the decompilation were
derived by experimenting with the AccuBasic compilers (1.94 and 1.95) availatllg at [

Election Counters: The election counters are located below the bytecode on the memory card as illus-
trated in the schematic. Here all the election results and statistics are stored. This section can be divided
into two broad subsections:

1. Race Counters:Statistics and counters for each office are kept in this section of the card.

2. Candidate Counters: This section contains the counters for each individual candidate.

3 Auditing Process

The auditing process consists of two phases: (i) reverse engineeringA¥1B& firmware and bytecode,
and (ii) analysis of data collected from memory cards.

In the static analysis phase we describe how to obtain a true image of the contents of the memory cards
used inAV-0S terminals. A major obstacle is the absence of readily available card readers in the market, due
to the discontinuation of such memory cards. We reverse engineered the firmwardgf@teterminal in
order to use the terminal as a card reader. Having done so, we used ondwf@terminals, equipped
with our modified firmware, as a card reader/writer and captured the contents of the card with the help of
data collection software running on a connected PC. This software was designed to communicate with the
modified firmware and save the contents of the cards on the PC for further testing. Below we provide a high
level description of the customized firmware and the data collection software.

Once the data collection tools are described, we go on to describe the testing phase and, in particular,
the exact data collected for card evaluation. The data is classified into three categories: (a) Baseline data,
(b) Pre-Election Data, (c) Post-Election Data. We discuss below the role and the selection process for each
category. Overall the testing phase aims to collect adequate data to ensure the integrity of the memory cards
used in the elections and the discovery of any data inconsistencies.

3.1 Static Analysis

The static analysis phase consists of three p&t60S firmware reverse engineering and customization,
developing a data collection and comparison tool, and analyzing the bytecode that is used in all districts.



3.1.1 Custom Firmware

The AV-0OS terminal can be used to obtain the contents of the memory card installed in its 40-pin card slot.
This is done by using the diagnostic mode of the terminal under the dptiorp Contents of Memory Card

(This “dump” procedure is provided by the stock firmware installed onA¥€0S.) However, there are
several major issues in using the built-in dumping procedure oAYh®S firmware:

1. Relying on theAV-OS dumping procedure is questionable, since there is no way to tell whither
OS faithfully dumps the contents of the card.

2. Since the dumping procedure is a part of the original firmware oA¥©S over which we have no
control, the use of this procedure may be registered and logged on to the audit logs of the memory
card. This would result in an undesirable modification of the audit card.

3. The dump procedure of t®/-OS firmware selectively filters out some characters (specifically hex-
adecimal 11h and 13h) from the contents of the card and they are not reliably reproduced/extracted
from the card. (There is no apparent reason for this behavior except perhaps historical uses of 11h/13h
as flow control characters.)

4. The dumping of the card using the procedure takes a relatively long time (and is highly inefficient for
an auditing process).

The above issues motivate the need for reverse-engineering the firmware to eliminate the drawbacks.

Thus our objective here was to transform #Wé¢-OS voting terminal into a simple card reader that
would reliably deliver the data from the card so it could be read from the serial port with no side-effects. We
emphasize here that this paper contains only the high-level overview of these steps and omits the technical
details.

Firmware Modification:  As mentioned in Sectiofthe AV-OS terminal’s processor is based on an Intel
80186, 16 bit architecture. As a consequence, the firmware stored in the 128K 32 pin EPROM consists of
two segments, with the first segment at the beginning of the EPROM'’s memory space. “Far” calls, which
reveal the starting address of the second segment, are employed to facilitate the interaction between the two
segments. The firmware contains both hardware initialization (boot codé\&@ program. At this time
most of the initialization code has not been thoroughly analyzed and is used without modification. Our goal
was the following: (i) identify the components and the procedures responsible for dumping the contents of
the memory card and, (ii) modify each of these existing procedures to suit our needs and re-assemble them
to build our own modified firmware. To hasten the data extraction process we implemented a very simple
form of data compression based am-length encoding (RLEAnd used it to transfer the contents of the
memory card through the wire. In this way, our modified firmware code transforrdSH@S terminal into
a true card reader that simply delivers the data from the memory card to the serial port without any of the
undesirable side-effects seen with the original firmware.

Four main points were taken into account during the firmware modification procedure:

1. Memory Card Access
2. Serial Port Access
3. Delivery of the Memory Card data

4. Avoid any logging on the memory cards



les bx, param_addr /* load the address where init parameters are stored */

mov al, byte val /* move the byte we want to send in al reg */

mov send_buf, al /* move the byte in the sending buffer in the parameter space */
les bx, serial_addr /* load the starting address of serial iface register on es:bx*/

and es:[bx+0Eh], OBFh /* unmask the transmission interrupt and send byte*/

STICO | STFO[ STMKO|[MS|[ENCS|0|1[1]1]

Figure 2: Code to put a single byte on the wire and the 8 bit STICO register format.

Again, all findings reported here were obtained by close examination and reverse engineering the firmware’s
binary file.

Memory Card Access:The first challenge is to directly access the data stored in the memory card.
For that purpose we identified the memory addresses of different segments on the memory card. With
experimentation and tests we verified our ability to read and write from predefined locations of the card. As
a result the exact value of each particular byte kept on the card could be obtained.

Serial Port Access:The second objective was to extract the bytes obtained from the card and place
them in the appropriate location so that it could be read on the serial port. We reverse-engineered the code
responsible for dumping in the original firmware and identified the procedure responsible for transmitting
bytes to the serial port. Analysis of that procedure helped us determine the transmission methodology used
by theAV-OS terminal which is presented in Figuge

Let us describe their methodology in more detail. Consulting the reference on the Intel-derived proces-
sor chip of theAV-OS [16] we identified the following important registers:

IDB register: The IDB (internal data area base register) determines the physical addresses of the special
function register (some of them used for communication). The reset value of this register is OFFh.

Serial interface registers: These are the registers reserved for the functionality of the serial interface. Port0
reserves addresses xxF60h - xxF6Eh where xx is the value of the IDB register.

STICO register: Serial transmission interrupt request control register. This register can be found in address
xXF6E where xx the value of IDB register. This is an 8 bit register and its format can be depicted in Figure
2. Of our importance is the bit 6 (STMKO) of the specific register which is responsible to mask (when set to
1) and unmask (when set to 0) the interrupt.

Debugging of the transmission procedure revealed tha’Ath@®S uses OFFh value for the IDB regis-

ter and the serial address used in the procedure is equal to FFF60h which according to the Intel specifi-
cations [L6] corresponds to the starting address of Serial0 special function registers. Once we gathered
this information we could identify that on the last line of the assembly code, register STICO is accessed
(FFF60h+0Eh=FFF6Eh). Applying the AND operation between STICO register and OBFh (1011 1111b)
results in setting the STMKO bit to 0 and thus unmasking the transmission completion interrupt. This event
forces the interrupt service routine to write the send data from the send buffer into the transmit buffer and
from there it transmits that on the wire. Note here that the association of the interrupt routine to the sending
buffers in the memory ofAV-OS is going to be specified when we conduct the analysis of the hardware ini-
tialization. So summarizing the sending methodology is as follows: 1) Load send buffer address, 2) Upload
the byte to be sent on the send buffer, 3) Load Serial interface special functions’ address, and 4) Unmask the
transmit completion interrupt to transmit the byte from the send buffer on the wire.

Further analysis of the code responsible for sending revealed that byte values 11h and 13h were indeed
treated differently and not sent correctly over the wire. Our modified firmware follows a similar methodol-



ogy to the original, but without filtering any data. The modified firmware was tested on the transmission of
known contents of the memory card to confirm and verify that no additional bytes were transmitted and that
the functionality was as required.

Delivery of the Memory Card dataTo dump the entire card, it is sufficient to write a simple routine
that transfers all the bytes of the card to the serial port, one at a time. A dedicated program waits on the
other side of the wire and collects the data sent. That program saves the received bytes in a file that is used
later for evaluation and audit analysis.

Avoid logging on the memory cardsthe final task was to ensure that no logging information is added to
the memory card during the dumping process — such changes would be unacceptable in a pre-election audit
setting. Since we upgraded the dumping process and control the firmware from the beginning of the boot
to the execution of the uniform dump, we can guarantee that no logging occurs. Thorough testing verified
that the unmodified initialization code in the firmware also does not alter the log nor any other portion of the
memory card. The entire procedure gets an image of the card and does not alter the card.

Speeding up memory Card Dumping: Because of the low transmission rate of the serial port (9600bps =
1KB/s) of AV-OS, dumping the contents of the 128KB memory card takes a significant amount of time (

2 min). Inspecting a large number of cards (i.e., hundreds of cards) would require substantial time. To solve
the problem it is sufficient to further improve the dumping routine to use Run Length encoding to compress
the bytestream send over the wire, and decompress it on the machine end. This simple improvement reduces
the dump time to 20s. (Simple run-length encoding works well here because several large parts of the
memory card are populated with sequences of identical values.)

3.1.2 Data Collection Tool

The data collection/comparison tool serves two purposes:

1. Collecting the memory card dump sent using run length encoding.

2. Auditing the collected data by comparing baseline and audit data and analyzing the differences.

The challenge in auditing the memory cards is in managing the large number of data files and automating
the tasks. The tool we developed includes a graphical user interface (GUI) to simplify the process. The tool
allows to maintain the list of towns and districts, keeping track of the data collected for both baseline and
audit cards. It also records data sent fromAWeOS with a single button click, and compares all collected
data, reporting any discrepancies. The comparison is done on the basis of our reverse-engineering the
memory card layout. The comparison identifies any differences, ignoring those that are not significant (such
as timestamps, log entries, and sequence numbers). The tool also generates a table listing all districts with
the various memory card states, discussed in Seétid2below. This allows quick assessment after data
collection to identify potential problems.

3.1.3 Bytecode Analysis

The Accu-Basic bytecode that is loaded into each programmed memory card was decompiled and analyzed
to ensure the absence of undesirable behaviors. The analysis determined that the bytecode performs the
expected reporting functions. Recall that it is not possible to overwrite the contents of the card with the
Accu-Basic bytecode, as was pointed out in our earlier repart [



3.2 Testing Methodology

Having the methodology to extract the data from the memory cards, our next task is to test for potential data
inconsistencies and integrity problems of the memory cards used in the elections. To perform this task we
need to collect three types of data: (a) Baseline data, (b) Pre-Election Data, and (c) Post-Election Data.

Baseline Data: Before the elections the VoTeR Center used an unmodifie®S, GEMS and database

that LHS used to program the memory cards for the elections. Using this resource we programmed our own
memory cards. After programming those cards we collected and saved their data using our data collection
methodology. This is thbaseline data

Pre-Election Data: Prior to the elections the precincts were instructed to send a randomly selected subset
of their memory cards for testing. We collected images for each of these memory cards using our own tools.
This forms thepre-election data

Post-Election Data: Similar to the pre-election data, some of the precincts were instructed to send us a
subset of their cards after the completion of the elections. We refer to the data collected from those cards as
post-election data

3.2.1 Testing Procedure

A focal point of the audit was the validity of the data collected and the integrity and reliability of the memory
cards as a storage medium. The latter can be tested partially during the data collection as our data collection
tool identifies cards containing "junk” or no data. Validity of card data is checked automatically with the
data collection tool. Below we present the steps taken for testing the pre and post election cards. This section
only presents the methodology used for testing. The results and detailed description of the testing appears
in Section4.

Pre-Election Audit: The goal of the pre-election audit is to identify invalid or maliciously altered memory
cards before the execution of the elections and additionally check that the towns followed the correct testing
procedures.

The first concern was to collect a sufficient amount of memory cards in order to create a representative
sample for our findings. Each polling center received four programmed memory cards from LHS Associates.
There are twdAV-OS voting terminals in each polling center. Consequently, two out of the four cards from
each precinct were the “primary” cards, i.e., the cards that would be used in the election, and the remaining
two cards were the “backup” or “secondary” cards. According to the instructions set up by the Office of
Secretary of the State, after receiving four programmed memory cards, poll workers of each district are
supposed put those cards in the available machines and run a test election on each one of them. Immediately
after the testing is complete, they are requiredaiodomlyselect one memory card per district and send
these cards to the University of Connecticut VoTeR Center for pre-election audit testing. This card should
be chosen from the memory card(s) that are not already sealed in an optical scan voting machine.

After collecting the necessary cards from the districts we tested the validity of the cards by performing
a semantic comparison between the pre-election and the baseline data.

Post-Election Audit: The post-election audit employs a similar procedure as the pre-election audit to
establish the validity of the cards. The main goal however of the post-election audit is to check the validity
of the cards after the elections are closed. As a result in this testing phase we get to test memory cards
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Figure 3: State Machine describing the state ofAeOS while being used.

that were used on the election day. Again to test the validity of a card, we compare the post-election data
of a district with the corresponding baseline data for that district. Reports regarding the status of each
post election card, and info about the counters in the card were extracted from the comparison tool and
examined. The integrity and the reliability of the hardware of the memory cards was tested in this phase as
well. Detailed results appear in the next section.

3.2.2 States of the Memory Card

There are four aspects of interest with respect to the format of a memory card and the state it can be in when
audited:(a) Card Format (b) Card Status(c) Counter Statusand(d) Election Count

(a) Card Format: Most of the pre and post-election cards we received, were either properly formatted and
contained good data or contained “junk” data. Cards with “junk” data cannot be read and recognized
by theAV-OS. Such cards are readily detected through pre-election testing by poll workers and cannot
be used for an election. We also observed some cards that although properly formatted, useable and
with good data, also contained a few “specks”, that is a few isolated bytes with unexpected values.
These occurred in an area beyond the area that is used for election data, typically filled with zeros. (It
is possible that these are errors that occurred during transmission.) The “specks” are not detected by
AV-0S, and it appears that they do not interfere with nordf#lOS operation. To sum up the card
format can be one of the following thre@ood Data, Clean Card; Good Data, Some Speukdunk
Data.

(b) Card Status: This refers to the current state of the memory card indicated by a status flag in the header
data. We identified the following states of the memory carit Programmed (Blank); Not Set
for Election, Set for Election, Results Print Aborted, Election Closed, Results Sent/Uploaded; Audit
Report Pinted

(c) Counter Status: The Counter Status can be one of the followidgro Counters, Non Zero Counters,
Non Zero and Set for ElectiorDepending on the audit phase (pre-election or post-election) we can
consider a counter status being good/bad depending on the situation. Pre-election cards are expected
to have zero counters. If a card has non-zero counters, but is not set for election, the counters will be
zeroed when the card is set for election. Post-election cards, used in an election are expected to have
non-zero counters and a status of closed.

(d) Election Count: The Election Count is a numeric value which equals to 1 at the beginning, meaning
that the card was never reset. This is only examined in pre-election cards and refers to the observed
values of the election counter. Higher values indicate that the machine was used for a (test) election
and then reset, in some cases more than once (several test runs).

Figure 3 shows the states of th&®/-OS (ovals) and the actions (arrows) that move the machine from
one state to another. The states in red, Set for Election with Non-Zero Counters and Results Print Aborted,
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are “dangerous” states for an audited pre or post election card, respectively. States shown in Green, Set For
Election and Audit Report Printed, are the ideal states for pre and post election cards, respectively. Gray
states, Election Loaded and Election Closed, are safe, though reflect a failure to follow strict procedures.
Junk cards are also safe, though it is unclear how they get into this state. Actions in blue are restricted
to poll workers with the PIN number. To summarize: pre-election cards should at least be in the Election
Loaded state, and ideally in the Set for Election state, but never Set for Election with non-zero counters. Post
election cards should ideally be in the Election Closed state, and ideally with the audit log printed, but never
with the Results Aborted or with the election not yet closed. When the election is closed, the results printing
is begun automatically and the aborted state is only reached if the printing is cancelled, or if a duplicate
copy is begun and aborted. The Audit Report Printed thus indicates that the results and the audit log were
both printed. In Sectiod we see that post election cards were never in the audited state since auditing was
not yet part of the standard procedures. Because of this, the Election Closed state is the expected state in
our analysis.

4 Results and Observations

We present the results of the pre and post-election audits. The pre-election audit was performed in 522
memory cards, covering over 75% of all districts, received during the weeks before and after the election.

The post-election audit was performed in 100 memory cards, that covered the 5% of the cards used in the
election.

4.1 Pre-election

378 out of 522 memory cards were received prior to the election. The rest were received in weeks following
the election. We present the results in two sets: one for the cards received prior to the election, the other for
all cards received (both before and after the election). The results of the audit are generally similar for both
sets. We start by discussing the issues that arose in the selection of the cards that were shipped to us.

4.1.1 Sampling

We noticed a few differences between the actual procedures followed by the poll workers and the procedures
defined by the Office of Secretary of the State, regarding the sampling of the memory cards to be sent to
VoTeR Center. Some of those were:

e The cards were not chosen uniformly at random for the audit. The primary and backup cards could
be distinguished by the label on the card. As a result, the majority of the districts kept the “primary”
cards and chose one of the “backup” cards to send for the audit.

e Although each town had to send a randomly chosen memory card for each district to VoTeR Center,
some towns randomly selected districts from which to send memory cards. In most cases, they sent
the memory cards for half of the districts. There were cases, where we received a single card per town,
although the town had more than one district. Only a few towns sent one memory card per district as
they were supposed to.

Clearly a better definition of the audit procedure is needed, so that the memory cards are selected from all
districts per town. Moreover, we suggest sampling the memory cards uniformly at random and not choosing
the backup cards as the ones to send. This would require that all the cards “look and feel” the same and the
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backup cards are not marked differently from the main car@seater care should be taken to adhere to the
instructions provided by the State.

4.1.2 Memory Card Data Audit Results

Tablel shows the frequency of various states observed on the audited memory cards. The data is presented
in four parts:

(a) Card Format: About 95% of the cards were properly formatted and contained good data. Under 2% of
the cards were properly formatted, contained good data, but also contained a few “specks”. Over 3%
of cards contained “junk” data.

In the rest of the analysis the percentages are computed for almost 97% of the cards that were properly
formatted and contained contained good data, i.e., the cards that did not contain junk data.

(b) Card Status: The plurality of the cards, over 46% were Set for Election, which is the desired memory
card state. No cards were found in the unprogrammed, newly uploaded, or audited state.

Over 8% of the cards were found to be in the Election Closed state, suggesting that the poll workers
performedAV-OS testing in the election mode, and this is not the intended procedure. However, for
AV-0OS machines with such cards to be used on the election day, the cards would need to be reset.

(c) Counter Status: Over 56% of the cards had zero counters. This is the intended state.

About 43% of the cards had non-zero counters, but were not set for election. This is not the intended
state of the counters, however the counters will be zeroed when the machine is going to be set for
election.

One card (0.2%) was found in the state where it was set for election with non-zero counters, specifi-
cally recording that 19 votes were cast. This is problematic and is due to incorrect pre-election testing
procedures. The Poll Workers Guide specifies that when the machine is turned on the day of the
election, it should print an election zero report which the poll workers should verify. Any machine
that is set for election with zero counters should print such a report when it is turned on. However,
if the counters are non-zero, it will not print anything and will instead resume (continue) counting.
Therefore, attentive poll workers should be able to detect a card that is in this state by the lack of
a zero report (in fact it was confirmed that in Connecticut all districts documented printing the zero
report). Nonetheless, if poll workers are unaware of this policy then such a machine could result in
incorrect election results.

(d) Election Count: A value of 1 means that the card was never reset. Higher values indicate that the
machine was used for a (test) election and then reset, in some cases more than once (several test runs).

These observations indicate that proper pre-election testing procedures are either not uniform, or are not
communicated effectively.

4.2 Post-election

We now present the results of the post-election audit. We have received and examined 100 memory cards
from several districts. Most of the cards used in the election were shipped to LHS for reprogramming, and

the VoTeR Center received the remaining cards that were still in the possession of the districts. Thus these
cards do not represent a random sample of the cards used in the election. In spite of this fact we could make

3This requirement was already communicated by the SOTS Office to LHS Associates for future elections.
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For cards received| For all pre-election
before election cards received
Number | % Total || Number | % Total

| (a) Card Format I

Good Data, Clean Card 362 | 96.2% 495 | 94.8%
Good Data, Some Specks 6 1.1% 9 1.7%
Junk Data 10 2.6% 18 3.4%
Totals: H 378 [ 100% “ 522 [ 100% H
| (b) Card Status I
Not Programmed (Blank) 0 0.0% 0 0.0%
Not Set for Election 167 | 45.4% 218 | 43.3%
Set for Election 181 49.2% 233 46.2%
Results Print Aborted 7 1.9% 11 2.2%
Election Closed 13 3.5% 42 8.3%
Results Sent/Uploaded 0 0.0% 0 0.0%
Audit Report Printed 0 0.0% 0 0.0%
Totals: | 368 ] 100% ][ 504 100% |
(c) Counter Status
Zero Counters 209 56.8% 285 56.5%
Non Zero Counters 158 42.9% 218 43.3%
Non Zero and Set for Election 1 0.3% 1 0.2%
Totals: H 368 [ 100% “ 504 [ 100% H
(d) Election Count
1 361 | 98.1% 485 | 96.2%
2 6 1.6% 16 3.2%
3 0 0.0% 2 0.4%
4 1 0.3% 1 0.2%
Totals: || 368 ] 100% [ 504 100% |

Table 1: Pre-election memory card analysis summary: (a) card format, (b) card status, (c) counter status, (d)
number of elections count.

post-election audit possible as 36 cards out of 100 were used during the election and we could analyze the
data stored on those memory cards. The post-election audit covered more than 5% of all cards actually used
in the election.

Table2 shows the frequency of various states observed on the audited memory cards.

Recall that each district received 4 memory cards. Most of the districts sent one of the cards to the
VoTeR Center for pre-election audit, leaving 3 cards in the possession of each district. Among these, itis
expected that one card was used in the election. Thus about 33.3% of the cards should have been used in
the election. Among the post-election cards we examined, 36% of the cards (36 cards) were used, which is
close to what was anticipated. (Some of the audited cards turned out to be unusable (they contained “junk”
data), so among the usable cards 39.6% were used.)

We present the rest of the results in three parts:

(a) Card Format: Among the 100 cards, 92% of the cards were properly formatted and were found to
contain consistent data. The remaining 8% of cards (8 cards) contained “junk” data. No cards with
"specks” where found.

In the rest of the analysis the percentages are computed for the 92% of the cards that were properly
formatted, i.e., the cards that did not contain junk data.

(b) Card Status: One blank/unprogrammed but properly formatted card was found. This means, most

13



Number | % Total
of Cards Cards

| (a) Card Format (all cards) |

Good Data, Clean Card 92 92.0%
Good Data, Some “Specks” 0 0.0%
Junk Data 8 8.0%
Total: || 100 | 100% ||
| (b) Card Status (well-formatted cards) ||
Not Programmed (Blank) 1 1.1%
Not Set for Election 11 12.0%
Set for Election 44 47.8%
Results Print Aborted 4 4.3%
Election Closed 32 34.8%
Results Sent/Uploaded 0 0.0%
Audit Report Printed 0 0.0%
Totals: || 92| 100% |
(c) Counter Status(usable cards)
Not Set for Election, Non Zero Counters 11 12.1%
Set for Election, Zero Counters 43 | 47.3%
Set for Election, Non Zero Counters 1 1.1%
Election Closed, Non Zero Counters 32 35.2%
Print Aborted, Non Zero Counters 4 4.4%
Totals: || 91| 100% |
| Total number of cards used in the electigh: 36 [ 39.6% |

Table 2: Post-election memory card analysis summary: (a) card format for all cards, (b) card status for
well-formatted cards, (c) counter status for usable cards.

probably, that LHS Associates did not program the card, and they shipped it without testing.

No cards with uploaded results were found. No cards with audit report printed were found. These are
the expected results.

Of the usable cards, 12% were not set for election. These cards were not used in the election, but
they should have been set for election, suggesting that some pre-election protocols were not followed
properly.

Over 47% of the cards were Set for Election, which is the desired memory card state for cards that
were not used in the election.

Almost 35% of the usable cards (32 cards) were found to be in the Election Closed state. These are
the cards that were used in the election.

Another 4.3% (4 cards) were used in the election, but indicate that the printing of the results was
aborted. This suggests that the machine was turned off before the complete paper tape was printed.
(Perhaps poll workers waited just for the counters to be printed, then turned off the machine. Alterna-
tively, it is possible that the printing of a duplicate tape was aborted.)

(c) Counter Status: Over 12% of the usable cards were not set for election, and had non-zero counters.
Such cards indicate that they were tested by poll workers prior to the election, but not set for election.
These were not used in the election.

Over 47% of the cards were set for election and had zero counters. This is the intended state of the
cards that were not used in the election.
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About 35% of the cards (32 cards) indicated that election was closed and had non-zero counters.
These cards were used in the election.

Over 4% of the cards (4 cards) had non-zero counters and indicated that the printing of the results was
aborted (see above). These cards were used in the election.

One card (1.1%) was found in the state where it was set for election with non-zero counters. The
counters must be 0 for such a card. This situation is detectable upon the attempt to print the “zero
count” report on the election day.

5 Conclusions

Having performed and completed the audit, we believe that both pre-election and post-election tests and
audits of memory cards (and similar components of voting equipment of various makes) are crucial in
providing valuable and timely information necessary to ensure the integrity of our electoral system. Such
audits can reveal not only incorrect (or malicious) programming of the customizable software components,
but also mistakes or oversights that can occur in preparing voting machines for elections and running the
elections using the machines.

For example, one memory card was found to be set for election with non-zero counters. If such a card
is carelessly used in an election, the results would reflect the extra votes already on the card. This would
have been detected by the failure to produce a zero total report on election day. Additionally, several cards
were in states that, although not dangerous, were contrary to the proper state. For example, the pre-election
cards tested with in Election Mode or not set for election, or post-election cards with aborted report printing.
This serves to highlight the importance of having clear and precise instructions, and poll workers trained to
follow them.

There were also a surprising number of “junk” cards (3.5% in pre-election audit and 8% in post-election
audit). Such cards will not work in th&/-OS. Indeed, some arrived with messages indicating that they were
tested and found to be broken. We do not believe these cards were damaged in shipping. Consequently, it
appears that these cards were not tested prior to shipping them to districts. Thus testing the voting equipment
before the elections will help avoid problems on election day.

Finally, our examination of the memory cards revealed no incorrect ballot data or bytecode.

About the UConn VoTeR Center

Following our participation in the Connecticut Voting technology Standards Board in 2005, the Voting
Technology Research (VoTeR) Center was established in 2006 to advise state government in the use of
voting technologies, to research, investigate and evaluate voting technology and voting equipment, and to
develop and recommend safe use procedures for the computerized voting technology in elections. The
personnel of the Center includes several faculty members, graduate students, and staff of the Computer
Science and Engineering department at the University Of Connecticut.

The work of VoTeR Center in the State of Connecticut is funded by the Office of the Connecticut Sec-
retary of the State (SOTS), and we function in close contact with the SOTS Office personnel. We offer the
State an independent, objective analysis of the voting technologies offered by several vendors, we advise the
State on selecting and administering the voting equipment for its election needs, and we are not associated
with any of the voting technology vendors. The evaluations of the voting technology are performed at the
VoTeR Center Lab at the University of Connecticut. These include hands-on evaluations, exploration of pos-
sible attack vectors, physical integrity checks of the terminals and memory cards, and mitigation strategies.
It is worth pointing out that the VoTeR center is not involved in the State’s policies for choosing a vendor
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to procure the voting technology, but limited to evaluating these technologies before deployment and use by
the State. In this sense the VoTeR center is a third party independent technical consulting resource for the
State of Connecticut.

VoTeR Center personnel assisted the State in developing safe use procedures for the Optical Scan ter-

minals for this election. The procedures in place for the election includes strict physical custody policy,
tamper-resistant protection of the equipment, and random post-election audits.
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