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Abstract. Communicating processing purposes during personal data 
collection in web forms is dictated by the GDPR Purpose Limitation 
principle (Art. 5-1b). Such explanations should be clear, concise, and 
free of unnecessary jargon to improve user comprehension and decision-
making. This work explores the problem of GDPR-compliant trans-
parency in combination with usability as indicated by the usable pri-
vacy heuristics and the GDPR, in personal data collecting web forms, 
and proposes a practical, research-driven solution: a browser-based pur-
poses annotation tool. The study presents the detailed data collection 
and analysis from 100 real-world websites, the subsequent user-centered 
design process for prototyping and evaluating transparent form designs 
resulting in two preferred annotation styles incorporated into the tool, 
the methodology of creating and validating a dataset of processing pur-
poses for 20 popular fields, and the development of the tool. The final 
tool was evaluated using the User Experience Questionnaire (UEQ), with 
positive results. 

1 Introduction 

As digital platforms become increasingly embedded in daily life, concerns about 
privacy and data processing transparency continue to rise. Users frequently share 
personal information without fully understanding how it is collected, processed, 
or shared. The General Data Protection Regulation (GDPR), applied in 2018, 
mandates that organizations should provide clear and accessible information 
regarding the collection and processing of personal data. In specifics, the ‘Pur-
pose Limitation Principle’ (GDPR Article 5-1b) requires systems to explicitly 
state why data is being collected and how it will be used, i.e., the processing 
purposes. However, many websites fail to communicate this effectively, leading 
to compliance issues and a lack of user trust [ 7]. 

While privacy policies are intended and mandated by regulations to provide 
transparency, they are often lengthy, full of legal jargon, and difficult to inter-
pret [ 8]. This creates a gap between compliance requirements and users’ ability to 
make informed privacy decisions [ 3]. At the same time, developers require solu-
tions that are quick to implement, user-friendly, and do not disrupt the overall 
design of data collection forms [ 9]. 
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Contribution. The main goal of this work is to make it easier for users to 
understand how their personal data is collected and used when they fill out web 
forms. The research includes an analysis of existing websites to see how they 
currently communicate data collection purposes. This helped identify common 
problems, such as missing or unclear explanations about how user data will be 
used. It also involves designing and testing different ways to display this privacy 
information, i.e., the processing purposes for collected personal data, such as 
short texts or icons, to find out which methods users prefer and understand 
best. A survey was used to collect feedback, and the results were used to guide 
the design of simple and clear annotation styles. In addition, a dataset was 
created that links common form fields (like name, email, or phone number) to 
suggested processing purpose texts. This dataset was reviewed by both legal and 
technical experts to ensure the descriptions were accurate and appropriate. All 
these efforts come together in a browser-based tool that allows web developers 
to add, edit, and manage privacy annotations easily on web forms. 

Beyond practice, this study also contributes to the literature, by addressing 
the research gap on the intersection between GDPR transparency compliance 
and usability in web forms collecting personal data. While there have been works 
examining privacy policies, their readability, or regulation compliance, there has 
been limited focus on the communication of processing purposes on an effective 
way to users, directly on the point of data collection. We contribute with a 
systematic analysis of real-world platforms practices, user validation of different 
designs, and the provision of an open, re-usable tool and a dataset of purposes. 
Structure. The rest of the paper is structured as follows: Sect. 2 presents an 
overview of the background and related work. Section 3 presents our research 
examining the transparency of online forms, while Sect. 4 explains our process 
towards designing transparent and usable forms, Sect. 5 presents the tool we 
developed for automating purpose annotations in online forms, while Sect. 6 
summarizes conclusions and highlights limitations and potential future work. 

2 Background and Related Work 
Background. A study on the Solid Application Interoperability Specifica-
tion [ 1] explored the challenges of compliance and user trust by designing and 
testing a user interface (UI) aimed to give users more control over their personal 
data. The study developed a prototype UI based on a new access control speci-
fication called INTEROP, combined with the Data Privacy Vocabulary (DPV), 
which aligns with the GDPR. This UI was designed to help users understand 
and control who can access their data and for what purposes. The study found 
that while the UI enabled users to define access policies, it was not user-friendly 
and many users struggled to navigate the interface. 

This gap aimed to address the author in [ 9] proposing six usable privacy 
heuristics, aimed at improving privacy interfaces, particularly for non-technical 
users. These heuristics, extending Nielsen’s usability heuristics [ 6], help address 
common usability issues and enhance user control over privacy settings. The six 
heuristics are:
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1. Readability of Privacy Policies: Privacy policies should be clear and easy to 
understand, allowing users to make informed decisions about their data. 

2. Users’ Doubt and Precaution: Users should be able to assess risks and conse-
quences related to their privacy choices, encouraging careful decision-making. 

3. Provide Help and Avoid Jargon: Privacy interfaces should offer guidance and 
avoid technical terms, ensuring accessibility for all users. 

4. Discretionary Access Control : Users should be informed about who has access 
to their data and be able to manage permissions accordingly. 

5. Fast Interaction and Human Error Vulnerabilities: Privacy settings should be 
designed for quick interactions while minimizing the likelihood of mistakes. 

6. Unstable Choices and Appropriate Symbols: Privacy settings should accom-
modate changes over time, and symbols should be intuitive to help users easily 
interpret their choices. 

We build our study, based on the above foundation. 

Related Work. An effort to enhance privacy transparency is PriX [ 2]. This 
tool aims to address the issue of overly complex privacy policies presenting a 
browser extension that automatically analyzes privacy policies, providing visual 
explanations to make key privacy information more accessible. In addition to 
PriX, several other approaches have been explored to improve privacy trans-
parency, including Machine Learning-Based Privacy Policy Analysis via tools 
such as Polisis [ 4] and PriBot [ 5], which use natural language processing to 
summarize and answer questions about privacy policies, and Privacy Icons and 
Labels approaches through efforts to develop standardized icons that visually 
represent key privacy terms, similar to nutrition labels for food packaging [ 10]. 
A different approach to improving privacy transparency is presented in [ 12], 
where the authors introduced a chatbot-based privacy assistant providing users 
with a conversational interface to navigate privacy policies, manage personal 
data, and exercise their GDPR-defined rights. The chatbot was developed as a 
WordPress plugin and tested on an e-commerce platform. 

Although approaches towards combining usability and privacy do exist, some 
providing visuals of privacy policies, analysing or summarising privacy policies, 
or adding icons and label, in the best of our knowledge, there is no study address-
ing the communication of processing purposes via usable and transparent online 
forms directly on the level of data collection. 

3 Examining the Transparency of Online Forms 

To examine how effectively various platforms and websites communicate the 
processing purposes of personal data they collect from users through forms, in 
alignment with the ‘Purpose Limitation’ principle of the GDPR [ 7] and  the  
aforementioned usability privacy heuristics [ 9], we conducted a manual data 
collection process followed by a detailed analysis of the collected data.
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Initially, we identified the five most popular sectors based on available data. 1
These sectors were selected by considering a combination of factors, such as the 
popularity of each domain and its relevance to how personal data is collected and 
managed. The selected sectors are: (1) E-commerce platforms; (2) Health and 
fitness platforms; (3) Educational websites; (4) Social media websites; and (5) 
Travel and accommodation platforms. For each sector, we collected the 20 most 
popular websites based on rankings from various sources. 2 With a quick pre-
analysis on the pages, we observed that all these websites share two common 
main pages collecting personal data: the Registration Page and the Account 
Settings/Edit Profile Page. We analyzed these 100 websites via a manual data 
collection procedure and gathered all data in an MS Excel file. While the initial 
dataset comprised 100 websites, the final set of analyzed pages included 100 
Registration Pages and 84 Account Settings/Edit Profile Pages. The reduction in 
the number of Account Settings pages was due to external reasons not allowing 
us to visit the specific page, for example in some cases account creation was 
requiring payment. Then we identified four categories, and performed an analysis 
on the collected data. Finally, we summarized the results in tables and graphs. 

3.1 Collected Data 

As mentioned, we collected data from the 20 most popular websites, from each 
of five popular pre-selected sectors, totaling to 100 manually audited websites. 
The collected data from each website included: (a) The website sector (one of 
the five preselected sectors); (b) The website domain name (URL); (c) and (d) 
Textual description of the ways the registration form or the account settings form 
respectively, in each specific website communicates the processing purposes for 
each field to the user, including the actual description for each field, and any 
other links provided, e.g., link to the privacy policy of the website. 

3.2 Analysis 

As mentioned in the methodology, in the pre-analysis step, with focus on columns 
(c) and (d) we identified the existence of four categories, in terms of how the 
processing purposes are communicated from the form to the user, by observing 
the collected data fields and performing a qualitative analysis on the textual 
descriptions: 

– A: The website does not provide any information (neither a link nor text) 
about how or why personal data is collected. 

– B: The website provides a link to its Privacy Policy or Terms of Use.

1 Stefanski, R. (2024, January 30). 10 Most Popular Types of Websites. Verpex. 
2 Best Fitness Websites, Aelieve. Top E-commerce and Retail Websites, SEMrush. Top 

Science and Education Websites, Similarweb. Top Social Media Platforms, Back-
linko. Top Accommodation and Hotels Websites, Similarweb. 
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– C: The website explicitly describes the usage of at least some fields that 
require personal data. 

– D: The website explicitly describes the usage of all fields that require 
personal data. 

All websites were distributed in the categories, with many of them belonging to 
more than one categories, for example a website may provide a privacy policy 
link and at the same time describe explicitly some of the fields. 3

3.3 Results 

In this section, we summarize our findings. Table 1 present the distribution of 
Registration Pages and Account Settings Pages across the defined categories (A, 
B, C, D) for each sector. 

Table 1. Websites Distribution in Categories (A, B, C, D). S1: E-commerce, S2: Health 
& Fitness, S3: Social Media, S4: Travel & Accommodation, S5: Education 

Registration Pages Account Setting Pages 

Ca
te
go
rie
s 

S1 S2 S3 S4 S5 Total S1 S2 S3 S4 S5 Total 
A 1/20 8/20 1/20 1/20 1/20 12/100 13/16 7/9 5/19 7/20 10/20 42/84 
B 18/20 12/20 19/20 19/20 19/20 87/100 1/16 0/9 3/19 5/20 6/20 15/84 
C 2/20 2/20 7/20 2/20 7/20 20/100 2/16 2/9 8/19 12/20 6/20 30/84 
D 1/20 0/20 0/20 0/20 0/20 1/100 0/16 0/9 4/19 0/20 0/20 4/84 

Regarding the registration page forms, the majority of websites (87 out of 
100) provide a link to their Privacy Policy or Terms of Use before users submit 
their personal data, and 20 websites also explicitly describe the purpose of at 
least some fields requiring personal information. However, 12 out of 100 Reg-
istration Pages offer no explanation regarding the purpose of data collection. 
Notably, only one Registration Page explicitly details the use of all requested 
personal data fields, highlighting a significant gap in transparency across plat-
forms. 

Regarding the Account Settings page forms, only 4 out of 84 pages explicitly 
describe the purpose of all fields requiring personal data, placing them in Cat-
egory D. In contrast to the Registration Page results, the number of Account 
Settings pages that provide no information at all regarding data usage is sig-
nificantly higher (42 out of 84). However, a substantial portion (30 out of 84) 
explicitly describes the purpose of at least some fields, while only 15 out of 84 
3 Data collected and categorized can be found at: https://docs.google.com/spreadsh 

eets/d/1hU0xW4PWkfZzyFcD0bBlarPsJvJqLWTGayMm3N0Y9BI/. 

https://docs.google.com/spreadsheets/d/1hU0xW4PWkfZzyFcD0bBlarPsJvJqLWTGayMm3N0Y9BI/
https://docs.google.com/spreadsheets/d/1hU0xW4PWkfZzyFcD0bBlarPsJvJqLWTGayMm3N0Y9BI/
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provide a link to their Privacy Policy or Terms of Use before users submit per-
sonal data. This discrepancy can be attributed to the assumption that users have 
already encountered privacy-related information during registration. As a result, 
many websites do not find it necessary to reiterate this information on Account 
Settings pages, even though these pages often involve data modifications and 
management. 

Examining the different sectors, we observe that the only registration page 
explicitly detailing the usage of all collected personal data fields is in the E-
commerce sector; while regarding the account setting pages only in the Social 
media sector there are four belonging to this category. On the other hand, the 
biggest amount of registration pages offering no information or links, belong to 
the Health & Fitness sector, and of account setting pages to the E-commerce 
sector. 

4 Designing Transparent and Usable Forms 

We followed a user-centered approach to design online forms that enhance user 
awareness, promote informed consent, and align with both usability principles 
and data protection regulations transparency requirements. 

4.1 User-Centered UI Design 

To assess how users perceive transparency in online forms, a questionnaire survey 
was conducted, aiming to compare user reactions to different interface design 
approaches that attempt to explain the purpose of personal data collection. 
The different approaches, were identified from the prior data collection and were 
presented to the users via real-life examples (with identifying elements removed): 
(1) Icon pop-up messages; (2) Short explanation next to the field; (3) One general 
explanation for all fields; (4) Clickable link to more information; (5) Pop-up from 
a clickable link. 

Participants were asked to evaluate each design based on clarity and ease of 
understanding on a 1–5 star rating scale (Example for approach (3) in Fig. 1). 
After rating each design individually, respondents were prompted to select which 
design they believed most effectively communicated the purpose of data collec-
tion (Fig. 2). 

The survey was distributed through academic channels and social networks 
in order to reach a broad and diverse audience. Participants were not restricted 
to any specific group, but rather included individuals from a range of age groups, 
educational backgrounds, and occupational domains. The survey included a 
demographic section in which participants were asked to indicate their age 
group (Under 18, 18–34, 35–54, or 55+), their gender, whether their occupation 
was related to Computer Science, Legal professions, or neither. We collected 91 
responses in total, and by analysing them we obtained the following results: 

– Participants Profile: 52.7% of participants identified as female, 46.2% as 
male, and 1.1% preferred not to say; a significant majority (83.5%) were in 
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Fig. 1. Rating a design approach 

Fig. 2. Overall Preference Question 

age group 18–34, followed by 13.2% in 35–54, and a small percentage under 
18 or 55+; 46.2% of participants reported working in Computer Science, 4.4% 
in Legal professions, and the remaining 49.5% in unrelated fields. 

– Design Ratings: The design with the highest average rating was ‘Short 
Explanation Next to the Field’ (4.44), followed by ‘Icon Pop-Up Messages’ 
(3.88), then ‘Pop-Up from a Clickable Link’ (3.68), ‘One General Explanation 
for All Fields’ (3.64), and ‘Clickable Link to More Information’ (3.27). 

– Preferred Overall Design: 46.7% selected the ‘Short Explanation Next to 
the Field’ type; 22.2% the ‘Icon Pop-Up Messages’; 13.3% the ‘One General 
Explanation for All Fields’; 10% the ‘Pop-Up from a Clickable Link’; and 7.8% 
the ‘Clickable Link to More Information’. The results reaffirm the importance 
of integrating purpose explanations directly within or next to the relevant 
input fields. 

The two top voted designs were selected for further development in the proto-
typing phase during which we created low-fidelity and high-fidelity prototypes 
using a tablet and stylus, and the open-source software proto.io respectively. 4 

4.2 Creating a Dataset of Processing Purposes Annotations 

We created and validated a dataset of purpose annotation suggestions, with each 
consisting of a set of three short, human-readable descriptions of the potential 
purposes behind the collection of a particular data field. For example, for the 

4 Prototypes can be found at https://drive.google.com/file/d/1B4XYToClfazKiVUIy 
7GYZEX6mb1EUQCu/. 

https://drive.google.com/file/d/1B4XYToClfazKiVUIy7GYZEX6mb1EUQCu/
https://drive.google.com/file/d/1B4XYToClfazKiVUIy7GYZEX6mb1EUQCu/
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personal data field ‘Full Name’, the following purpose descriptions were included: 
‘Used to personalize your account’ ; ‘Required for identification purposes’ ; ‘Helps 
verify identity for legal purposes’. 

The construction of the dataset was grounded in findings from privacy reg-
ulations (such as the GDPR), our prior auditing of the 100 websites, and com-
mon industry practices. The dataset included 20 personal data fields: Full name, 
Email Address, Phone Number, Username, Password, Date of Birth, Gender, 
Address, City, State/Province, Postal code, Country, Profile picture, Security 
question, Company name, Job title, Website URL, Social media links, Newslet-
ter subscription, and Payment information. 

To assess the clarity, appropriateness, and relevance of the proposed process-
ing purposes annotations, aiming to validate our dataset, a survey was designed 
and distributed to two expert groups: web developers and legal experts. These 
participant categories were selected based on their practical and theoretical 
understanding of either web platforms design and implementation, or privacy, 
consent, and data protection regulations. 

Participants were asked to rate each set of personal data field descriptions 
based on three evaluation criteria: 1. Clarity (“How clearly are the purposes 
stated?"); 2. Appropriateness (“Do the purposes align with legal/ethical expec-
tations for this data type?"); 3. Relevance (“Are the purposes directly related 
to the way such data are used in web platforms?"), on a 5-point Likert scale, 
and provide an optional additional textual comment. 

Results. A total of 14 experts completed the survey: 57.1% of respondents were 
from technical fields and 42.9% from law-related fields. Additionally, most partic-
ipants reported at least some familiarity with data privacy and consent practices. 
Specifically, 35.7% identified as “very familiar”, 50% as “somewhat familiar”, and 
14.3% as “not familiar”. Overall, the annotations received consistently high scores 
in clarity and relevance, while appropriateness occasionally showed more varia-
tion - especially among legal respondents. Among all fields, ‘Username’ received 
the highest overall average rating with a score of 4.69, closely followed by ‘Pass-
word’, which achieved an average score of 4.64. Both fields were considered clear, 
appropriate, and relevant by the vast majority of participants. In contrast, the 
‘Email Address’ and ‘Phone Number fields’, received slightly lower or more dis-
persed scores in Appropriateness. This variation may reflect concerns about how 
such data could be used beyond the stated purposes, especially in relation to 
marketing or third-party communication. Several respondents expressed uncer-
tainty about the legal appropriateness of certain annotations (e.g., for phone 
number and email), with comments such as: "I am not sure about appropriate-
ness". Others affirmed the usefulness of the annotations, saying: "Relevant for 
personalization and vital for identification", "If there is need for communication 
with the user it is needed". Based on the results and feedback, enhancements 
were considered for the creation of the final version of the annotation dataset. 5 

5 The final, complete dataset can be found at https://drive.google.com/file/d/1_ 
Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/. 

https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
https://drive.google.com/file/d/1_Ja44QcD_ZIsc_-xsB-yN4zmLeWr_7sP/
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5 A Tool for Automating Purpose Annotations 

We designed and developed a browser-based tool to support privacy-aware web 
form design. The tool aimed to be used directly by web-designers, and at the 
same time to ensure long-term benefits for their website visitors. The tool was 
developed using HTML, CSS, JavaScript, and client-side ZIP handling libraries. 
The tool is based on user-centered UI design, and the purposes dataset. The 
source code is available, 6 and can be run in the browser with no further set-up 
required. 

5.1 Tool Functionality 

The functionality of the tool is as follows: 

1. Website ZIP File Uploading: The user, typically a web developer, is able 
to upload a .zip archive containing a complete HTML/CSS/JavaScript project 
representing a website that includes forms for collecting personal data. 

2. Form Rendering: The tool automatically extracts the contents of the 
uploaded project and renders the website including the HTML form inside 
an embedded iframe, preserving the original website styling and layout. 

3. Annotation Generation and Injection: The tool automatically detects 
common input fields (e.g., name, email, password) and associate them with 
the predefined dataset of privacy annotations, which are injected into the 
rendered form. 

4. Editable Annotation Panel: An interactive table, as presented in Fig. 3, 
allows users to view the auto-detected fields, modify or enter annotations 
manually, and reset annotations to default values. 

5. Annotation Style Selection: Users are able to choose between the two 
annotation styles created during the design stage: (a) Info Icon Pop-up (Fig. 4) 
or (b) Short Description near the field (Fig. 5). The tool renders the form with 
the selected annotation style. 

6. Live Form Preview: Changes to annotation styles or content are reflected 
immediately in the form preview, allowing users to visually assess the impact 
of their selections in real time. 

7. HTML Export Functionality: Users are able to generate and download 
an updated version of the original HTML file with all purpose annotations 
embedded, which they can integrate into their websites. 

5.2 Tool Evaluation 

We conducted an evaluation using the User Experience Questionnaire (UEQ), 7 a 
widely accepted instrument for measuring the perceived user experience of inter-
active systems. The UEQ is designed to capture immediate user impressions of 
6 https://drive.google.com/drive/folders/1a8IJE55X6lNl0Vr6JxOllNBLaht2rSse. 
7 https://www.ueq-online.org/. 

https://www.ueq-online.org/
https://www.ueq-online.org/
https://www.ueq-online.org/
https://www.ueq-online.org/
https://www.ueq-online.org/
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Fig. 3. Editable Annotation Panel 

Fig. 4. Annotation Style (a) Fig. 5. Annotation Style (b) 

a product based on six key dimensions: Attractiveness, Perspicuity, Efficiency, 
Dependability, Stimulation, and Novelty [ 11]. The questionnaire included 3 bio-
graphical questions, and 26 pairs of contrasting attributes rated on a 7-point 
Likert scale as instructed by UEQ. To respond to the questionnaire, participants 
were asked to watch a brief demo video of the Privacy Annotation Tool, which 
provided a detailed overview of its features and usage. 8 We received and analysed 
a total of 43 responses mainly from web developers. 

Results. A total of 42.5% of participants reported being somewhat familiar with 
GDPR, while 12.5% indicated being very familiar. 

Moreover, 53.5% of participants reported being somewhat interested in devel-
oping usable web user interfaces (UIs), while 37.2% indicated being very inter-
ested. Finally, 46.5% of participants reported being very interested in develop-
ing GDPR-compliant and privacy-friendly web user interfaces, while 39.5% were 
somewhat interested. 

Most participants rated the tool positively across key dimensions, with high 
scores for aspects like ease of use, efficiency, and overall satisfaction. The mean 
values for all 26 item pairs from the questionnaire are shown in Fig. 6, with values  
transformed onto a scale from -3 (most negative) to +3 (most positive). Over-
all, the highest ratings were recorded for not understandable/understandable 
(2.3); bad/good (2.3); unfriendly/friendly (2.3); inefficient/efficient (2.3); clut-
tered/organized (2.3), while the lowest scores were observed for dull/creative 
(1.1); conservative/innovative (1.1). 
8 Privacy Annotation Tool Demo Video. Available at: https://www.youtube.com/ 

watch?v=beJNjk7xjfs (accessed May 2025). 

https://www.youtube.com/watch?v=beJNjk7xjfs
https://www.youtube.com/watch?v=beJNjk7xjfs
https://www.youtube.com/watch?v=beJNjk7xjfs
https://www.youtube.com/watch?v=beJNjk7xjfs
https://www.youtube.com/watch?v=beJNjk7xjfs
https://www.youtube.com/watch?v=beJNjk7xjfs
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Fig. 6. UEQ Mean Value per item 

The 26 UEQ items were also grouped into the six UEQ categories to allow 
higher-level analysis and visualized using benchmark-based interpretation as pre-
sented in Fig. 7. Attractiveness (2.1), Efficiency (2.3), and Perspicuity (2.0) were 
rated as Excellent, placing them in the top 10% of all benchmarked tools. Stim-
ulation (2.0) and Dependability (1.7) were considered Good, suggesting above-
average perceived quality. Novelty (1.1) was rated as Above Average, meaning 
users saw the tool as somewhat innovative, though there’s potential for a more 
striking or creative design. These results reflect a generally positive perception 
of the Privacy Annotation Tool across most dimensions. 

6 Conclusions and Future Work 

6.1 Summary 

This work explored the problem of GDPR-compliant transparency and usability 
in personal data collection web forms and proposed a practical, research-driven 
solution: a browser-based privacy annotation tool. The study included a broad 
investigation into how major online platforms communicate data collection pur-
poses. It also presented a user-centered design process to prototype and evaluate 
more transparent form designs, resulting in two preferred annotation styles, and 
introduced a dataset of processing purpose descriptions, validated through feed-
back from legal and technical experts. This dataset was integrated into the tool, 
which was built to automatically detect form fields and allow users to apply, 
edit, and download HTML forms annotated with processing purposes. The tool 
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Fig. 7. UEQ scales overview 

was evaluated through a user experience survey, showing strong usability and 
clarity. 

6.2 Limitations and Discussion 

This works extends usable privacy research, offering actionable, field-level anno-
tations, towards usable and GDPR-compliant data collection in web forms. Our 
work is driven by real-world analysis and user evaluation. While our study pro-
vides a research-based approach, and an easy to employ tool for improving trans-
parency and usability in web forms, we should acknowledge a number of limita-
tions, in order to frame our contribution and guide future directions. 

Evaluation Scope and Depth Limitation. The tool evaluation (Sect. 5.2), the 
dataset validation (Sect. 4.2), and the UI designs rating (Sect. 4.1), even though 
informative and valuable, were based on relatively small and demographically 
skewed samples. A bigger, more distributed demographically sample can improve 
the results of the above surveys. Furthermore, while the tool evaluation showed 
positive results for the under investigation aspects, we did not assess others, 
like user privacy comprehension or changes in user behavior after using purpose 
annotated forms. A future work can address this. 

Dataset Bias and Modifications. The processing purposes annotations dataset 
even though reviewed by both technical and legal experts, may still include 
annotations with subjective interpretations, especially for fields accommodat-
ing multiple purposes like phone number or email address. Annotations may 
vary based on different cases, however the dataset is open to adjustments and 
modifications, while the tool can easily be altered to include a new or modified 
set. 



300 E. Vanezi et al. 

6.3 Future Work 

There are many ways the tool can be improved in the future. One idea is to 
add smart suggestions for the purpose annotations based on AI. It would also be 
helpful to support more languages. Making the tool more accessible, for example, 
easier to use with screen readers, should also be a priority. The tool could also be 
connected to website-building platforms or development tools to make it easier 
to use during design. Testing the results of the tool with website visitors could 
help us understand if the annotations actually helped them. 
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