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Abstract

As a huge number of people use digital tools that store and process
their personal data, the General Data Protection Regulation (GDPR)
was applied in 2018 to protect individuals privacy rights. Among
others, the GDPR mandates that privacy policies must be transpar-
ent and easy to read. Privacy policy documents however remain
long and not user-friendly. In this work we investigate end-users’
perception on GDPR-related privacy policy text. We examine exist-
ing literature on the topic, revealing that no existing approaches
investigated users’ perception in terms of Comprehensibility, Con-
textual Integrity, Contextual Complexity, Contextual Relevance,
Language Difficulty, and Trust. We then ran a survey to study the
aforementioned aspects, and developed OhKéy, a web-based tool for
collecting data about users’ perceptions on various types of online
platform policies. We collected and incorporated real-world web
platforms’ privacy policies, processed thoroughly to include only
content directly related to a set of selected GDPR rights, grouped
their content into small ‘clickable boxes’ based on this context,
and removed any references to organisation or individual names
and other data. Survey participants were asked to assess policy
text using a pre-defined list of six annotation keyword pairs using
a one-to-five color-coded Likert scale rating. We gathered 1098
annotations in total. Towards achieving our overall objectives of
improving usability in privacy policies, we analyzed in depth all
negative annotations, rated with 2 and below. The results showed
a crucial need for enhanced privacy policy representations, which
we envision as future work.
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1 Introduction

GDPR stands for General Data Protection Regulation and is effec-
tive from May 25, 2018. It defines rules regarding personal data
collection, storage, and processing [6]. Privacy policies are written
documents that are made as an agreement between users and plat-
forms on how their data are going to be used, stored, and processed.
This is very important in Software Engineering (SE) since in most
platforms, user registration and therefore user login, are crucial. A
huge number of people use web applications, mobile applications,
and other relevant digital tools that store and process user per-
sonal data to offer their services. According to Statista! there were
5.56 billion internet users worldwide as of February 2025, which
amounted to 67.9 percent of the global population. User registration
often requires the user’s email address, name, surname, and other
information that is considered personal data?.

GDPR mandates that privacy policies must be transparent and
easy to read, since GDPR Article 123 defines the ‘Right to trans-
parent information communication’. Privacy policy documents are,
however, very long and not user-friendly because they contain a lot
of text and information that may confuse the reader or even over-
whelm them [4]. According to [10], only one in four readers goes
through the privacy policy, dedicating about a minute to it. This
is where the notion of usability comes in handy. According to [2]
“usability of a product is a function of the particular user or class
of users being studied, the task they perform, and environment in
which they work”.

In this paper, we examine different aspects regarding users’ per-
ception of privacy policies, including comprehensibility, contextual
integrity, contextual complexity, relevance, language difficulty, and
trust. For this reason, a survey was conducted via a web tool that
we designed and developed for the purpose of this assessment, by
having participants tagging policy text with specific annotation
keywords. More specifically: (1) we designed and developed the
OhKéy tool, a custom web-based tool for our aimed data collec-
tion; (2) we collected and processed a set of privacy policies from 3
large web-based industries (social media, e-commerce, and online
advertising), which we integrated into our tool in clickable boxes
mapped to a selected set of GDPR rights; (3) we extracted a set of
keyword pairs from different literature sources, in order to assess
all perception aspects mentioned above; (4) participants were asked
to tag the policies with the keywords using our tool, collecting

Lhttps://www.statista.com/statistics/617136/digital-population-worldwide/

2 According to the GDPR "personal data are any information which are related to an
identified or identifiable natural person”

3https://gdpr-info.eu/art-12-gdpr/
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a total of 1098 tags; (5) we analysed the collected data to extract
useful results in all aspects of user perception examined.

1.0.1  Methodology. Figure 1 presents the research methodology
we followed to accomplish our study. Initially, we conducted a lit-
erature review to recognize relevant studies and gaps regarding
user-based assessment or automated analysis on privacy policies.
As a second step, we worked on our web-based tool creation, de-

OhKéy Tool
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privacy policies
text collection |

annotation
keywords
establishment

Dissemination
and
Data Collection

Literature
Review

Results
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Figure 1: Research Methodology Followed

scribed in Section 3 in detail. During the tool specification phase,
we identified that the platform should be able to host two kinds of
contents: the real-world privacy policies that participants would
assess (Section 3.1), and the annotation keywords they would use
for the assessment (Section 3.2). Therefore in this step, content
creation was included as two parallel procedures, a key part of the
tool’s development. After that, we proceeded with a two month
dissemination and participants recruitment, followed by the data
collection described in Section 4. Finally our methodology con-
cludes with the analysis of the results, presented in Section 5 and
extraction of conclusions.

1.0.2  Structure. In Section 2, we describe the related work, while in
Section 3 we present the development of the OhKéy tool. In Section 4
we explain how we collected our data, and then in Section 5, we
present the results from the analysis of the data. Finally, in Section 6,
we present a general conclusion and unfold our future work plans
to address them.

2 Related Work

Evaluating Privacy Policies. Several different works have studied
privacy policies, either examining the users’ perspective, under-
standing, or behavior towards them or analyzing by automatic
and manual means the policies text for checking inclusion and
compliance with regulations like the GDPR. In [14], the authors
annotate and evaluate privacy policy statements using the theory
of contextual integrity (CI). They implement a case study using CI
annotations to compare Facebook’s privacy policy before and after
the Cambridge Analytica scandal. They furthermore test the CI an-
notation task on 48 excerpts of privacy policies from 17 companies
with 141 crowd workers. Authors in [18] have analyzed real-life web
platforms’ privacy policies through a tool they developed called
‘CompLicy’. The tool that knows 89 GDPR terms, which the re-
searchers have grouped into seven groups, crawls into a given web
platform, where it tries to find its privacy policy. If the policy page
exists, then it is being parsed by the tool, which identifies the GDPR
terms in it. It then provides results on whether all GDPR terms are,
in fact, mentioned in said policy. Krumay in [7] stresses the need for
a solution to represent privacy policies in a more comprehensive

48

Theophilou et al.

way to all platforms’ end-users. They created a quantitative way of
examining the readability of companies’ privacy policies.

The work in [8] shows an ‘in-depth and at-scale’ assessment
of privacy policies before and after the GDPR. The authors here
have developed a workflow for automated assessment of require-
ments in privacy policies. They also conducted specificity analysis
for assessing transparency in privacy policies. The authors in [17]
investigate compliance checking for privacy policies. They study
using Machine Learning and Natural Language Processing through
an Al-assisted approach for checking whether the classified content
meets the completeness criteria they take into consideration. They
evaluated their approach both experimentally and empirically. The
experimental results were applied in 234 privacy policies and the
empirical results to 24. Their results state precision of 85% and
recall rate of 96%. Lastly, the authors in [9] created a web-based
tool called AutoCompliance. Their goal was to investigate compli-
ance analysis of privacy policies with the GDPR Article 13 (Right to
Information). They developed this with both sentence-classification
and rule-based steps. They examined 304 privacy policies since they
included 36610 of their sentences in their datasets. The rule-based
analysis was conducted to evaluate their usability.

Improving Privacy Policies. Works have also tried to make pri-
vacy policies more usable for the readers, improving different as-
pects. The authors in [4] suggest a publicly available browser ex-
tension called PrivacyCheck v2. By answering 20 questions the tool
automatically summarizes any privacy policy. The questions are
based on the GDPR. It brings awareness to the user for the purpose
of making informed decisions in terms of selecting the services
they use. Reinhardt et al. in [11] raises a huge question in terms
of visualization. Privacy policies are made to enable users make
‘informed decisions’ as mentioned before, on the other hand though,
they lack of usability so users just don’t read them. They also state
that although visualizing the representation of the privacy policies
may be beneficiary, they are not used in practice. So they created
design principles along with a visual interactive privacy policy,
derived from the Privacy Policy Nutrition Label, enhanced with
control features and additional interactive components. Renaud
and Shepherd [12] state that privacy policies should be designed
‘with the needs of the human recipient in mind’ therefore stating
their unusable representation. They investigated ways to achieve
this using a checklist of the GPDR requirements while keeping in
mind the usability guidelines. They then propose a usable GPDR-
compliant privacy policy template. Tesfay et al. in [15] use machine
learning techniques to summarize the long text of privacy policies.
They transform policy text into ‘condensed notes’ using the EU
GDPR criteria. They argue that this would help users in making
informed decisions in the future. In another work of theirs [16],
they implemented a privacy policy summarization tool called Pri-
vacyGuide. This tool is also based on machine learning and natural
language processing. Their results were very positive since they
achieved a weighted average accuracy of 74% in terms of policy con-
tent classification and an accuracy of 90% in terms of the associated
risk level. Chang et al. in [3] proposed an ‘automated privacy policy
extraction system in terms of users’ personal privacy concerns in
different context’. They developed an Android application where
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they evaluated 96 users’ feedback. The experiments conducted in-
volved two different kinds of datasets and after data analysis, the
results were very positive with 0.94 precision and 0.81 accuracy.

Table 1 summarizes all presented works in both categories. The
review revealed that there are many approaches in this field. Al-
though we identified these relevant research perspectives, none
appears to investigate users’ perception of GDPR-related privacy
policy text, as our work suggests. Especially using an interactive
tool to direct them in assessing said text in terms of: Comprehen-
sibility, Contextual Integrity, Contextual Complexity, Contextual
Relevance, Language Difficulty, and Trust.

3 OhKéy Tool

Aiming to assess the specific aspects of users perception on pri-
vacy policies (comprehensibility, contextual integrity, contextual
complexity, contextual relevance, language difficulty and trust), we
developed OhKéy*, a custom made web tool, in which we incorpo-
rated policies and keywords, allowing the users to tag pieces of the
policies associated with GDPR rights, with different keywords, with
each pair of keywords assessing one of the aforementioned aspects.
In the rest of the section, we describe the procedure followed to
design and develop OhKéy, and we present the tool.

Technologies Used. For the implementation of the platform, we
used web technologies, including HTML for the basic structure and
content, CSS for styling with incorporation of Bootstrap library,
JavaScript for client-side scripting, PHP for server-side scripting,
and MySQL to connect with our MariaDB, the relational database.
The tool was hosted on an Apache/2.4.6 web server. For importing
the privacy policies into the database we used Comma-Separated
Values (CSV) file format. Our code is available in our public GitHub
repository °.

Tools Specification. Table 2, presents the tool specification, demon-
strating the need for three main sections, each one with different
characteristics and technical requirements. The specification also
requires the development of two critical procedures needed to pro-
duce the content of the platform comprising the main axis for the
data collection around users’ perception: (i) the privacy policy text
selection, processing, and anonymization, and (ii) the selection and
definition of a set of keyword pairs, the annotation tags. Our objec-
tive is to present the participants with real-world privacy policies
so that they can review and assess actual content. On the other
hand, our study aims to assess specific aspects of user perception
via specific annotation keywords as used in the relevant literature
for similar purposes. Therefore, these two types of content were
crucial to develop and integrate. These two procedures are pre-
sented in Figure 2 and described in more detail in Subsection 3.2
and Subsection 3.1, respectively.

Tool Overview. Following the specifications, the developed tool
has three main pages: The ‘Homepage’, the ‘Survey landing page’,

4"OhKéy" is a portmanteau, i.e., a made-up word, created from the combination of
the words “Okay” (because we are asking the users to evaluate if policies are okay,
from different aspects), and "Key", (because the evaluation is done through tagging of
policies with keywords).

>https://github.com/itheop02/ohKey.git
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and the ‘Annotations landing page’. The homepage provides a de-
scription of the tool and our research purposes and asks for the
user’s consent to participate in this survey. The ‘Survey landing
page’ collects demographical data from the participants. The ‘Anno-
tations landing page’ initiates the annotation process by presenting
the user with three types of online platforms, prompting the user
to choose one for the assessment as can be seen in Figure 3. Subse-
quently, the participant is asked to select one of the three available
policies for the selected platform type (Figure 4). The user is then
led to an interactive interface that allows them to annotate clickable
parts of the policy, with keyword pairs selecting from 1-5 on the
color-coded Likert scale with the ability to also add an accompa-
nying comment. When the user places all the desired tags, they
can submit their assessment. Each submission assesses one privacy
policy. To assess another policy, the participant should repeat the
process by returning to the homepage. This will also require them
to re-submit the demographic data since all answers collected are
anonymous and no session is retained.

3.1 Privacy Policy Text

The first step to selecting the policies to include in our study was
to decide on the types of platforms to assess. According to [5],
the following types of platforms represent a wide scope of online
activities: e-commerce marketplaces, social media platforms, and
online advertising platforms. Since we were trying to cover as much
of that scope as possible, we chose to follow this methodology.
Towards the purposes of our research - to study policies text of
online platforms, the three aforementioned types were included.

For each type of platform, we selected the three most popular
platforms according to statistics published online, and with their
privacy policies text we created three libraries of privacy policies,
one for each type. In total, there are nine real-world privacy policies
in the platform (three in each policy library that corresponds to
one platform type). All policy text included was first anonymized,
removing any names of companies or products. After that, the
anonymized text was split into smaller sections corresponding to a
list of selected GDPR rights as follows: Right to information (GDPR
Articles 13 and 14), Right to erasure (GDPR Article 17), Right to
access (GDPR Article 15), Right to Object (GDPR Article 21), Right
to Rectification (GDPR Article 16), Right to restriction of processing
(GDPR Article 18), and Data Portability (GDPR Article 20). Any
text not related to the above GDPR right was discarded. During
this process we were very mindful that the selected policy text was
stand-alone and independent from any other text in order not to
compromise comprehension. Relevant headings were then placed
to assist participants in distinguishing the different parts of the
policies. The final text was imported into the database (DB) of the
tool via CSV files. Figure 2 visualizes the procedure in detail.

3.2 Annotation Keywords

By studying the literature we identified five different dimensions
of users perception that would fit our study: Comprehensibility, Con-
textual Integrity, Contextual Complexity, Contextual Relevance, and
Language Difficulty. The authors in [14] mention that privacy policy
text can be described as clear, vague, or abstract. Another study [13]
identifies that comprehension could also be expressed in terms of
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Evaluating Policies

Improving Policies

[9], investigates policies compliance
with GDPR Article 13 (Right to Information)
via a web-based tool called AutoCompliance

[4], via a publicly available browser extension
(PrivacyCheck v2) automatically summarizing
any privacy policy

[17], investigates compliance checking using
Machine Learning and Natural Language
Processing

[15], via using machine learning techniques
to summarize the long text of privacy policies.

[8], conducted an assessment of privacy policies
before and after the GDPR via a workflow
for automated assessment of requirements

[16], via implementing a privacy policy
summarization tool (PrivacyGuide) based on
machine learning and natural language
processing.

[7], created a quantitative way of examining
the readability of companies’ privacy policies

[12], via a checklist of the GPDR requirements,
keeping in mind the usability guidelines and a
usable GPDR-compliant privacy policy template

[18], analyzed real-life web platforms privacy policies
through the CompLicy tool in comparison
to 89 GDPR terms

[11], via design principles and a visual interactive
privacy policy enhanced with control features
and additional interactive components

[14], annotate and evaluate privacy policy statements
using the theory of contextual integrity

[3], via an automated privacy policy extraction system
in terms of users personal privacy concerns

Table 1: Summary of Related Work Identified

OhKéy Tool Methodology |

Privacy Policies Content Creation Procedure ‘
1. Platform Types 2. Most Popular = = -
Selection (Literature) |  |Platforms ofeach Type | /'3, gppR N "o R ——
E-commerce E-com1 ... E-com3 ( Related \ (a) Identifiable platform (a) Content Anonymized , GDPR
Social Media Soc-med1. Soc-med3 | |  Content names (b) Headers related and
Online Advertising Onl-adv1 ... Onl-adv3 Extraction (b) Identifiable products Groupped Privacy
_ Policies
A ions Content Creation Procedure
Research on
Comprehensibility .-Y . B
- Types of Annotations @Il matched? Final List of
Description with
common language

Figure 2: Privacy Policies and Annotation Keywords Creation Process

S$1 OhKéy Homepage - Description and Purpose of the tool, Consent
Form for participation in the Data Collection, Start button

$2 Survey Landing page - Collecting demographic data about the
user background

$3 Annotation - User evaluating policies

$3.1 Annotation Landing Page - User selecting the type of policy to
evaluate

$3.2 Policies Library - User selects one out of a set of policies from
the selected type

$3.3 Policy Assessment - Users view the policy text divided into
semantical blocks, and by using an interactive interface, they are able
to tag different blocks of each policy with different keywords.

$3.4 Submission Confirmation - User receives a confirmation
message for the successful submission of their data

Table 2: Tool Specification

N2 A
OhKey
)
AN ANNOTATION TOOL FOR

PRIVA(

EECEIGIE

Select the type of platform of which you will annotate the policy

Social Media
Platforms

Figure 3: Type of Platform

language as plain language, simple language, or easy language. Our
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SRR ACERGIHEHE

Social Media Platform:

Select one social media platform

Platform1 Platform 2 Platform 3

Figure 4: Privacy Library - Social Media platforms

list of annotations, as presented in Table 3, was created by combin-
ing keywords from different literature sources. From the literature,
the following annotations were extracted: clear, vague, abstract,
plain, and simple. Some of them express something positive like
‘clear’, while others express something negative like ‘vague’. Clear,
vague, and simple were counted to our list of keywords, while ab-
stract and plain were omitted as they convey the same meaning as
others (synonyms). We also added a sixth perspective, Trust, using
the keyword trustworthy.

In the literature, we also recognized that usually text analysis is
rated with the Likert scale [1]. Therefore, we had to define pairs
of keywords where the left side of the pair would be the negative
characteristic (most negative = rated with 1), and the right side
of the pair would be the positive characteristic (most positive =
rated with 5). In order to achieve this, for each keyword included
in our annotation set, a matching pair was added. The process is
visually demonstrated in Figure 2. Table 3 also includes details of
what aspect of perception each annotation pair would assess.

4 Data Collection

For our data collection, we targeted the general population with or
without legal or ICT background. The dissemination period was two
months. We encouraged participation through email invitations
and LinkedIn posts. Both methods were accompanied with a very
thorough user manual, the link to the platform, and the survey
requirements. We have sent 40 emails approximately, and we got
1233 post impressions on LinkedIn, where we reached 411 members.
Each participant was asked to evaluate at least one privacy policy
of each type. However, participants were prompted to evaluate as
many policies as possible.

Figure 5 demonstrates the whole flow of the data collection pro-
cess from survey participants. To begin with the survey, users were
asked to press the “Start” button, consenting to the collection of
their anonymised feedback (Figure 6). Subsequently, the following
biographical data were collected for each participant (Figure 7):
age, gender, and whether they have a legal background or not. In
order to move forward the user had to click the “Submit” button,
indicating that their answers are truthful and correct. Then, partic-
ipants were led to the annotation tool homepage, prompting them
to select a type of platform and, subsequently, a specific privacy
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Figure 5: Platform Navigation

ABOUT THE SURVEY

WHY IS THIS

‘WEVALUE YOUR CONSENT

CONSENT FORM

Thank you for considering participating in this survey for collecting the
requirements of the project explained on the previous section.

Figure 6: Platform Home Page - Start of the survey

PLEASE COMPLETE THE FOLLOWING
o \ /
SURVEY
1. Biographical Data

1.1 Age Range *

18-25 v

12 Gender *

Male v

1.3 Do you have a legal background? *

No ~

e
Submit 1

Figure 7: Collecting Participant Demographics

policy to evaluate. Once the selection was confirmed, the policy text
was presented within the interactive annotation tool in separate
clickable boxes for the participants to assess. Participants clicking
on any of the selectable boxes within the policy text, could select
one or more of the annotation keyword pairs (Figure 8) based on
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Annotation Pairs Perception Type Details
. o Users can indicate whether the language is precise and
Ambiguous / Clear | Comprehensibility . s guage 1S pre .
unambiguous or if it leaves room for multiple interpretations
. . Users can state whether the text is informational or not
Vague / Informative | Contextual Integrity

indicating whether there are or not gaps in the explanation.

Complex / Simple Contextual Complexity

This basic pair allows users to rate the complexity of the
language used in the privacy policy.

Verbose / Concise Contextual Relevance

This pair helps in assessing whether the policy is
straightforward and to the point or overly lengthy and
filled with unnecessary detail

Plain Language

Suspicious Trust This pair allows users to rate their trust in how their data is
/ Trustworthy handled based on the policy’s clarity and transparency.

. This pair will be used by the users when they would like
Difficult Language / Language Difficulty to assess whether the language used in the Privacy Policy

is difficult to understand.

Table 3: Established List of Annotations

what they believe match, and for each pair they were asked to select
a number from 1-5 on Likert scale (Figure 9).

Step 1: Select Tags

Select the tags you find relevant
You will rate each selected tag from 1to 5 on the next step

lindicates the tag on the left, and 5 indicates the tag on the right

[Ambiguous / Clear )

Vague / Informative

Complex / Simple

Verbose / Concise

To select multiple tags from the list, press the Control (Ctrl) button of your keyboard continuously.

Figure 8: Multiple Annotations on Policy Text

Step 2: Rate Tags

Ambiguous / Clear

Complex / Simple

Figure 9: Color-coded Likert Scale text annotation rating

Users were able to view the status of their annotation at any time,
as presented in Figure 10. Above each box of text already assessed,
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Suspicious / Trustworthy: 4 | kind of trusting text.

Figure 10: Annotated Policy by user

they could preview all the tags they selected, highlighted with the
Likert scale color code corresponding to the selected number. Next
to that, they could also see their added comment if any. When the
participants concluded with the annotation of the specific policy,
they had to select the “OhKéy!” button to submit it. Participants
were able to repeat the process as many times as desired. At the end
of the data collection, which lasted for 3 weeks, we had gathered a
total of 1098 annotating tags.

5 Results

5.1 Perception Analysis Questions

To study our data towards receiving results, we explored the corre-
lation between the main elements of our study: the privacy policies,
the annotation keywords, the GDPR rights represented, and the
types of online platforms assessed, and by this we extracted a set of
Perception Analysis Questions, as shown in Table 4. While reviewing
the questions, we found the need to define which annotations will
be marked as positive, negative or neutral. Positive annotations
are the ones rated four and five on the Likert scale; neutral annota-
tions are the ones rated as three, and negative annotations are the
ones rated two and one. In order to answer the questions above, an
extensive analysis of the results was conducted. In the following
subsections, only the most important and relevant outcomes are
highlighted and discussed. The complete analysis of the data can
be found in our online space.
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Questions

How many times was each annotation used?
What type of platform was more verbose?
How many tags were used for each policy?
What type of platform was more suspicious?
What is the percentage of neutrals?

What type of platform was more ambiguous?
What is the percentage of positives?

What is the percentage of negatives?

What type of platform was more complex?
What type of platform was more vague?

What type of platform uses the most difficult language?

How many negative annotations were there for vagueness?

How many annotations were annotated as neutral (at 3)?

How many negative annotations were there for verbosity?

How many annotations were annotated at 2 and below for each tag?
How many negative annotations were there for complexity?

How many of each tag were annotated as 4 and above?

How many negative annotations were there for suspiciousness?
How many negative annotations were there for ambiguity?

How many negative annotations were there for language difficulty?

Table 4: Perception Analysis Questions

Demographical Data - Gender

1200 1098

1000 879
w
S 800
Z
c 600
©
k]

400
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B

0 PREFER NOT
ALL MALE FEMALE OTHER TO SAY

W Series1 1098 219 879 0 0

Figure 11: Perception Analysis - Demographic Data

5.2 Results on Demographic Data

The survey was anonymous, although in order to understand the
background of the participants, some demographics were collected
(as explained in previous sections). Firstly, they had to select their
age group, gender and whether they have a legal background. Know-
ing their background will show if privacy policy perception is more
positive if someone has a degree or work experience in the legal
sector. Although not all law degrees study the GDPR, some might
assume that it would be easier for someone with this background
to understand the legal terminology in it.

As shown in Figure 11 above, there were 1098 total annotations
out of which 897 were added by female participants and 219 by male
participants. Out of the 1098 annotations, almost 86% were added by
participants in the age group ‘18-25°, and 14% by participants in the
‘26-40’ age group. From this, we can assume that participants had
a level of experience with online platforms before participating in
our survey since these age groups are considered to be technology
literate. Stating again that all privacy policies in the platforms are
from companies that are well known, so participants may have used
some or even all the platforms of which the privacy policies were
included in the tool. However, due to the anonymization procedure
explained previously, they would not be able to identify any of
them. Finally, all annotations were done by participants with no
legal background.
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Amount of Negatively Annotated Tags

Difficult Language / Plain Language [ R 53
Suspicious /Trustworthy [ NN 112
Verbose / Concise [ I 0
Complex/Simple  [NNNEGNGEGEGNGN 3
Vague/ Informative [ NG 120
Ambiguous/ Clear [ NN 115
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120 140

Difficult
Ambiguous/  Vague/ Complex/Si Verbose/ Suspicious / Language/
Clear Informative mple Concise  Trustworthy Plain
Language
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Figure 12: Perception Analysis - Amount of Negative Anno-
tations

5.3 Results on Negative Assessments per
Annotation Keyword Pair

As mentioned in Section 5.1, negatively annotated tags are the tags
rated by users as ‘2’ or ‘1’ in the Likert scale. Figure 12 shows how
many negative tags there were for each annotation keyword pair.
For example, ‘Vague / Informative = 129’ means that the survey
had 129 blocks of text tagged as ‘Vague’.

From the graph, we can see that the keyword pair with the most
negative annotations is ‘Vague / Informative’, pointing out that
‘Vagueness’ seems to be the biggest problem. After that, the sec-
ond problem seems to be ‘Ambiguity’, and then ‘Suspiciousness’.
Fourth comes ‘Complexity’, fifth “Verbosity’, and last is ‘Language
Difficulty’. Figure 13 describes the percentages of Negatively An-
notated tags. ‘Vagueness’ being 24.25% means that of all negative
annotations, the 24.25% were about ‘Vagueness’.

5.4 Results on Neutral Assessments per
Annotation Keyword Pair

Neutral annotations show uncertainty in perception. So, they are
as important as negative annotations since the general purpose of
privacy policies is to inform and be transparent to the end user.
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Percentage (%) of Negatively annotated tags
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Figure 13: Perception Analysis - Percentage of Negative An-
notations

Many neutral assessments appear for Ambiguity, Suspiciousness,
Vagueness, Complexity, Language difficulty and Verbosity, listed in
descending order of neutrality. Figure 15 presents the percentages
of neutrally Annotated tags. ‘Ambiguity’ being 23.33% means that
of all neutral annotations, the 23.33% were about ‘Ambiguity’.

Amount of Neutral Annotations

Difficult Language / Plain Language I 1

Suspicious /Trustworthy |GGG 101
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Figure 14: Perception Analysis - Amount of Neutral Annota-
tions

5.5 Other General Results

Figure 16 shows that most annotations were done in online advertis-
ing platforms, and this might be due them being lengthier. Figure 17
shows how many annotations were there, in general, for each policy.
The policies below are colour-coded to the corresponding platform
type shown above. Meaning that orange policies are social media
policies, blue is e-commerce, and green is online advertising.
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Percentage (%) of Neutral Annotations
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Figure 15: Perception Analysis - Percentage of Neutral Anno-
tations
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Figure 16: Perception Analysis - Annotations on each type
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Figure 17: Perception Analysis - Annotations on each policy

5.6 Discussion

The examination of privacy policy annotation, in terms of percep-
tion, reveals several key findings. Firstly, the inclusion of a diverse
group of participants across various age demographics ensures a
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comprehensive assessment. Secondly, with a significant number
of annotations (1098), the data pool is extensive, offering rich in-
sights. Thirdly, there seems to be a relatively even distribution of
annotations across different platform types, indicating a balanced
representation. However, the presence of negative annotations high-
lights the urgent need for effective solutions to address perception
challenges. Furthermore, neutral annotations show the significance
of clarity, as perception ideally should not hinge on uncertainty but
rather on clear, binary understanding.

Comparative
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Ambigious / Clear 35.65
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Figure 18: Comparative Table - Perception percentage per
platform type

Some other results were that the most ambiguous, vague, and sus-
picious platform types are social media platforms by 46%, 46.8% and
40.2%, respectively. Also, the most complex and verbose platform
type appears to be online advertising by 50.8% and 50% respec-
tively. Lastly the platform type with the most difficult language was
proven to be e-commerce by 44.6%. This information is presented
in Figure 18 above.

6 Conclusion, Limitations & Future Work

Conclusions. The analysis of privacy policy annotations revealed
key insights in achieving better results in the different aspects.
Annotations are evenly distributed across platform types with neg-
ative annotations indicating the need for effective solutions. Neutral
annotations highlight the importance of clarity in achieving clear
perception. Specific findings show social media platforms as the
most ambiguous, vague, and suspicious, while online advertising
platforms are the most complex and verbose, and e-commerce plat-
forms feature the most difficult language.

Limitations. 86% of users participated in the survey are in the
age group of 18-25 years old. This may result in potential bias in the
results since the specific age group may have different expectations
in terms of readability.

Future Work. Throughout the research it was observed that it
is crucial to find the solution in creating improved policies in terms
of Comprehensibility, Contextual Integrity, Contextual Complex-
ity, Contextual Relevance, Language Difficulty and Trust. From
the literature review we can adopt the idea of different visually
enhanced approaches in doing this. Since usability is a huge aspect
of user experience, combining usability and visualization would be
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the most preferred solution. It is also worth mentioning that the
OhKéy tool can be extended in terms of data collection. We plan on
extending it with additional privacy policies in the Policy Library
in order to assess more user annotations. In addition to that, we
plan on finding more participants in order to include at least the
same number of people of all age groups to reduce the age bias
mentioned above, and also participants with legal background.
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