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[Tepiexopevo AlaAecng

Ekkivnon & Eykaraoraon lNakérwv: grub, yum, apt-get,
port, rom, dpkg, tzdate
Aikruo: iptables/ufw (Uncomplicated Firewall), tcodump,

nmap, netStat, nslookup, ifconfig, time servers timedatect! /
timesyncd, protecting SSH (Fail2Ban)

Ao@aAsia: ssh-keygen/add, openssl, ssh @RaspberryPI,
RSA4096/AES256 and Public/Private Keys, certificates &
Let’s Encrypt, Apache Virtual Hosts Scenario, SCP

Taurornreg: date, $8, SRANDOM, uuidgen, md5sum,
uuencode/uudecode, baseb4

loro¢c/ HTTP oro UNIX: curl, wget, .htaccess, Pushing Data
outside Firewalls
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EKKivhon
Bootloader (grub)

Choose an operating system

Y
N

serial console 115208
Ffdeyfsdal)

nver nt (loader) (on Ffdev/sdaz)

Winddows 3

=
]

Uuntu Linu

lUse the t and + keys to select which entry is highlighted.
Press enter to boot the s cted 05, 'e' to edit the commands
before booting or ‘c' for command-11ine.

A boot loader is a computer program that

loads an operating system or some other
system software for the computer after
completion of the power-on self-tests; it is
the loader for the operating system itself.
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Partitioning / Resizing / Defrag /
Filesystems / Logical Drives

Gﬁarted GUI Command Line

GParted Edit View Device Partition Hel - -
B ; | B /devisda (69864 Gig) ~ | Wl th re S l z e2 f S
\rsda.1 Il $ df -h
~: | > Filesystem Size Used Avail Use% Mounted on
v . | » = | >udev 3.9G 0 3.9G 0% /dev
ffdev:f.s Minimum size: 1 MIB Maximum size: 33 MIB > tmpfs 799M 88M 790M 2% /run
Free space preceding (MiB): |8 2] createas: Primary Partition | 3| > [dev/imapper/AnyplaceDB2--vg-root 51G 21G 28G 44% /
New size (MiB): |33 -! Partition name: > tmpfs 396 O 39G 0% /deV/Shm
Free space following (MIB): |0 | Fle system: | ext4 :: > tmpfs 50M 0 50M 0% /run/lock
i G ' > tmpfs 3.9G 0 3.9G 0% /sys/fs/cgroup
@ cancel ||+ Add > /dev/sda1 472M 467M 0 100% /boot
> tmpfs 799M 0 799M 0% /run/user/1000
:0 operations pending

- GParted is a graphical (plus) front end to $ sudo resize2fs /dev/sdal 450G

thelllbparted library used by the Parted $ sudo shutdown -r now
project. If you want to use the command

line then use parted instead (note: no g in

front of name).
- Parted is the most sophisticated open 4-4

source partition resizer,
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Aoun KataAoywyv MacOS-X

* T[lapadooiakd akoAouBeital n idia gIAocoia Je s srren SN ARS
10 UNIX (xWwpic /proc) st it ik o

2.4 Version 10.2: "Jaguar"

2.5 Version 10.3: "Panther"

2.6 Version 10.4: "Tiger"

2.7 Version 10.5: "Leopard"

2.8 Version 10.6: "Snow Leopard"
2.9 Version 10.7: "Lion"

2.10 Version 10.8: "Mountain Lion"
2.11 Version 10.9: "Mavericks"
2.12 Version 10.10: "Yosemite"
2.13 Version 10.11: "El Capitan"

« A16 TNV €kdoaon Mojave (10.14) n Apple
ePapUOlel TTAEOV DIAUOIPACHO TWV OEQOUEVWV 2
o¢ volumes (System & Data)

— Partition: a logical structure that spans a single disk

2.14 Version 10.12: "Sierra"

2.15 Version 10.13: "High Sierra"
2.16 Version 10.14: "Mojave"
2.17 Version 10.15: "Catalina"
2.18 Version 11: "Big Sur"

— Volume: a logical structure that can span multiple physical disks
— APFS Container: Big Sur’s Partition

macOS | MacOSX

e AuTO yIa va gival To System Immutable

(mounted Read Only) kal va uttapyouv ——

AIyOTEPEC ATTEINEC ATTO KAKOPBOUAO AOYIOUIKO. =
— Apya n Baoikn 1d€a diapépiong Tou Filesystem oT1o .
UNIX evioxuetal!

— YTAapXEl Kal N SuvaTOTATA VIO KPUTTTOYPOPNUEVA = —

Available:

partitions (APFS Encrypted). T
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Aoun KaraAoywv MacOS-X
Data vs System Volumes

/fseventsd Iprivate letc Amp /var

(==) = 2| &)\

macOS Catalina 10.15 Boot Volume Group Layout

lusr /bin  /sbin lopt /System /Applications Nolumes ILibrary /Users Idev Icores
= = = = = (e [ = (o) =

l""'-..
\

=
-
\& : A
Nlusername]  /localized
~ —

N\ y i i i ‘
/localized " /Library ‘ ™ /Macintosh HD I /Guest “,“ ‘
[ \

I 7 i “,\ o ;
p

Istandalone I i H ﬁOST/up BOIth \ ’
= g /
E m'imes ~ - ': o
Ishare i i : IApple/System/ /Shared ]
(= = i [DriverKit ; Library/ =
+ goct Jibexec ; H = PrelinkedKernels | : I
- i = ] i ;
/snmp H ¥ : Vo
(| & ! /Applications o l
: lcups ¥ oA '
/bin o i |
[= ; P B /
Bundled : ]
apps = /
@ = ' H I
dla volume = I C
/Data @ * I = I
= = /CoreServices ‘ o
Data volume = o I
/ ——— —— e mountpoint \ I
I /fseventsd --- /.Spotfight-v1 00 ""Inome - IsW - “ 1.DS_Store \ /" /Caches /Speech \ I
e [=]=) = = @) ) | 7 \ /. ! = 4
o 1 /.Trashes /Assets | /PreinstalledAssets

l /.DocumentRevisions-V100
‘ (==

. Ve

lvol /1.DS_Store /.Volumelcon.icns
= 7 P
1.file

Key:

[ folder

4 symlink

~ file

@ app

& locked down

dashed lines indicate
path hierarchy; solid
lines with arrows are
symbolic links.

Items in red are firmlinked

4 yulclll: '/l/.PKu.:m.wa. /‘sset‘svz IPreinslalIeﬂAssetsVZ T e BT
\ = ) = U l [~ : = mountpgint
\ Linstall : ibili /-PK”_'EI;;‘:‘;:\SOHWare Ct’,fg;:;};zf:,’,e, IS“;:‘(SQ :: sl:lﬁ ':;e on the
\ ’S‘°]£"V1 /.TempRet/:‘eipro'm L I’ Conlenll’lelbraly Il;e.r:;svi:z::l:w are on the
\ \ /stcrle-vz /,OSInstallerNiessages I © iﬂiﬁ;ﬁ?ﬁei‘ﬁ";,ﬁiﬂ"’

(= i versionn 1.0 (release)

\ G ,/ https://eclecticlight.co/2020/06/25/big-surs-signed-

N e -7 system-volume-added-security-protection/
-
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Aoun KataAoywyv MacOS-X

« 2710 Big Sur (11.1) eicayeral Kal n €vvoia Tou Signed
System Volume (SSV).

« KdaBe apyeio o1o Big Sur's System volume €xel kai £va
SHA-256 cryptographic hash 1o o1r0io QUAAyYETAI OTIG
LMETA-TTANPOPOPIEC TOU CUCTAMATOC (seal).

— ETTion¢ eukoAOTEPO patching/updates
* AA\ayec oto SSV artraitouv boot o€ recovery mode

(Cmd+R pe restart) HETA csrutil authenticated-root
Compi9 sable k

mised,w Data Volume
seal

means check

reinstall ‘ '

(CMD-R | csrutil (executable)
reboot)
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[Mapadeiypa (Advanced)
Disabling Quicklook Plugin 100% CPU Issue

S sudo id
uid=0(root) gid=0(wheel) groups=0(wheel),1(daemon),2(kmem),3(sys),4(tty),5(operator),8(procview),
9(procmod),12(everyone),20(staff),29(certusers),61(localaccounts),80(admin),

$ Is —al /System/Library/QuickLook
drwxr-xr-x 3 root wheel 96 Nov 15 06:59 Office.glgenerator
drwxr-xr-x 3 root wheel 96 Nov 15 06:59 Web.qlgenerator

$ sudo mv Web.qlgenerator/ .Web.glgenerator
mv: rename Web.qlgenerator/ to .Web.qlgenerator: Operation not permitted

# Why? Location under SSV that is protected by MacOS so you have to temporarily disable that
# protection so you can disable the plugin.

# Remedy? Power off Mac, Press and hold CMD + R, From Utilities select Terminal:
csrutil disable

reboot

# Next enable root account in macOS (see next slide)

su root (type root password)

# Then from any directory, run this command

mv /System/Library/QuickLook/Web.qlgenerator
/System /Library/QuickLook/.Web.backup

# Do the above again and then type to reverse the SSV disabling
csrutil enable

reboot

Notice: messing with parts of the OS isn't a good idea and can break the OS or render your Mac unbootalal_eg
But if you'want4o disable'QuickLook; the optionts there.

macOS Utlities
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Root Xpnote¢ oto macOS

* [pémrel va €xeTe user (standard
user), admin (Aoyapliaocuog
geykaraotaong) Kai root
(aTTEVEPYOTTOINMEVOC APXIKA)

* To root TTpETTEl VA EvEPYOTTOINOEI
yia ¥pnon tou sudo

* Oa peAeTnOei apyoTepa 10 sudo
— https://www.howtogeek.com/howto/35132/how-to-
enable-the-root-user-in-mac-0s-x/

— https://support.apple.com/quide/directory-
utility/about-the-root-user-dirub32398f1/mac
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Terminal in MacOS Mojave
10.14 or later

@& System Preferences Edit View Window Help Coo = @) Thudi59PM test Q =
: . T — TA

- [ ] Security & Privacy Q | S

O O
osxdaily- =

1s: Mess3 General Privacy

osxdaily- )

< 5 ] Ty
Location Services Allow the apps below to access data like Mail, .
Messages, Safari, Home, Time Machine backups, and =
[ ‘ Contacts certain administrative settings for all users on this Mac.

) cuns | TL; i@j e S N Er— .

U Reminders
| [ ¥ Utilities 3| Q !
& Photos 15 = -
os] Favorites S Maps B Activity Monitor
Camera € Messages @ AirPort Utility
J @ Recents 2
| B Mission Control ™ Audio MIDI Setup
m Microphone 1 @ u /A Applications © News & Bluetooth File Exchange
% Boot Camp Assistant
- I Deskto Notes et
@ Accessibiity | & i 2 Photo Booth % ColorSync Utility
M Documents % Photos B Console
Full Disk Access © Downloads 5% Preview @ Digital Color Meter
@ QuickTime Player & Disk Utility
Locations ) Reminders i Feedback Assistant
A= A —_— & Y . i ¢ Grapher
[l Click the lock to prevent further changes. [_Advanced... | (2) & iCloud Drive g :;ﬁian R Kagohal Acesy
S — @ Network Stickies % Migration Assistant
Tags W stocks = Screenshot Terminal
@ system Preferences ! Script Editor L Application - 10.1 MB
© Red TextEdit = System Information
} > Ve / o —— ©® Orange @ Time Machine (=] Torminal A, Tags Add Tag
\ @ & & ‘ Al Yellow & TinkerTool W VoiceOver Utiiity Created 8/17/18, 5:55 PM
. = = . g Modified 8/17/18,5:55PM |,
® Green
i T
.
- —~

[ Advanced... 1 \:’)

[ﬁ Click the lock to prevent further changes.

- Remember to ALWAYS execute su, sudo scripts in toy user you created
- Users are always non-root
- Set back to defaults when done
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Linux Distributions

« A Linux distribution (often abbreviated as distro) is
an operating system made from a software collection,
which is based upon the Linux kernel and, often,

a package management system.

1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

distribution [
e.g. Debian, Red Hat, SUSE, Mandriva (D' IN(A
debian *
proprietary applications Manuals I i i

i § E {8.q. hdate Reader, graghics driver) i
a g g% LI“ux hm'l suppuﬂ . vS usSE SuSE - SUSE openSUSE

i 55 {ghane slackeare ; n el ff o xS UL L L ]

€ 535 free applications i, ) SUS

f {e4. KDE, OpenOffice, Agache] i

Find Distribution:

S cat /etc/*-release

Find Kernel:
S uname -a
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Finding Distribution / Kernel

$ cat /etc/*-release

CentOS Linux release 7.4.1708 (Core)
NAME="CentOS Linux"

VERSION="7 (Core)"

ID="centos"

ID LIKE="rhel fedora"

VERSION ID="7"

PRETTY NAME="CentOS Linux 7 (Core)"
ANSI COLOR="0;31"

CPE _NAME="cpe:/o:centos:centos:7"
HOME URL="https://www.centos.org/"
BUG_REPORT URL="https://bugs.centos.org/"
CENTOS MANTISBT PROJECT="CentOS-7"
CENTOS MANTISBT PROJECT VERSION="7"
REDHAT SUPPORT PRODUCT="centos"
REDHAT SUPPORT PRODUCT VERSION="7"
CentOS Linux release 7.4.1708 (Core)
CentOS Linux release 7.4.1708 (Core)

Suname -a

Linux bl03wsl 3.10.0-693.5.2.el17.x86 64 #1
x86_ 64 GNU/Linux

Scat /proc/version

Linux version 5.4.0-96-generic (buildd@Igw01-
amd64-051) (gcc version 9.3.0 (Ubuntu 9.3.0-
17ubuntul~20.04)) #109-Ubuntu SMP Wed
Jan 12 16:49:16 UTC 2022

SMP Fri Oct 20 20:32:50 UTC 2017 x86 64 x86 64
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Package Management
(rpm, dpkg, wget)

A) A1ré TTnyaio KWoIKa

— AlaBéoipo otov 1010, CVS, Github, KTA petayAwTTiCeTal ue make n
avTioToixa build automation software (Apache Ant i Maven / JAVA, GNU
Build System / Autotools: Autoconf, Automake, Libtool)

— 2uvnBéoTepo o€ ekdOOEIC un-0ladedopeva UNIX (11.x., HP-UX, AIX) aAA\a
Kal TTahaiotepa oto Linux 3 Linux/Android on ARM, KTA.

— waget [program].tar.gz -> unpack -> ./configure -> make -> make install
— (BAETTe TTOPADEIYUO OTNV ETTOMEVN DIAPAVEIQ)
B) ATTO TTOKETO EYKATAOTAONG:
«2¢ RPM (Rocky, Redhat, Fedora, Suse, Madriva, Oracle Linux, CentOS, Scient.

Linux) e
— Avaktnon RPM (Red Hat Package Manager) ato 1016
— rpm —i installer.rpm # Install o,_

— rpm =V installer.rom # Verify (for conflicts before install) debian

2 ¢ non-RPM Linux Distributions

— Debian Linux: dpkg --install foo_VVV-RRR.deb ."E

— = Slackwere‘Linux:installpkg/[packagename].tgz e
s> Mirrore
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[Mapadeiyua Eykataotaonc Python 3.8
atro [nyaio Kwoika o Raspberry

First install the dependencies needed to build:

— sudo apt-get update; sudo apt-get install -y build-essential tk-dev
libncursesb-dev libncurseswS-dev libreadline6-dev 1libdb5.3-dev libgdbm-
dev libsglite3-dev libssl-dev libbz2-dev libexpatl-dev liblzma-dev
zliblg-dev libffi-dev

Compile (yes... it takes a while)

- wget https://www.python.org/ftp/python/3.8.0/Python-
3.8.0.tar.xz;

— tar xf Python-3.8.0.tar.xz
- cd Python-3.8.0

- ./configure --enable-optimizations --prefix=/usr

— make

Let’s install what was compiled!

— sudo make altinstall

And remove the files you don’t need anymore

- cd .. ; sudo rm -r Python-3.8.0 ; rm Python-3.8.0.tar.xz;
~/ .bashrc;

- # verify python -V 4-16
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Package Management
(yum, apt-get, port)

") ATro BIBAIOBONKEG TTAKETWYV
— RPM Linux: yum search <package>

* yum is wrapper around rpm. Keeps its own database of rpm
files available for your distribution.

— DEBIAN Linux: apt-get search <package>

» On Debian systems, the equivalent repository and dependency-
resolution tools are provided by Apt (apt-get and aptitude).

— MACOSX (Macports Project — requires Xcode/sudo):

e Mactel (X86 64): sudo port search|install
<package>; sudo port select --set python python35
* M-series (arm64). Homebrew
— Uninstall Macports: sudo port -fp uninstall installed
— Install Homebrew (/bin/bash -c¢ "$(curl -fsSL .../install.sh)”
—brew install grep 4-17
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Server Update Routine
(ubuntu example)

 We have to keep our servers updated at all times to get latest security
updates

$ crontab -e

# m h dom mon dow command

0 3 * * * /usr/bin/apt-get update && DEBIAN FRONTEND=noninteractive /usr/bin/apt-get -y
dist-upgrade && /usr/bin/apt-get -y autoremove && /usr/bin/apt-get clean >>
/var/log/apt-cron.log 2>&l

« Some times upgrades break compatibility ® (like the example where
anyplace works with up to MongoDB v5, so we don’t want to upgrade
onwards until software is updated)

« We hold the current version with the below:

ap-1b ucy-certificates $ sudo apt-mark hold \

mongodb-org \

mongodb-org-server \

mongodb-org-shell \

mongodb-org-mongos \

mongodb-org-tools \

mongodb-org-database
mongodb-org set on hold.
mongodb-org-server set on hold.
mongodb-org-shell set on hold.
mongodb-org-mongos set on hold.
mongodb-org-tools set on hold. 4-18
mongodb-org-database set on hold.
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Mirroring YUM Repositories

 How to Setup Local HTTP Yum Repository on
CentOS 77

https://www.tecmint.com/setup-local-http-yum-repository-on-centos-7/

Server

Install Apache, Nginx or other HTTP server

mkdir -p /var/www/html/repos/{base,centosplus,extras,updates}
reposync -g -l -d -m --repoid=base --newest-only --download-
metadata

createrepo -g comps.xml /var/www/html/repos/base/

vim /etc/cron.daily/update-localrepos # cron daily

Client

# vim /etc/yum.repos.d/local-repos.repo # Add new server

— yum repolist all # check if new mirror is ok on client 419
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Time Servers & NTP Port 123

IANA time zone database.
vgate@vgate:~$ date

Thu Oct 24 06:56:47 UTC 2024
vgate@vgate:~$ sudo apt-get update

Reading package lists... Done

vgate@vgate:~S sudo apt-getinstall tzdata
vgate@vgate:~$ sudo dpkg-reconfigure tzdata

Current default time zone: 'Europe/Athens'
Local timeis now: ThuOct24 09:58:24 EEST 2024.
Universal Time isnow: Thu Oct 24 06:58:24 UTC 2024

vgate@vgate:~$ date
Thu Oct 24 09:58:28 EEST 2024

Ubuntu uses timedatectl / timesyncd

vgate@vgate:~$ timedatectl timesync-status

Server: 185.125.190.56 (ntp.ubuntu.com)

Poll interval: 34min 8s (min: 32s; max 34min 8s)

Leap: normal
Version: 4
Stratum: 2

Reference: 11FD1C7B
Precision: 1lus (-25)

Root distance: 930Qus (max: 5s)

0ffset: -1.875ms
Delay: 56.552ms
Jitter: 4.390ms

Packet count: 73

Frequency: +18.293ppm

Package configuration

Configuring tzdata

Please select the city or region corresponding to your

time zone.

Time zone:

Amsterdam
Andorra
Astrakhan
Athens
Belfast
Belgrade
Berlin
Bratislava
Brussels
Bucharest
Budapest
Blsingen
Chisinau
Copenhagen
Dublin
Gibraltar
Guernsey
Helsinki
Isle of Man
Istanbul
Jersey
Kaliningrad
Kirov

Kiev

:

<Cancel>

§

GPS SATELLITE

NTP TIME SERVER

SERVER/
WORKSTATIONS

SWITCH/ROUTER

Port 123

e time.google.com

e time.apple.com

e time.Microsoft.com
e ntp.ubuntu.com

https://gist.github.com/mutin-

sa/eealc396blebl0a2da 1e5i§gq 94b045:
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TeppaTiopog A.2.
EvtoAn shutdown

shutdown -- close down the system at a given time

— The shutdown utility provides an automated shutdown
procedure for super-users to nicely (SIGTERM — Signal #2)
notify users when the system is shutting down.

Sshutdown —-r now
— # Restart System now
Sshutdown —-r +number or yymmddhhmm

— # Restart at specific time
— +number: brings system down in number minutes.

Sshutdown —-h now

— # Halt (Stop) system now (don’t use on VPS as you won'’t have a way to
restart.

* Computer Capacitors (INukvwTég) — small in size - require a few seconds
to discharge, so shutdown —h and counting a few seconds might be the
only way for a true hardware shutdown. A photovoltaic inverter (jumbgj,
capacitor might need’ 15 minutes to fully discharge!


http://images.google.com/imgres?imgurl=http://www.mas.ucy.ac.cy/NEWMAS/images/ucy_logo_clean.png&imgrefurl=http://www.mas.ucy.ac.cy/NEWMAS/images/&h=182&w=185&sz=41&tbnid=zwk0cIvSOnVJ3M:&tbnh=94&tbnw=96&hl=en&start=20&prev=/images%3Fq%3Ducy%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2006-01,GGLG:en%26sa%3DN

Sleep/ Hibernate/ Shutdown

 Hibernate Mode: It writes all active data to the

disk and then switches off the components as if the

computer were fully turned off.

— You can cut the the power of a system in hibernation, since

is powered back on it reads the data from disk and sends
them back to RAM—this process can take few seconds to
minutes. The data is restored to the point at which they
entered hibernation. (good when boarding a plane or
travelling).

— pmset —a hibernatemode 0
 Memory ON, no image on disk # sleep-mode!

— pmset —a hibernatemode 3 (default)
* Image on disk, Memory on => instant boot!
— pmset —a hibernatemode 25 (best for
battery)

* Full Image on disk, ALL Components OFF

Setting Shutdown modes
on MacOSX

it does not pose any risk to your data. Once the computer System —wide power settings:

mset -g

Currently in use:

lidwake
autopoweroff
standbydelayhigh
autopoweroffdelay
standbydelaylow
standby
ttyskeepawake
hibernatemode
powernap
gpuswitch
hibernatefile
highstandbythreshold
womp

displaysleep
networkoversleep
sleep
tcpkeepalive
halfdim

acwake

disksleep

1

1
86400
28800
10800
1

1

25

1

2
/var/vm/sleepimage
50

0

60

0

60

0

1

0

10

4-23
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Sleep/ Hibernate/ Shutdown

 sudo pmset -a tcpkeepalive 0

— Warning: This option disables TCP Keep Setting Shutdown modes
on MacOSX

Alive mechanism when sytem is sleeping. .

System-wide power settings:

This will result in some critical features like wrrenty i use:

lidwake 1

'Find My Mac' not to function properly e 350

autopoweroffdelay 28800

standbydelaylow 10800
* sudo pmset -a womp 0 oy
ermstenode 25
—womp wake on "magic" Ethernet poertsp :

. hibernatefile /var/vm/sleepimage

packet, 1 to enable or O to disable et s
displaysleep 60

networkoversleep 0

¢ M O re : sleep 60

tcpkeepalive 0
halfdim 1

https://en.wikipedia.org/wiki/Pmset =

>

4-24
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Alaxeipion AIKTUOU
ipTables

 EvTtoAn ipTables

— Administration tool for IPv4 packet filtering. Provides means to
setup a “firewall” on UNIX Systems.

— It also allows Network Address Translation (NAT): a way to map
an entire network (or networks) to a single IP address.
- |ptables is used to set up, maintain, and inspect the
tables of IPv4 packet filter rules in the Linux kernel.

« Several different tables may be defined.

— Each table contains a number of built-in chains and may also contain

user-defined chains.
4-25
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Alaxeipion AIKTUOU
ipTables

# Start/Stop/Restart iptables service
+/etc/init.d/iptables start/stop/restart

# LIST all configurations of INPUT chain (initially empty)
esudo iptables -L INPUT

# Adding & Removing Rules:

sudo iptables -D INPUT # DELETE ALL RULES
sudo iptables -L INPUT # LIST ALL RULES
sudo iptables -A INPUT #ADD ALL RULES

4-26
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Protecting Server ipTables

# backup current rules & display on screen
sudo iptables -S | tee ~/.iptables.log.$(date '+%F_%H:%M:%S')

drop all existing rules

sudo iptables -P INPUT DROP
sudo iptables -P FORWARD DROP
sudo iptables -P OUTPUT DROP

H H* HF

# http and https traffic - remember to enable apached

Final Check!

$ nmap -P0 dmslv100.in.cs.ucy.ac.cy

Starting Nmap 7.80 ( https://nmap.org) at 2024-10-21 10:13 UTC
Nmap scan report for dmslv100.in.cs.ucy.ac.cy (10.16.20.13)
Host is up (0.00055s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443 /tcp closed https

8888/tcp closed sun-answerbook

Nmap done: 1 IP address (1 host up) scanned in 6.08 seconds

sudo iptables -A INPUT -i eth0O -p tcp --dport 80 -m state --state NEW,ESTABLISHED -j

ACCEPT

sudo iptables -A OUTPUT -o eth0 -p tcp --sport 80 -m state --state ESTABLISHED -j ACCEPT
sudo iptables -A INPUT -i eth0O -p tcp --dport 443 -m state --state NEW, ESTABLISHED -7

ACCEPT

sudo iptables -A OUTPUT -o eth0O -p tcp —--sport 443 -m state --state ESTABLISHED -j

ACCEPT

# custom server, e.g., Jupyter Notebook Single User Server

sudo iptables -A INPUT -i eth0O -p tcp --dport 8888 -m state --state NEW, ESTABLISHED -7

ACCEPT

sudo iptables -A OUTPUT -o eth0 -p tcp --sport 8888 -m state --state ESTABLISHED -j

ACCEPT

# ssh

sudo iptables -A INPUT -p tcp -m tcp --dport 22 -j ACCEPT

sudo iptables;-A OUTRUT, , =p, tcp,7~sport 22 -m,state rrstate ESTABLISHED -+ ACCEPT 4-27

4 11+ Final vriilea
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Protecting SSHD / Fail2Ban

« A) Change Default port from 22 to some number >1024 (now only

nmap can find that ssh is enabled

— sudo nano /etc/ssh/sshd_config ssh -l name
— sudo ufw allow 11111/tcp
— sudo ufw deny 22/tcp # ufw (uncomplicated firewal, ... ... s contio.are.cont
— sudo ufw reload e
— sudo ufw enable; sudo ufw status;

sudo shutdown —r now

 B) Enable Fail2Ban: scans log files like /var/log/auth.log and bans
IP addresses conducting too many failed login attempts. It does this
by updating system firewall (e.g., banning for 10 min the user)

sudo apt update
Finding Attacks!
grep sshd.\*Failed /var/log/auth.log | grep "Oct 22" | head

server.name -p 11111

- sudo apt install fail2ban

- systemctl status fail2ban.service
- cd /etc/fail2ban

— sudo cp jail.conf jail.local

- sudo systemctl restart fail2ban.service

sudo systemctl status fail2ban.service

. C) Enable WireGuard: lightweight Virtual Prlvate Network (VPN)
that supports IPv4 and IPv6 connections In front of ssh.

— More: httos://www.digitalocean.c:om/communitv/tutorials/how—to-orotect—ssh—W|"tf12—8
fail2ban-on-ubuntu-20-04
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Alaxeipion AIKTUOU
TCPDump

* tcpdump is a common packet analyzer that runs under
the command line.

— It allows the user to display TCP/IP and other packets being
transmitted or received over a network to which the computer is
attached.

« tcpdump uses the libpcap library to capture packets

« Libpcap is also used in Wireshark (prior Ethereal)
— The port of tcpdump for Windows 7

« Requires root access to install -
it, as it is installed libpcap is
installed very low in the OS
stack (kernel).

o @ . A ; all 1L
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Alaxeipion AIKTUouU
Tcpdump Example

$ ifconfig | head
eth2 Link encap:Ethernet HWaddr 52:54:00:7B:CA:99
inet addr:10.16.1.101 Bcast:10.16.1.127 Mask:255.255.255.224
inet6 addr: fe80::5054:ff:fe7b:ca%99/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:214252728 errors:0 dropped:0 overruns:0 frame:0
TX packets:148649576 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:156620098878 (145.8 GiB) TX bytes:93799079896 (87.3 GiB)

lo Link encap:Local Loopback

Receive packets flows on a particular port using tcpdump port
$ tcpdump -i ethO port 22

19:44:44.934459 IP valh4.lell.net.ssh > zz.domain.innetbcp.net.63897: P
18932:19096(164) ack 105 win 71 19:44:44.934533 IP valh4d4.lell.net.ssh >
zz.domain.innetbcp.net.63897: P 19096:19260(164) ack 105 win 71
19:44:44.934612 IP valhd.lell.net.ssh > zz.domain.innetbcp.net.63897: P
19260:19424 (164) ack 105 win 71

# Capture packets for particular destination IP and Port
Stcpdump -w xpackets.pcap -i. ethO dst 10.181.140.216 and port. 22 4-30
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Alaxeipion AIKTuou
nMap Port Scanner

—

- Nmap is a security scanner I I Iap

Most well known port scanner on Unix. https://zmap.io/ aster Nmap: With

a 10gigEconnectionand ZMapcan

 Features: scan the IPv4 address space in 5

minutes.!

Host discovery — Identifying hosts on a network. (e.g., listing the
hosts that respond to TCP and/or ICMP requests or have a
particular port open.

Port scanning — Enumerating the open ports on target hosts.

Version detection — Interrogating network services on remote
devices to determine application name and version number.

OS detection — Determining the operating system and hardware
characteristics of network devices.

 Usage:

Auditing, Find and exploit vulnerabilities, Generating traffic to
hosts on a network, Network inventory, network mapping,
maintenance'and 'asset' management.
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Alaxeipion AIKTUOU
Nmap Example

$ nmap WWw.CS.ucy.ac.cy

Starting Nmap 5.21 ( http://nmap.org ) at 2016-02-11 22:06 EET
Nmap scan report for www.cs.ucy.ac.cy (194.42.17.135)

Host is up (0.00092s latency).

rDNS record for 194.42.17.135: clio.cs.ucy.ac.cy

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tcp open http

3128/tcp open squid-http

8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 6.12 seconds
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Alaxeipion AIKTUOU
Ping (Host Latency)

Ping is a computer network administration software
utility used to test the reachability of a host on an Internet
Protocol (IP) network and to measure the round-trip

time for messages sent from the originating host to a
destination computer and back.

A host might not respond to ICMP (ping) messages!
— ICMP is a subprotocol of IP.

Example:

$ ping www
PING clio.cs.ucy.ac.cy (194.42.17.135) 56(84) bytes of data.

64

64

64

bytes from clio.cs.ucy.ac.cy (194.42.17.135): icmp seg=1l ttl=64
time=0.883 ms
bytes from clio.cs.ucy.ac.cy (194.42.17.135): icmp seg=2 ttl=64
time=0.942 ms
bytes from clio.cs.ucy.ac.cy (194.42.17.135): icmp seqg=3 ttlzg4
time=0.873 'ms
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Alaxeipion AIKTUOU
Traceroute (Path Latency)

traceroute is a computer network diagnostic tool for
displaying the route (path) and measuring transit delays
of packets across an Internet Protocol (IP) network.

Quite similar to ping, but shows intermediate routers that
respond to traceroute requests.

Example:

traceroute www.Ccs.ucr.edu

traceroute to thoth.cs.ucr.edu (169.235.30.15),

packets

1 10.16.16.254 (10.16.16.254) 1.720 ms

three round trip times in milliseconds.

cs-sw/.cs.ucy.ac.cy (194.42.17.65) 1.128 ms

194.42.0.139 (194.42.0.139) 1.046 ms

194.42.0.42 (194.42.0.42) 1.260 ms 1.109 ms

82.116.192.190 (82.116.192.190)

cynet-apZ2.mxl.fra.de.geant.net

58 .739 ;ms

2
3
4
5 1ip6.vegaZ2.ucy.ac.cy (194.42.13.150) 1.300 ms
6
7
8

1.182 ms

64 hops max,

1.144 ms

0.8306 ms O
1.001 ms

1.012 ms

1.055 ms
1.370 ms

1.335 ms 1.577 ms 1.4¢6

(62.40.124.149)

58.767 ms

52 byte

. 778 ms

1.328 ms
3 ms

58.830 ms
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Alaxeipion AIKTuou
netStat (Network Statistics)

* netstat (network statistics) is a command-line tool that
displays network connections for the Transmission

Control Protocol (both incoming and outgoing), routing

tables, and a number of network interface (network

interface controller or software-defined network interface)

and network protocol statistics

« Example:
S netstat

tcpd
tcpd
tcpd
tcp4
tcpd
tcp4
tcp4
tcpé

w
O P O O O O o O

O O O O O o o o

cs

cCs

Cs

Cs.

cCs

Ccs

Ccs

CcsSs

.in.
.in.
.in.
in.
.in.
.in.
.in.

.in.

CSs

Cs

Cs

Cs.

Cs

Ccs

Ccs

CS

.ucy.
.ucy.
.ucy.
ucy.
.ucy.
.ucy.
.ucy.

.ucy.

49526
49515
49506
49473
49471
49379
49373
49230

ec2-52-185-66.https CLOSE WAIT
wk-in-f94..https ESTABLISHED
theano.cs.ucy.ac.imap ESTABLISHED
ec2-52-2-24 .https CLOSE WAIT
17.172.232.9.5223 ESTABLISHED
17.110.225.84.5223 ESTABLISHED
45.58.74.129.https CLOSE WAIT
theano.cs.ucy.ac.imap ESTABLISHED
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Alaxeipion AIKTuou
Nslookup (DNS Resolution)

 nslookup is a network administration command-line tool
available for many computer operating systems for
querying the Domain Name System (DNS) to
obtain domain name or |IP address mapping or for any
other specific DNS record.
Example:

$ nslookup www.google.com
$ nslookup www.google.com
Server: 10.16.1.118
Address: 10.16.1.118#53

Non-authoritative answer:
Name: www.google.com
Address: 74.125.206.147
Name: www.google.com
Address: 74.125.206.106
Name: www.google.com
Address: 74.125.206.105
Name {]/www.googlevoom
Address: 74.125.206.104
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Alaxeipion AIKTUOU
(Ifconfig - Network Settings)

ifconfig is a system administration utility in Unix-
like operating systems for network
interface configuration. (Windows: ipconfig /all)

Example:
$ ifconfig

flags=8863<UP, BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST> mtu 1500
options=4<VLAN MTU>
ether 10:9a3:dd:42:59:19
inet6 fe80::12%a:ddff:fe42:5919%en2 prefixlen 64 scopeid 0x4
inet 10.16.16.188 netmask Oxffffff00 broadcast 10.16.16.255
nd6 options=1<PERFORMNUD>
media: autoselect (100baseTX <full-duplex, flow-control>)

status: active

flags=8863<UP, BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST> mtu 1500
ether a8:66:7£:29:09:27

inet6 fe80::2a66:7fff:fe29:927%en0 prefixlen 64 scopeid 0x5

inet 10.16.4.248 netmask Oxfffffe0O0 broadcast 10.16.5.255

nd6 options=1<PERFORMNUD>

media: autoselect

status: active
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Public/Private RSA Keys
(used for SSH)

« Generate Keys on SERVER *AES. The Advanted
Encryption Standard

(AES) is the trusted
S chmod 700 ~/.ssh; ecd ~/.ssh standard algorithm u

by the United States

$ SSh'keygen -t rsa -b 4096 | SSh'keygen -t ed25519 government, as well

other organizations.

$ mkdir -p ~/.ssh # if not already created

# Generate rsa|dsa key

— Enter file in which to save the key (lhome/user/.sshl/id_rsa): :;gile DES. ...
— Enter passphrase (empty for no passphrase): Enter same passphrase again: T

— Your identification has been saved in /Thome/user/.sshlid_rsa. *Blowfish. ...
— Your public key has been saved in lhome/user/.ssh/id_rsa.pub. e Twofish. ...

cat ~/.ssh/id rsa server.pub >> ~/.ssh/authorized keys; Chmé'?;ﬁ)!gtosgamlr—Adler

~/ .ssh/authorized keys

B) REMOVE private from SERVER and load to PC ~/.ssh/id_rsa_serverAt
C) Test Connection:

° INTERACTIVELY: ssh-i ~/.ssh/id_rsa_ecocharge ecocharge@ecochargeplus.cs.ucy.ac.cy -p 23
« KEYCHAIN: $ssh-add -K ~/.ssh/id-rsa

- Somewhat outdated .. on macOS --apple-use-keychain and --apple-load-keychain
More Troubleshooting!

$ssh —vvv -1 <user> <host> # 3 levels of verbose / debugging -v, -vv,
1: different' Togin-name

“UVhiag

* k%
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Public/Private Script (CLIENT side)

#!/usr/bin/env bash

set -e

KEY_DIR="SHOME/.ssh"

echo "======================================

echo ”::::::::::::::::::::::::::::::::::::::

# Ask for remote server first
read -p "Enter remote server (user@host): " REMOTE

if [-z"SREMOTE" ]; then
echo " Remote server is required."
exit 1

fi

# Remove everything up to and including the first @.

REMOTE_HOST="S{REMOTE#*@}" # dzeina@ada...cy
# turn a full hosthame into a short hostname.

REMOTE_HOST="S{REMOTE_HOST%%.*}" # ada
#id rsa_ada
RSA_KEY="SKEY_DIR/id_rsa_S{REMOTE_HOST}”
echo ""

echo "Remote host detected: SREMOTE_HOST"
echo "Key file will be: SRSA_KEY"

repare .ssh
mkdir -p "SKEY_DIR"
chmod 700 "SKEY_DIR"

# Generate key
if [-f "SRSA_KEY" ]; then

echo " /\ RSA key already exists: SRSA_KEY"

else

echo "===> Generating RSA 4096-bit SSH key...

ssh-keygen -t rsa -b 4096 \
f "$SRSA_KEY" \

-C "S(whoami)@S{REMOTE_HOST}-S(date

+%Y%m%d)"
fi
echo ""

echo "===> Copying key to SREMOTE ..
ssh-copy-id -i "SRSA_KEY.pub" "SREMOTE"
echo ""

echo "===>Test connection:"
echo "ssh -i SRSA_KEY SREMOTE"
echo ""

echo " Done."
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Disable PasswordAuthentication

(replace with Public/Private)
The problem: cat /var/log/auth.log

Oct 19 13:03:52 ap-lb sshd[1095101]: Failed password for invalid user ohh from 117.176.131.211 port 33270
ssh2

. Oct 19 13:03:53 ap-lb sshd[1095101]: Connection closed by invalid user ohh 117.176.131.211 port 33270
[preauth]

. Oct 19 13:04:07 ap-lb sshd[1095104]: Invalid user cpanelsolr from 117.176.131.211 port 34084

Solution:

sudo nano /etc/ssh/sshd config rortes

# Close SSH (22) firewall
ufw delete allow 22/tcp

PubkeyAuthentication yes ufw deny 22/tcp

PasswordAuthentication no

. # Open Telnet (23)
sudo service ssh restart ufw allow 23/tcp

sudo systemctl restart sshd # Show final status

ufw status

Mac:$ ssh -1 anyplce ap.cs.ucy.ac.cy -p 23

anyplcelap.cs.ucy.ac.cy: Permission denied, (publickey). 4-42
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Public/Private RSA Keys
(~/.ssh/known_hosts)

When we connect to some node, we are requested to
validate its authenticity. The given is recorded in the

known_hosts file.

S ssh bl03ws6

The authenticity of host 'bl103ws6 (10.16.6.243)' can't be established.
RSA key fingerprint is 01:9a:eb:42:02:ca:bd:cc:c0:c3:58:2c:49:85:45:e4.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'bl03ws6,10.16.6.243"'" (RSA) to the list of known
hosts.

$tail ~/.ssh/known hosts

bl103ws6,10.16.6.243 ssh-rsa
AAAAAABIWAAAQEAtrjdSBK4Q60/7PtKRfotLLrxngWG1QAMgLPtQFUZhVO8fdQJIANS4BOANYP 9A
AVMPGMES8tz1KoOhIm9FkNFm5jDoXa3NkiUC/wbcga8IwrW4kAI 61m4 PMpMYVDpPGk9/QvgzzBYK
cAvUHMMy f zZHVWg2AQRHVcaeFafQEL9s343mUH1BhVe...

Why? If some attacker masquerates that IP/node, we will know as the

RSA key fingerprint of the attacker won’t match 443
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AES256 Symmetric Cryptography

« AES128/256 (Advanced Encryption Standard with 256-

bit key) is a widely used encryption algorithm designed
to protect data through symmetric key cryptography.

— AES-256 is not considered fully "quantum-proof,” but the closest!
* Not used as substitute to asymmetric RSA

Public/Private Cryptography, rather complementary used
to stronger local encryption of private key

RSA 4096 E j AES 256 Key
_Um AES 256 Encryption \
\>(usmg passphrase) Possible, but worse as

> openssl rsa -in private key.pem -aes256 -out

encrypted private key.pem leaked key on server
Enter PEM pass phrase: Verifying - Enter PEM pass phrase: compromisea
> Similar idea/with’ EllipticcCurves:

openssl ec -in encrypted_ec_private_key.pem -out decrypted_ec_private_key.pem communication
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Generating Strong Passwords

Many users rely on the generation of STRONG
passwords from public websites.

This is dangerous as those passwords might be logged
iInto databases exploited later by hackers ...

Use the safe way (generate on your own system):
- Why 67 M. ire 8ch t L
s openssl rand —base6d 6 L o

ZP909%rBIT algorithm.

The above command will generate a 6 byte random value
encoded with base64.

You can count the number of characters in the above random value
by decoding it using command

— echo "ZP909rRI" | baseocd -d | wc -c ©
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[TIoTOTTOINTIKO ACQAAEIAC
(Certificates / openssl)

« 21nv KpuTtrtoypaepia, eva public key certificate, yvwoTo
wc¢ digital certificate r) identity certificate, civai Eva
NAEKTPOVIKO APXEIO TO OTTOIO XPNCIMOTIOIEITAI YIA TO
ownership (101okTnoia) evoc public key.

— OpenSSL TTePIEXEI MIO QVOIKTOU TTNyaiou UAOTTOINOT TWV
TTPWTOKOAAWY SSL kai TLS (kpuTrtoypagnuévn €TTIKOIVWViIa
METACU OIAOIKTUAKWY KOUBwWV)

— MNapddeiypa E¢Etaong certificate : openssl s client -
showcerts -connect www.cCcs.ucy.ac.cy:443

— Anuioupyia Tou diIkou oag Certificate & EykatdoTtaon oto Server

0aG: 2UVNBWC £XEl KATTOIO KOOTOC EPOCOV ATTAITEI KATTOIO YVWOTO
Certification Authority.

— To hitps://letsencrypt.org/ oag divel Tn duvaToTNTA VA
dnuIoupynoete dwpedv — PAETTE vgate case and certificate chains
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Let’'s Encrypt Certificate

Step 1 — Installing Certbot
— sudo apt install certbot python3-certbot-apache

Step 2 — Checking your Apache Virtual Host Configuration
— sudo nano /etc/apache2/sites-available/your_domain.conf
— sudo apache2ctl configtest ¢ oo @ mm——— A D @
— sudo systemctl reload apache2 s K

Step 3 — Allowing HTTPS Through the Firewall

— sudo ufw status
— sudo ufw allow 'Apache Full'
— sudo ufw delete allow 'Apache’

Step 4 — Obtaining an SSL Certificate

— sudo certbot —apache

—  Which names would you like to activate HTTPSfor? - = - = == == - = cc c e o e e e e e e e e e e e o - 1:
your_domain 2: www.your_domain

— Please choose whether or not to redirect HTTP traffic to HTTPS, choose 2: Redirect - Make all requests redirect to
secure HTTPS access. Choose this for

Step 5 — Verifying Certbot Auto-Renewal
— sudo certbot renew --dry-run

—£ rhttps1/wwwdigitalocean com/community tutofsials/ how-to-secure—apache—witH‘—ﬂ—
s-encrypt-on-ubuntu-20-04

T 2024
teboul
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Apache Virtual Host with

Certificate Scenario
« Two Web Portals with 1 Server Scenario

/etc/apache2/sites-enabled/vgate.cloud.conf
sudo apache2ctl configtest
sudo service apache?2 restart

# I 08:16.... 0
<\ﬁr;uaIHost 143.42.58.208> nim'HI ooy ° BTG 3004
erverName vgate.cloud gL 108:16 0 0 o a oo tnised Wo s
ServerAdmin vgate @vgate.cloud
DocumentRoot /var/www/html Conforence ,.mshiBHBWLIYL?,.ZZWigjim hoase ey <VirtualHost vgate.cs.ucy.ac.cy:80>
Redirect permanent / https://vgate.cloud/ e ServerName vgate.cs.ucy.ac.cy
ErrorLog ${APACHE_LOG_DIR}/error.log ServerAdmin vgate@vgate.cloud

CustomLog S{APACHE_LOG_DIR}/access.log combined e BT [T DocumentRoot /var/www/html
</v\-/|:tual||:|oit> te I d 80 Paestum, Italy (Hybrid)! 2024 ReWriteEngine On - = -
<VirtualHost vgate.cloud:80> RewriteCond %{SERVER_NAME } =vgate.cs.ucy.ac.cy

ServerName vgate.cloud . ) _
ServerAdmin vgate @vgate.cloud RewriteRule * https://%{SERVER_NAME}%{REQUEST_URI} [END, NE,R=permanent]

DocumentRoot /var/www/html s ErrorLog S{APACHE_LOG_DIR}/error.log

RewriteEngine on CustomLog S{APACHE_LOG_DIR}/access.log combined
RewriteCond %{SERVER_NAME} =vgate.cloud </VirtualHost>

RewriteRule * https://%{SERVER_NAME }%{REQUEST_URI} [END,NE,R=permanent] <VirtualHost vgate.cs.ucy.ac.cy:443>

ErrorLog S{APACHE_LOG_DIR}/error.log

Customlog S{APACHE_LOG_DIR}/access.log combined
</VirtualHost>
<VirtualHost vgate.cloud:443>

ServerName vgate.cs.ucy.ac.cy
ServerAdmin vgate@vgate.cloud
DocumentRoot /var/www/html

ServerName vgate.doud Rediret?t permanent / https://vgate.cloud/
ServerAdmin vgate @vgate.cloud SSLEngine on
DocumentRoot /var/www/html| SSLProtocol all -SSLv2 -SSLv3 -TLSv1 -TLSv1.1
SSLEngine on SSLHonorCipherOrder on
SSLProtocol all -SSLv2 -SSLv3 -TLSv1 -TLSv1.1 SSLCipherSuite
SSLHonorCipherOrder on ECDH+AESGCM:ECDH+CHACHA 20: DH+AESGCM: ECDH+AE S2 56:DH+AES256:ECDH+AES

SSLCipherSuite

128:DH+AES:RSA+AE SGCM: RSA+AES:laNULL: IMD5: IDSS:!AESCCM
ECDH+AESGCM:ECDH+CHACHA20:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES 1

28:DH+AES:RSA+AESGCM:RSA+AES:!aNU LL:!MD5:!DSS: IAESCCM SSLCert!f!cateFlle /.etc/letsencrypt/l|ve/Ygate.cs.ucy.ac.cy/cert.p&?m
ssLCertificateFile /etc/letsencrypt/live/vgate.cloud/cert. pem SSLCert!f!cateKeylFlle. /etc/letsencrypt/l|v§/vgate.cs.ucy.ac.cy/pr|vk.ey.pem
ssLCertificateKeyFile SSLCertificateChainFile /etc/letsencrypt/live/vgate.cs.ucy.ac.cy/chain.pem
/etc/letsencrypt/live/vgate.cloud/privkey.pem ErrorLog ${APACHE_LOG_DIR}/error.log
SSLCertificateChainFile CustomLog S{APACHE_LOG_DIR}/access.log combined
/etc/letsencrypt/live/vgate cloud/chain.pem </VirtualHost>
Errorlog ${APACHE_LOG_DIR}/error.log 4-48

CustomLog ${APACHE (LOG| DIR}/accéss.log/combined
</VirtualHost>
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Secure File Transfer (SCP)

» scp copies files between hosts on a network.

— It uses ssh for data transfer, and uses the same
authentication and provides the same security as ssh.
« Many protocols for File Transfer => the older
were not unecrypted, but the newer introduced
encryption.

— e.g., FTP evolved to i) FTP-SSL (FTPS); ii)) SSH FTP
(SFTP); iii) FTP over SSH (i.e., tunneling FTP
through an SSH connection - see next slide)

— FTP originally had two channels (authentication and
data transfer): encryption can apply to either channel
or.both. 4-49
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Secure File Transfer (SCP)

* Here we focus on a single tool, i.e., scp,
similar concepts with other tools as well.

— Transfer Data from Production to
Development server:

* scp
anyplacelap.cs.ucy.ac.cy:/home/anyplace/anyplace v
3/floor plans.tar.gz
/home/anyplace/anyplace v3/floor plans.tar.gz

— Having the public/private key in place will circumvent
the requirement of giving user/pass each time

4-50
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SSH Port Forwarding
(SSH Tunelling)

SSH port forwarding is a mechanism in SSH for
tunneling application ports from the client machine to the
server machine, or vice versa.

Usage:

— Adding encryption to legacy applications e.g., you have a
proprietary protocol that is not encrypted => you tunnel it over
SSH to make it secure from eavesdropping!

— Opening backdoors into the internal network from their home
machines. (Dangerous as we bypass the Firewall)

| ¥ o

How it works: 3

— the SSH client listens for connections on a configured port, and

when it receives a connection, it tunnels the connection to
an SSH server

4-51
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SSH Tunneling Example
(Jump Server)

* Creating a Jump Server

— E.g., CryptoAuditor can act as a jump server, record all sessions,
and pass session contents to analytics for early warning of
suspicious activity.

—ssh -L 127.0.0.1:80:web.example.com:80
jumpserver.example.com

— (only local web service 1s permitted to

be forwarded to jumpserver — no external
traffic)

— More:
https://www.ssh.com/ssh/tunneling/example
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Raspberry Pl SSH Server

. (11 b} ()7l » Computer » bootF) » =T P
 Add file named “ssh” to I

Favorites Name Date modified Type
S D C a rd I Desktop 8 foup_db.dat 1 M
- Microbuilder B fiwp xcat 172
Library : issue.bxt 5 A AM
Recent Places kemelimg 20171 (" ¢ File 42

& Downloads kemel7.img 201 A
. L LICENCE.broadcom 11/18/2015 M
- Libraries : i
Feting-Libray LICENSE.oracle 1711:45
start.elf 20172

“ uyy 3 Dropbox (adafruit) stat cdef . o : ) i " E

. 43 Dropbox (Personal) il ; Y S o
start x.elf 1 T207PM  ELFFile 48KB

shared - " .

stats.py

Common

FPREEMPT Thu

* From there it is all
UNIX!

» Just type sudo raspi-
config
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Timestamp ldentifier

 Many times we need to create an identifier

(unique name) for separating data.
Use the machine clock time.

— Time since 1/1/1970 (epoch time). UNIX time!

— Initially this time was since 1971-1-1.

— A 32-bit signed integer using 1970-1-1 as its epoch can

represent dates up to 2038-1-19.

$ date +"%s” #seconds
1457034425
Sdate +%s%m #milliseconds
145703476903

Nanoseconds is not available on all UNIXes
(ada)$ date +%s%N #nanoseconds
1457034579278836206

date +"%Y%m%d_%H%M%S"
20180921_160726

Timestamp to Date:
Linux:

date -d @1267619929
MacOSX:

date -r 1267619929

>> Sat Apr 30 06:32:13

CET 48631
4-55
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Other Identifiers

Process Identifier:
— $ echo $% => 28835

Random ldentifier
— $ echo SRANDOM => 23953

Hostname ldentifier
— $echo $HOSTNAME => ada.in.cs.ucy.ac.cy

Print Sequences of Numbers
— seq —-f "testsg" 8 10

e test8
e test9

e testlO
4-56
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Cryptographic Identifier
(uuid RFC4122)

« The RFC4122 UUID standard generates a 128-bit
Unique Identifier that is unique in space and time.

 The Result is usually printed in Hexadecimal format
with or without dashes.

« $uuidgen

— E.g., EEF45689-BBE5-4FB6-9E80-41B78F6578E2
« $cat /proc/sys/kernellrandom/uuid
— d6aa801c-6¢cd5-4c90-b16a-aacaleeaelec

« $dbus-uuidgen #dbus package on Debian
— 52195bef65c5faabbea13b4c0000b443

4-57


http://images.google.com/imgres?imgurl=http://www.mas.ucy.ac.cy/NEWMAS/images/ucy_logo_clean.png&imgrefurl=http://www.mas.ucy.ac.cy/NEWMAS/images/&h=182&w=185&sz=41&tbnid=zwk0cIvSOnVJ3M:&tbnh=94&tbnw=96&hl=en&start=20&prev=/images%3Fq%3Ducy%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2006-01,GGLG:en%26sa%3DN

Cryptographic Identifier
(mdSsum RFC1321)

« The MD5 message digest is a way to compute a
128-bit sequence that is unique for the same
sequence.

« Widely used for disseminating packages on the
internet (e.qg., an ZIP, AVI, MP3 package has an
accompanying MD5 digest to enable the downloader
verify that the download was complete.

* Not cryptographically strong and not used for
encryption anymore, even though called a

cryptographic hash function. |Pewnioad tontv 249ka):

WIinMD5 Freeware Download

° $md58um Wi nM D5F I’ee.Zip WinMD5Free.zip MD5: 73f48840b60ab6da68b03acd322445ee

WinMD5Free.exe MD5: 944a1e869969dd8a4bbt4casebebc209a

73f48840b60ab6da68b03acd322445ee WinMD5Free.zip
4-58
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Binary-to-Text
(uuencode / uudecode)

 Uuencoding is a form of binary-to-text
encoding that originated in the Unix program
uuencode, for encoding binary data for
transmission over the UUCP mail system.

* uuencode file.zip newname.zip > myfile.uue

* The purpose of the uuencode program is to translate
a binary file that contains unprintable (non-text)
characters into a format that is entirely readable.

« This prevents mail, news, and terminal programs from
misinterpreting non-text characters as special
instructions.

» Also helps with. Endianess issues in transmission. 4-s9
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Binary-to-Text
(uuencode / uudecode)

$ uuencode 0l.pdf hi.pdf > encoded.txt
$ cat encoded. txt

begin 755 hi.pdf

M) 5! S1IBTQ+C4-"B6UM; 6U#0HQ (# @; V) J#0H\/"]14>7!E+T-A=6&%L;V<04&%GC
M97,Q@,B P (% (03&%NI9RAE; BUS4RDR+U-T<G5C=%1R9652;V]T (#(P,B P (% (O
M36%R:TENOF\\/"]-87)K960Q@=")U93X"/CX-"F5N9&]B:QT*,B " P(&]B:QT*

4>'")E9@T*,30Q-S(T,@T*)25%3T8"

end

S uudecode encoded. txt
$ ls hi.pdf
hi.pdf
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Binary-to-Text Conversion
(baseb4)

* base64 encodes/decodes Base64 data (RFC
4648): from non-printable to printable bytes.

— 64 Characters are used in the output: A—Z (26) , a-z
(26), and 0-9 (10) and + / (2)

— Widely used in email attachments (IMAP &
POP3)

X-MxXHero-InitarsiZzeLimiter: rule=158
Sender: iss@ucy.ac.cy
X-Zimbra-DL: ucyacall@ucy.ac.cy

This is a multipart message in MIME format.

—————— =_NextPart_000_014D_01D17089.55100A00

Content-Type: multipart/alternative;
boundary="----=_NextPart_001_014E_01D17089.55100A00"

—————— =_NextPart_001_014E_01D17089.55100A00
Content-Type: text/plain;

charset="iso-8859-7"
Content-Transfer-Encoding: base64

XMnBxMnKwdPJwSDKOcHUx9PHOyDFOcPBO9THOcnZzSDHY8XK1NHPzcnK2c0g1dDPy8/DydPU2c0g
1MFTINXQOwWOKDQogDQoNCsjhlOjd6+Hs55Dt45Dz4flg5e3n70Xx /vPv9ezlIPz065SwgyvHc90fz
5yDF8ePh8/Tn8d/v9S/57SDH6+Xq9PHv7enq/uONCtXw?7 +vv4+nz9P7t10zw7 /HI3yDt4SDj3+31
6SDh8Pwg?7/Dvbe/k3vDv90OUg8PH84 /Hh70zhIPDI8ene4+fz5/1g50nh50nq9P3v9QOKKHJIYiBi
cm93c2VyKSDs3fP5IPTvIOSAI0/32z90fs4fTvB8iDK8eHO3vPI+e0gxfHj4fP0O5 /Hf+e0g90fyINXQ
Oylg8/Tv7QOK8/3t50Xz708gIDxodHRwWOi8vd3d3LnVjeS5hYy5jeS9sYW]fcmVzZX)2PiBodHRw 4 61
0i8vd3d3LnVjeS5hYy5jeS9sYW]fcmVzZX)2DQrelOrh65Dh8Pwg90 /tIPP97eTI8 +zvIKvVBOfx =
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Binary-to-Text Conversion
(baseb4)

S echo "UNIX rocks" > a.txt

Output without \n

# encode //////v

S base64 -w 0 a.txt > a-b64.txt

# view encoded
S cat a-b64. txt
VUSJWCByb2Nrcwo=

# decode
S base64 -D a-b64.txt

UNIX#8cks 462
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Binary-to-Text Conversion

()
V/
N

(baseb4)

Add red content to

encoded. txt

decode
base64 -D
encoded. txt > a.jpg

HHavemompno Konpou
Liniversity of « yprus

----------- 050105040807090205020508Content-Type:

image/jpeg

Content-Transfer-Encoding:

base64Content-ID:part1.01080202.01010401@cs.ucy.ac.cy

19j/4AAAQSkZJRgABAQEAeAB4AAD/2wBDAAoHBwgH Bgol CAgLCgolL DhgQDgONDhOVFhE YIx8lJCIfliIEmKzev JikOKS EIME EXND
k7Pj4+JS5E SUM8S DcIPjv/2wBDAQoLCw4NDhwQEBwW7K CloOzs 70zs7 Ozs 70 zs7 0zs7 Ozs7 0zs7 Ozs70zs7 0zs 70zs70zs70z
s70zs702zs7 0zs70zv/IwAARC AA2ASU DASIAAhEBAX EB/8QAHWAAAQUBAQE BAQEAAAAAAAAAAAE CAw QFBgcl CQoL/8QAt
RAAAGEDAWIEAWUFBAQAAAF9AQIDAAQRBRINMUEGE1FhByJxFDKBkaEIl0KxwRV S0fAkM2JyggkKFhcY GRolJicoKSoONTY
30Dk6QORFRkdISUp TVFVWV1hZWmN kZWZnaGlgc3R1dnd4e XgDhIW G h4iJipKTIJWWI5ZmaKjpKWmp6iparkKztL W2t7i5us LDx
MXGx8jJytLT1NXW19jZ2uHi4 +TI5ufoberx8vP09fb3+Pn6/8 QAHWE AAWE BAQE BAQEBAQAAAAAAAAECAWQFBgcCICQoL/8QAL
REAAGECBAQDBACFBAQAAQJ3AAE CAXEEBSExBhJBUQdhcRMiMoEIFEKRobHBCSMzUVAVYnLRChYkNOEIBRcY GRomJyg
pKjU2Nzg50kNERUZHSEIKU1RVVIdY WVpjZGVmZ2hpanN0dXZ3eHI6go OEhY aH imKkp OU IZaXmJmaogOkpaangKmgsrOOtba
3uLm6wsPExcbHyMnKOtPU1dbX2Nna4uPk5ebn60nq8vP 09fb3+Pn6/90ADAMBAAIRAXEAPwD2J cjkOy aV Yk LyE BRTyMD6frWH
rF8WISGIC RA3zj0mr1TjcOpwc5WNaGWOYMYmBG7mp+0tc7ZXrQ35G3bA3UmuhB3LIenapw9f2yuwq03Tdk DZ6ioUu YZH8tW
BNQajdm3gliwZWeKayPtMkQgaOHDk/NWFfFqE 1 EqFKUIc6UU tQ286zR BIOTU ucDN d0ZqUUOY tOLaFoqOKY SqTOxVPVdYhOiN
ZbhGKOwUbad7hbiNCis y51tLSON1NbSrCBkt6Vasr1b62W5RS MM 7ijmiximimCVcbgwYUFwBncMevammgHOU wyKF3bgB6k8
UeYuM7hjPBz 105kA+im+YmQN46+tBcA4J 59BR dA OoppY Lw zAZ6 c0gkXO Cwz2 ANFOgHOUOyLjO4Y 9c 1XN/E Ls Wo5klz7 Gpbim
Baopu4DgkZ/IShhzyDj3quZALRTQ40BnnGeKQSKeAykjgAadO0A+imls KSuW9qzbT X7e8u5rZI3DQf60notS2gNSigNnqi3ryCOF1R
Dje3AP0qQX8RvDaodzgZYnoBTUkBaoppdQwBcZ9M0OeYv TcCew FHMgHUU OuucbgD6ZpN+OW+Udye1 HMgHOU OMDk7hgelLu
HXcMU7pgLRSAB8etFGgGfquopY 2xP JkxgAVzE Z8+dXhZ hizZYGuyltoZiDIgYj1pn2K1B/wBUoP XIFebiMLUqy300mIXjSj5nK3wbzy
1y2wJyFXvWipWtJINbE SHaU6ZqfV NKjukMirhiFcz LINxx tZeMCvIrTqYO TZ204 wrxt1L91dLIXDMX2FfutT5Y 53hiRj806 sKr6 Npx1C Tf
IT5SeneuqS ThCLH5fyL2NXh8LUxMXOXUipVjSfKEOrUY 4pjAqttzgE10C8gn2qNbS3ByIIBOQKmHAIXgYr2sLRnSjyyZwV JqTuVrLi
Ns8/NWJ42ZVOyEE8+cMe 1bll/q3/3jS3N ta3CqLIUdQeN/rXRKNzMydflue FpWJIDAXDt1rLIvJYtKOaGJmjtpsCVwPu/WuqltrZ4fLkRT
EB909MUi2IqY PJEamI9u34VI7J9wOeWSN PF6 WOMzNG 8PKg8fWoYbi6sbu50SZnczNmBuv B7108dhawspSB QyjAbvipPJhabzjG
hkUY3dxVKD7gcxetl FritYrizRCPD7jgE+tP8QltlorSR TuzBxt2muhntLe4Y edErt69x SGy tTF5TQgx9geaHCQHNampibR2S SQec67
+farRleLxil1ZipgO 1SeM1uta28gRXjUiPlc/wAJpWtoWIE pjUyD+PHNChK4HKWkhvdM1B7+4kW4jdsAHIfTFO Zrn/hCTd SbOuQpww
PzEZrpnsbR5CzxJ nv 7/WpDHGyGJkBjPGMcY p8jbA56X Z/wiHn JMxk MWd2eQ1Z10j23h+x1BJ3+07IBb1Heuv Wy tVtzAIV8o9VoNI
btCIGiUx4+7jpSITbAw b+5kh8Q6a3n7IpF/eAng8U3Tro TeJIShWVymzjnj8KualobX202ly NoituDGepFaa2lrExkjhV XI5lqV CSA5KC
+vivDIBY ZHaaO4wSeqrVm/c2 1tpktjKzzyOAQDndnrmuiis 1MiRJHIz8y/3q WKx tYWV kg CkdB6VootATK Txu4bG Sa4 RY7uXxDgctm
4ZUky8XTeK7svGeGkU8Y xmoo7K0OhI82KFVc87h1NJxdgMN9Ug1HQLmMK2R op4UO6EcMD VC7umbw7p8kU h+011B2/eP1rBZ2y
zGVYVDt95g0v1 pi6fZ JIMJVgUP njilyOwGFfs T4nsID 14D JiwD7U 22d of Ee ox +a+2 OLfG CeOIldE 1bvO szxgy44fFMuLOKRXZI1EzoV
D4ocJAczZy/a/D099LcNIpBY rg9COgpOt/ezLpCXLPHFOV 71sdT7 Haui6l NPsz Fcgk r7ywl 6V qS20MOflyx qyjoMdKS hi DBie WLx ML
W3dpLR4D5n0dpglZXMg8P6jHcXDCS ORtm44bmXVQ20MLEXRBGPVvWmSadaSymV4FL55z3qICSAdpx Y6dbliSTGM50qcAA
YHAHQUVdmACklpROoxV JveVrrU jk WK Jmb piuL vGE sOkg OF 3Gunv 7G 4u8qJtifzrOfw07 KFE2a8DMgNavJKKOR34Wp Ck7 sd4ZuE
8hk JAbNb59etc9B4duLaXzIrjBrehRki2yNuNd+D9IpGHJIJWMcQ4uXNFkg6elB6H6U DpS4yCKIBKxzIWy/ 1b/75rE8all02J43ZG80L
wa6C GIxIR6mqgetaUNWsjb7tiDIWqKI2tAGXUeN F27jkRjmqdzq7aRZ2S +QZ/04HtVoWV7JZrazTJsxywHWmanoz3ptBC+1bcginy
sBLfWpf7WGn3FuU d1311V7XU2EupskbSNbnJX+9VyfSXI1gDUVIAES7SDRY601nqNzdNIrJc9VxRaSA|i14 X VjbXFvH uadtrJ3FR
yel1864it4zJ9mX58djUmmeH107U571Zd0b8pH/AHKZDocllgVxcWjl Y7g7mjY d6 PfAbde JBb6db X q2zS JO2wr3D U6512ayt4nu7Voz
K+1S0i/Wnalo8+ox20EiQvDJ5mFHBq7d280+wfunQcMrig0XmBRu9QdtluZpFyqfx leogteaxdw2mmGz UFblgp3dali8OtFp97a+f/ix9
HIHZPpSy6FPLp9IEky rJaHIbFL3wLM2sNaatFZXEW1JR8s vbNWbK8k u3IUx7Y0ObCv6 1melY o7y1jspGb7UWG 0qP zrYtbdbW2it1J
by1A+tWnJAU ZdY 3a02n2sfmTRruc+gqo+ttdaZfxonk3Vuh3le3vViXSZItabUrWQb3Xa6H+KmQ6COcF6fNBubsEM/8AdBgZOTYEF
hilXGm297Kh83adrE/e FN8 Tanc2jWInbts a6fDP 6 CtL SLKX Tb BLWSRXMfCkCmaxpMOrwgjkplhzHIvY 1dpWACcNJ hMHIIm3kevnrVZ
NSXTtRi0uZWVGQIImBEjtUkVtayWv2dp4 2YDAfHNU Nat 1vY LbT2dnvIYFXUcL61D5kBauNcmg06a++z Fod mwB/e 96jk8 QP arb XF
xDtt7nG G/u508QW62/heaFSRtUcjuaZDpU2qWN kLpgllODbPU1LcmBJ c67cR6sd Ot 7QySFPMVvaphD /wBrQ6dNBte WPcT6 Uf2T
KuujUVI+RYvL20X+kvNg8G pQSqrRLhgR1gryALbWvPub23aA77TO0/iIFNO7 XP7R2vGoKscMndaj07Rbuxury5a5V5LrpxwKFOFmvo
LyQpE8Z5EfR6ceY DcAIJ54x0p11DnPtS1smwCiiimAY ooopgxMUY ooqVuCD FAUCIih7i6i0 UUUxhRiiikAmKMUUUwDaAMdqWiim
AmB+NG0e/50U UAG OenajaD2000AXFGKKKAGGKMuHKAsOhxzTgADnvRRQAFQTNV60AAdgKKAFxShbQM+hooo AXFN8tN+/a
N2MZxRRSsAP GkilXUMp6g9KFjVF2gMAdBRRRZALgDPvS4FFFMBAMUUKKKADFFFFIAooooA//Z

----------- 050105040807090205020508--
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Internet Bots (curl, wget)

 An Internet bot, also known as web robot, WWW robot
or simply bot, is a software application that runs
automated tasks (scripts) over the Internet.

— Typically, bots perform tasks that are both simple and
structurally repetitive, at a much higher rate than would be
possible for a human alone.

« Think about a bot running on a dozen of UNIX machines (see Bash
Programming)

* The largest use of bots is in web spidering, in which an
automated script fetches, analyzes and files information
from web servers at many times the speed of a human.

— Wikipedia
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Internet Bots (curl, wget)

curl is a tool to transfer data from or to a server,
using one of the supported protocols

— DICT, FILE, FTP, FTPS, GOPHER, HTTP, HTTPS, IMAP,
IMAPS, LDAP, LDAPS, POP3, POP3S, RTMP, RTSP, SCP,
SFTP, SMTP, SMTPS, TELNET and TFTP.

Simple Example:
— S curl www.cs.ucv.ac.cy > index.html

HTTP GET Example:
— $ curl http://moodle.cs.ucy.ac.cy/enrol/index.php?id=42

HTTP authentication (do only with SSL):
— $ curl -u user:password https://example.org/

HTTP POST Example (e.g., do only with SSL) :

- $ curl --data "user=<name>&pass=hi" https://www.example.com/login.php

HTTP HEAD Example (e.g., find when a file was created!)

— $ curl --head https://www2.cs.ucy.ac.cy/docs/prospectus. pdf
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Curl Example

(Acting as Mobile App)

curl -vvv -i -H "Host: 192.168.3.90:25000"
-H "Content-Type: application/json" -H
"Connection: keep-alive" -H "Accept: */*" -H
"User-Agent: HomeChargerApp/1.0.1
CFNetwork/1209 Darwin/20.2.0" -H "Content-
Length: 140" -H "Accept-Language: en-us" -H
"Accept-Encoding: gzip, deflate" -d
"{"DevName":null,"LocTime":' date

+%s ', "Summer":false,"Tz":120,"FixedVehCosts
":null,"OldVehCosts":null,"Battery":null,"De
vMode " : "HomeManager"} ' --trace-ascii
/dev/stdout -X POST
http://192.168.3.90:25000/MHCP/1.0/DevInfo?D
evKey=XXXXXX

-i Include the HTTP response headers in the output.

-v, —-verbose: Makes curl verbose during the operation.
-H -H, --header <header/@file>: HTTP Request Header to server
-d, --data <data>: HTTP data in a POST request to the HTTP server

--trace-ascii /dev/stdout: shows POST request
‘date +%s. : get unix epoch
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Curl Example
Response

== Info: Expire in 0 ms for 6 (transfer 0x807880)

== Info: Trying 192.168.3.9...

== Info: TCP_ NODELAY set

== Info: Expire in 200 ms for 4 (transfer 01la:

0x807880) => Send data, 140 bytes (0x8c)

== Info: Connected to 192.168.3.9 (192.168.3.9) 0000:

port 25000 (#0) {"DevName" :null, "LocTime" :1636869039, "Summer" : false, "Tz
=> Send header, 284 bytes (0xllc) ;aiso’uFi

0000: POST /MHCP/1.0/DevInfo?DevKey=XXZXXXX xedVehCosts" :null,"OldVehCosts" :null, "Battery":null, "De
HTTP/1.1 vMode" : "H

002f: Host: 192.168.3.9:25000 0080: omManager"}

0049: Content—Type: application/json == Info: upload completely sent off: 140 out of 140
0069: Connection: keep-alive bytes

<= Recv header, 17 bytes (0x11)

0081: Accept: */* 0000: HTTP/1.1 200 OK

008e: User-Agent: HomeChargerApp/1.0.1 HTTP/1.1 200 OK
CFNetwork/1209 Darwin/20.2.0 <= Recv header, 19 bytes (0x13)
00cd: Content-Length: 140 0000: CONNECTION: close

CONNECTION: close

<= Recv header, 19 bytes (0x13)
00fa: Accept-Encoding: gzip, deflate 0000: Content-Length: 0

Content-Length: 0

00e2: Accept-Language: en-us

<= Recv header, 2 bytes (0x2)
0000:
== Info: Closing connection 0O
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Cookie-based Crawling
(wget)

* Most websites use session cookies for retaining
authenticated users online.

— HTTP Cookies are small pieces of data sent from a website and

stored in the user's web browser.
— Every time the user loads the website, the browser sends the
cookie back to the server to notify the user's previous activity

 How to Crawl a Site with Cookies?
— Fetch Cookie using Web Browser extensmn (e.q.,
cookies.txt in Chrome) - @

nnnnnnnnn .
,,,,, EPL371: Systems Programming
(EMA371: Npoypappatiopég e oot
ZuoTtnudrwv) Evdudcon EEtTaons
Instructor Demetis Zenalipour

For more Information on this course please vi
hHtp/WwW2.c8.ucy.ac.Cyl~dzeina/courses/opia?1/

- $ wget -x --load-cookies ‘%f

cookies.txt
http://moodle.cs.ucy.ac.cy/course/view.php?idZ4s

2
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Crawling AJAX Calls

Problem: No data ®

<script id="searchResultsRows" type="text/template”>

{{#results}}
<tr>

<td><a href="javascript:void(0);" class="mapLink" map-lat=
{{trilat}}" map-lon="{{trilong}}" map-ssid="{{ssid}}" map-
netid="{{netid}}" title="click teo view on map">map</a></td>

<td><a href="javascript:void(0);'

class="detailLink"

bssid="{{netid}}" title="click for detail">{{netid}}</a»</td>

<td>{{ssid}}</td>

<td>{{name}}</td>

<td>{{type}}</td>

<td>{{firsttime}}</td>

<td>{{lasttime}}</td>

<td>{{networkIcon wep gentype}}</td>

<td>{{trilat}}</td>

<td>{{trilong}}</td>

<td>{{channel}}</td>

<td>{{bcninterval}}</td>

<td>{{gos}}</td>

<td>{ {userfound} }</td>

<td>{{free}}</td>

<td>{{pay}}</td>

<td netcomment="{{netid}}" class="commentcell”
id="commentcell-{{netid}}">{{comment}}</td>

<td><input class="commentbtn" type="button"
id="comment{{netid}}" netid="{{netid}}" walue="add
</td=>

</tr>
{{/results}}

</secript>

Chrome Developers Tools or Similar (e.g., Safari) can help us

comment"” />

. Highlights from the Chrome 73 updae:

<« C {y & htips:

@°
28010_231_10111
28010_231_10111
28010_231_10111
28010_231_10111
| 28010_231_10111
28010_231_10111
28010_231_10111
| 28010_231_10111
28010_231_10111
28010_231_10111

28010 231 10111

Memary Cansole

Hide dats URLs Al

2000 Ao s

/wigle.net/search#

MTN Group
MTN Group
MTN Group
PrimeTel

MTN Group
PrimeTel

MTN Group
PrimeTel

MTN Group
MTN Group

MTN Group

Sources  Audits  Performance

Group by frame ) Pres

e

o1 4.7 KB/ 12.8 KB wransfarr...

% Headers

» General

+ Response Headers

Preview  Respor

log

JS CSS Img Media

Uploads Info

2018-09

2018-08

2018-08

2018-07

2018-08

2018-07

2018-08

2018-05

2018-08

2018-08

2018-08

Agpplication

Disable cache

-51

-51
Netwark

100% ¥ Oniine ¥

Stats @ Tools

35.07352829

35.08722305

35.08987045

35.08446121

35.08963776

35.08478928

35.08403015

35.08704758

35.08926773

35.08943339

35.08698747

Sacurty

Offine Cline

tanifest Othar

10000

33.26929092

33.25825119

33.26793671

33.24830627

33.26692963

33.24951172

33.2467308

33.25759508

33.26563263

33.26642227

33.25738907

325

338

342

326

322

334

dzeinaucy

GSM;28010
EDGEcy
EDGE:cy
EDGEcy
EDGE;cy
EDGE;oy
GSM;28010
EDGE:cy
EDGE;cy
EDGE;oy

EDGE;cy

Request URL: httes://
Request Method: GET

Status Code: @ 200 0K
Remote Addrer

Referrer Policy: no-referrer-when-donngrade

70.85.50: 443

ator=28018

Access-Control-Allow-Cradentials: true

Accass-Control-Allow-Origin: https://wigle.net

Connection: kesp-alive
Content-Encoding:

Gontent-Type: app

Date: Fri, 15 Mar 2613 13:30:16 GHT

Server: ngink/1.14.1

Strict Transport-Security: nax-age=£3072008; includeSubdonains; preload

Transtar-Encadinn: chunkar

underlying calls / HTTP headers upon which we can initiate the

wget/curl commands

to find the
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Crawl Complete Domain

wget --mirror --page-requisites --convert-links --adjust-
extension --no-parent --wait=1l --random-wait -P ./dmai-
mirror https://dmai.cs.ucy.ac.cy/

What those options do:

--mirror = -r -N -1 inf --no-remove-listing (recursive mirror).
--page-requisites = download images, CSS, JS needed to display
pages.

--convert-links = rewrite links to point to local files for
offline use.

-—adjust-extension = give pages a .html extension when needed.
--no-parent = don’t ascend to parent directories (stay within

that site path).
--wait=1 --random-wait = be polite to the server (adds delays).

-P ./dmai-mirror = put the mirror in the ./dmai-mirror folder.

If the site pulls images/CSS/JS from different domains (CDNs) and you want those too:

-H --span-hosts allows downloading resources from other hosts. 4-70
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Alaxeipion Apxeiwv XML / JSON
(xmllint, jq)

2TNV ETTOXN TWV AVOIKTWV dgdopevwy (Open
Data) diatiBevral TTA€ov OTOV I0TO CWpEIN
OEOOMEVWY TTPOC KATavaAwaon, 1T.X.,

— TT1.X., 0E00OMEVA KAIVIKWY OOKIUWYV ATTO TO
https://clinicaltrials.gov/ d100€Ttel dedopéva oe XML

— Wikidata.org d1a8¢tel yia XML €kdoon 1n¢ Wikipedia o€
XML.

— O1 mAgioteg Web 2.0 utrpeaieg (11.x., Google, FB,
Twitter, kTA.) TTapExouv JSON APIs ta otroia
emMTPETTOUV TNV TTpooTTeAaon o€ JSON (lightweight
XML) dedopucva oe ouvexouEvn Baon

T1 €i0OUG epyaAcia XpeIaCOPAOTE Yia va
ETTECEPYAOTOUNE YPryopa TETOIO OEDOUEVA,
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Alaxeipion Apxeiwv XML / JSON
(xmllint, jq)

# Hapovoiaon mepiLexouévou XML
S xmllint --format 3178056.nxml

<ref id="B72">
<label>72</label>
<element-citation publication-type="journal">
<person-group person-group-type="author">
<name>
<surname>Price</surname>
<given-names>MN</given-names>
</name>
<name>
<surname>Dehal</surname>
<given-names>PS</given-names>
</name>
<name>
<surname>Arkin</surname>
<given-names>AP</given-names>
</name>
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Alaxeipion Apxeiwv XML / JSON
(xmllint, jq)

# Avaxktnon kKot popgomoinon mepLexopé€vou JSON

S curl -s
‘http://api.nytimes.com/svc/elections/us/v3/finances/2008/president/to
tals.json?api-key=super-secret’ | jq '.' | head

{

"results": [
{

"candidate _id": "P80003338",
"date_coverage from": "2007-01-01",
"date_coverage to": "2008-11-24",
"candidate_name": "Obama, Barack",
"name": "Barack Obama",
"party": "D",

EmitrAéov EpyaAcia yia Data Science:
* json2csv - convert JSON to CSV | xmi2json - convert XML to JSON
« csvkit - suite of utilities for converting to and working with CSV 4-73
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Sqlite 3 — The power of SQL!

« SQLite is a C-language library that
iImplements a small, fast, self-contained,
high-reliability, full-featured, SQL database
engine.

* SQLite is the most used database engine
in the world!

— Android, i0S, Shell, php, python, bash, etc!

« Structure your files and move querying
logic down to SQL => saves time!
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SQLite 3 Interactive

sglite3 exl

SQLite version 3.36.0 2021-06-18 18:36:39 Enter ".help"
for usage hints.

sglite> create table tbll(one text, two int);
sglite> insert into tbllvalues('hello!',b10);
sglite> insert into tbll values('goodbye', 20);
sglite> select * from tbll;

hello! |10

goodbye | 20

sglite>
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SQLite Interactive (GUI)

XX ] “Z DB Browser for SQLite
. & MNew Database = Open Database
f ; I v
. D B B rOWS e r fO r Q I te Database Structure | Browse Data | Edit Pragmas Execute SQL
s B @ X] oo o#]  »
£ rowser for ite - [Users/d:
= DB B for SQLit U d
1 SHLECT * FROM USER where uid="dzeina"
& Mew Database = Open Database
W
Database Structure Browse Data | Edit Pragmas | Execute SQL
;) Create Table & Create Index | (= Print
MName Tﬂ}E lsl:rlﬁma uld password name surname emall time
_I Tables. ¢3] 1 dzelna 1234 Dematris Zelnallpour dzelna@ucyaccy 2022-02-18 074Z01 O
| LocaTioN CREATE TABLE "LOCATION" (uld TEXT,time INTEGER, timestr TEXT, buid
| user CREATE TABLE "USER" { "uld” TEXT, "password" TEXT NOT NULL, "name
[ uig TEXT "uld” TEXT
_| password TEXT "password" TEXT NOT MULL
[=) name TEXT "name” TEXT
[=| surname TEXT "surname” TEXT
[=] emall TEXT "emall” TEXT
= Execution finished without errors.
| time TEXT "time" TEXT NOT MULL DEFAULT CURRENT_TIMESTAMP Result: 1 rows returned in 20ms
= Atline 1:
|| sesslonkey INTEGER "sasslonkey " INTEGER SELECT * FROM USER where uid="dzeina"
| vEsSEL CREATE TABLE "VESSEL" ( "buld" TEXT MOT MULL,"vname” TEXT NOT |
Indices (0)
M views (0)
L[ Triggers (0}
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SQLite Examples

* Using Here String <<<
FULL DB NAME="test.db”
uid="dzeina"

SESSION_KEY=\SqliteB $FULL_DB_NAME <L "SELECT
sessionkey FROM USER WHERE uid=\"S$uid\"""

« Using Here Document <<

#!/bin/sh sqglite3 /var/www/dbs/ha.db <<'END SQL’

CREATE TABLE IF NOT EXISTS tableZ2 AS SELECT * FROM
tablel; INSERT INTO table2 SELECT * FROM tablel;

DELETE FROM tablel;
END SQL
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Sqlite in Action!
Create Table, Insert, Select

# Create & Truncate Table

sglite3 test.db << "CREATE

TABLE IF NOT EXISTS USER (uid
TEXT PRIMARY KEY), DELETE FROM
USER;"; = =

# Insert to Table

for i in "ps -ef | awk -F" " ===m e S
"{print $1}' | sort | unig | sed Debug SQL in GUI!
'/UID/d'""; do sglite3 test.db

<<< "INSERT INTO USER (uid)

VALUES (\"$i\");"; done

# SELECT from Table

sglite3 test.db <<< "SELECT * FROM USER;"; 4-78
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Google SMTP Mailer

Outgoing Email requires an SMTP server.

Google allows you to use your GMAIL
account SMTP server (similarly to other
providers)

Below we show how to make all mails in
your account sent through GMAIL.

You are not required to be root for the
below functionality (but you can configure
this centrally for all users if necessary)
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https://sites.google.com/site/debjyotidoc/home/documentation/linux-tips/send-mail-with-gmail-auth

Configure SMTP Mailer
with Gmail!

This will basically let you send email from the terminal, using mailx and Gmail as
SMTP server.

First, create a certificate directory then create new certificate and key databases:
$ mkdir ~/.certs

S certutil -N -d ~/.certs

Then fetch the certificate from Gmail and import the cert file into the new database:
$ echo -n | openssl s client -connect smtp.gmail.com:465 | sed
-ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' >

~/.certs/gmail.crt $ certutil -A -n "Google Internet Authority"
-t "C,," -d ~/.certs -i ~/.certs/gmail.crt

Now, send a mail:

$ echo -e "Email content" | mailx -v -s "Email subject" -S
smtp-use-starttls -S ssl-verify=ignore -S smtp-auth=login -S
smtp=smtp://smtp.gmail.com:587 -S from="username@gmail.com (John
Doe)" -S smtp-auth-user=username(@gmail.com -S smtp-auth-
password=s0m3p@zzW0rD -S ssl-verify=ignore -S nss-config-
dir=~/.certs recipient@some.com
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Set ~/.mailrc (user) or
[etc/mail.rc (all)

$ vi ~/.mailrc More:
set smtpruse-starttls https://kb.novaordis.com/index.php/Configure_mailx_
set ssl-veritfy=ignore to_Relay via a _Google SMTP_Server

set smtp-auth=login

set smtp=smtp://smtp.gmail.com:587

set from="=<YOUREMAIL>@gmail.com(Demetris Zeinalipour)"
set smtp-auth-user=<YOUREMAIL>@gmail.com

set smtp-auth-password=<YOURPASSWORD>

set ssl-verify=ignore

set nss-config-dir=/home/faculty/dzeina/.certs
OR

$ vi ~/.mailrc

account gmail {

}

# Now mail reads the new settings

$ mail -a some-attachment.txt | -s ‘Subject’ ‘<YOURGMAIL@gmail.com>'
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Web Server Stress Testing

Tips:

1) Carry out advanced configurations if necessary
$ vi /etc/apache2/apache2.conf

2) Run you php, python, etc. script and make sure that the apache webserver
log file has no errors. Repeated errors can have a dramatic impact on
webserver stability.

$ sudo cat /var/log/apache2/error.log

[Sat Mar 26 087:322:48.947781 2022] [auth_basic:error] [pid 3530185] [client 66.205.83.228:5
3309] AH®1l618: user edbtocdt222 not found: fedbticdt2®22/clock/, referer: https://vgate.c
S.ucy.ac.cy/edbticdt2e22/

[Sat Mar 26 ©87:322:48.954235 2022] [auth_basic:error] [pid 3524946] [client 66.205.83.228:5
33219] AH®1618: user edbtocdt2822 not found: /fedbticdt2022/data/index.php, referer: https:/
/vgate.cs.ucy.ac.cy/edbticdt2e22y/

[Ssat Mar 26 @7:56:27.533207 20221 [php7:warn] [pid 35250471 [client 194.42.17.196:49202] P
HP Warning: SQLite3::exec{(): UNIQUE constraint failed: =zoom.id in /home/wvgate/website/web
hooks /webhookagent—central.php on 1line 147

[Sat Mar 26 @87:56:42.749840 2022] [php7:warn] [pid 3525@21] [client 194.42.17.196:49206] P
HP wWarning: SQLite3::exec(): UNIQUE constraint failed: =zoom.id in /home/wvgate/website/web
hooks/webhookagent—central.php on 1line 147

[Sat Mar 26 ©7:59:54.196969 2022] [php7:warn] [pid 35250011 [client 194.42.17.196:49214] P
HP Warning: SQLite3::exec(): UNIQUE constraint failed: zoom.id in /home/vgate/website/web
hooks /webhookagent—central.php on line 147

vgate@vgate:~% sudo cat /swvar/log/apache2/error. log

4-82


http://images.google.com/imgres?imgurl=http://www.mas.ucy.ac.cy/NEWMAS/images/ucy_logo_clean.png&imgrefurl=http://www.mas.ucy.ac.cy/NEWMAS/images/&h=182&w=185&sz=41&tbnid=zwk0cIvSOnVJ3M:&tbnh=94&tbnw=96&hl=en&start=20&prev=/images%3Fq%3Ducy%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2006-01,GGLG:en%26sa%3DN

Example: Stress Testing HTTP
Webhook

while [ $i -1t SREPEATS ];
do

echo -n "Starting $i ..."

#set -xv

curl $1 --insecure -H "Authorization: $AUTHORIZATION" -d
'"{"payload":{"account id":”ffasdfasrg","object":{"uuid":"9ffafdfdsMQ==", "pa
rticipant":{"user id":"'Si'","user name":"'$i'","id":”daFDafaffdgragasfgsaf
ga","join time":"2021-02-

21T07:37:40Z2","email": "xxxx(ducy.ac.cy"},"id":"'SZO00OM'", "type":3,"topic":"Ro
om #16","host id":"V6B6NPQLkA", "duration":60,"start time":"2021-02-
21T07:37:4172","timezone":"Asia/Nicosia"}}, "event ts":1613893062942,"event":
"meeting.participant joined"}' -X POST SURL &

000 arjoijarareioraierareiarel|ealoerol(erae|ereroeraedrix + v
top — @8:24:20 up 51 days, 20:55, 2 users, load average: 27.15, 11.21, 6.24 ¢ o P S 4 %30 o
Tasks: 292 total, 33 running, 259 sleeping, @ stopped, @ zombie G @ vgatesicy 0 u = :
%Cpu{s): 81.5 us, 17.9 sy, 9.9 ni, 9.0 id, 0.0 wa, 9.8 hi, 8.7 si, 8.0 st F PT
MiB Mem : 3931.7 total, 1988.5 free, 397\7 used, 1545.6 buff/cache TIJ L e Sl (waview  Detsibd  Pocsedie  Abo
MiB Swap: 2048.0 total, 2039.4 free, 8.4 used. 3266.5 avail Mem [T 32 Lie ol Ueriew  Ueialed  Foceedngs - About

1

PID USER PR__NI VIRT RES SHR S %CPUw3MEM ____ TIME+ COMMARD |

3573745 vgate 20 12116 8208 1736 . L Ton. vy pash

3561940 www-data 20
3569052 www-data 20
3570965 www-data 20
3571205 www-data 20
357157@ www—data 20
3524965 www-data 20
3570544 www-data 20
3572815 www—data 20
3573837 www-data 20
3574499 www-data 20
3578857 www-data 20
3583559 www-data 20
3587611 www—data 20
357@352 www-data 20
3571401 www-data 20
3571411 www-data 20
3571418 www—data 20
3571793 www-data 20
3572690 www-data 20

197296 19120 13792
197292 18936 13600
197292 18876 13628
197292 18988 13700
197292 1912@ 13832
197384 1944@ 13576
197292 19156 13684
197292 18952 13516
197320 18792 13604
197284 18992 13620
197272 1850@ 13492
197260 18144 13104
197260 18144 13104
197292 18872 13584
197292 19416 13872
197292 19084 13796
197292 19064 13636
197292 19020 13732
197292 19256 13732
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Securing Web Folders with
.htaccess

Enable Apache for htaccess
— sudo nano /etc/apache2/sites-available/your_domain.conf
— sudo service apache2 restart

Generate Password
— sudo htpasswd -c /not-web-folder/.htpasswd dzeina
Add guideline to protected folder

— sudo nano /your-web-folder/.htaccess mm““ S o, S
« AuthType Basic =T e
« AuthName "Restricted Content" e (CDT 202
* AuthUserFile /not-web-folder/.htpasswd P | - L a5cou
Require valid-user - CCCCCC D

Test through Web Browser !

Benefits: Every path inside folder protected by |
quickly sharing complex folders to web audience

https://www.digitalocean.com/community/tutorials/how-to-use-the-
htaccess-file

Loading .

4-84


http://images.google.com/imgres?imgurl=http://www.mas.ucy.ac.cy/NEWMAS/images/ucy_logo_clean.png&imgrefurl=http://www.mas.ucy.ac.cy/NEWMAS/images/&h=182&w=185&sz=41&tbnid=zwk0cIvSOnVJ3M:&tbnh=94&tbnw=96&hl=en&start=20&prev=/images%3Fq%3Ducy%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2006-01,GGLG:en%26sa%3DN
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file
https://www.digitalocean.com/community/tutorials/how-to-use-the-htaccess-file

Pushing Data Outside Firewalls

 When we want to access funtionality inside an
environment that has a firewall (e.g., smart-home), one
common idea is to open ports. (e.g., with iptables or
even setup VPN servers on low end devices (e.g.,
raspberries)

— This is dangerous as hackers can randomly find these open
ports nmap/zmap etc. and brake into your space

— Better idea: push your inside firewall data outside your firewall to
some cloud folder. Access your data from there

— e.g., curl -u"$HTACCESS USER:$HTACCESS PASS" -k -H 'Cache-Control:
no-cache' -d "state=3PHASESFULL" -X POST "$CLOUD_URL/state.php"
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