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EtravaAnTrTika

 Noyiopiko E@appoywyv (Application Software):

— [epiAapBavel TTpOypAPPATA TTOU ETTITPETTOUV TNV
EKTEAEC CUYKEKPIPNEVWYV EPYATIWYV TWV XPNOTWV
TI.X TNV ONMIOUPYia KEINEVWY, TNV OXEdIaON
YPAPIKWY, TNV opyavwaon OEO0UEVWYV KATT.

* Aoyiouiké ZuotipaTtog (System Software):

— [lepiAapBavel To cUVOAO TWV TTPOYPOANUATWY TTOU
EAEYXOUV OIOXEIPICOVTAI KAl TUVTOVI(OUV TOUG
Topoug Twv H/Y.

— N\&IToupyei o€ KOBEOTWG aveEapTNOiag Ao
OUYKEKPIMEVEC EQAPMOYEG.

— H Aeiroupyia Tou AEN cival aueoa avtTiIANTITA AT10
TOV ATTAG XpPNoTn.

 [PpOYPAMMATIOHNOS ZUCTNMATWY;

— H diadikaoia ocuyypapnc AoyiouIKOU CUCTAPATOC.
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T1 kaAuTrTel TO ENNA421;

Baoikeg kal Npoxwpnueveg EVVoieg
[MpoYyPOUMOATIOHNOU 2UCTNHATWY

2T0X0G: Na KaTtavorpoouyv ol
POITNTEC/TPIEC TOUC MNXOVIOMOUG JE
TOUG OTTOIOUG ETTITUYXAVETAI N
TPOC 0O OTIG POUTIVEG
(B1BAI0ONKEC / HOVAODEC) EVOC
Aeitoupyikou ZuoTtnuartog (UNIX) ue
™ Xpnon tng y\wooag
TTPOYPAUUATIONOU C, dNUOYIAWY
KEAUQWV KAl EPYAAEIWV WEPEAINOTNTAG..



T1 kaAuTTTel TO EIMNA421;

Process
Control

Filesystem

Kupia Mviun (RAM)

System all Interface '

Network
Management

Scheduler

K‘ Hardware Control

\l\

Hardware] Interrupts

Hardwafe Calls

YAIkO (Hardware)

<
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AvaAuTIKOI 2TO0X0I MaBnuaTocg

 EKpaOnon Bacikwyv Kal TTpoXwpnNMEVWV
TEXVIKWYV OIOXEIPIONG KAl TTPOYPOAHUMATICHOU
oT10o AgiToupyiko ZuoTnpa Unix (Shell
commands and Bash Shell programming).

* EKpABnON TTPpOoXWPNHUEVWY TEXVIKWYV
mpoypoaupaTiopou otnv C & Unix:

1. ZuoTthuata Apxeiwv kai Alaxgipion Mviung;

2. [llpoypaupatiopocg Aigpyaoiwy (Processes — NoAudiepyaoiakog
[TpoypapuaTiopog) kal Nnuatwy (Threads — NoAuvnuaTtikog

[TpoypauPaTIONOG);

Emkoivwvia Aigpyaoiwv (Aladiepyaoiakr) ETrikoivwvia);
[Mpoypapuatiouog AikTuou (Socket programming);
AopdaAeia AoyiouIKoU 2uoTnUATwy (security)

ok w
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2. UUBOAaIo MaBnuartocg

Emitredo: [NpoTtrTuxiako
— [lepiopiopevn ETAoy
MiocTwon: 7.5 yovadeg ECTS
NMpoaTtraiToUpeva:
— ENA222: Asitoupyika ZuoTthuara
« ElNA232: lNpoypauuamaoTikEG TeXVIKEC Kal EpyaAcia
MEBodo1 AiIdaokaAiag
— AI0AECEIC (3 wpeg efOoadIaing)
— PpovtioThpIo (1 wpa gdouadIaiwg)
— Epyaotnpio (1 1/2 wpa edopadiaing)
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2. UUBOAaIo MaBnuartocg

* AZloAoynon
— 50% TeAikn EcETaon
— 25% Evdiaueon E¢ETaon-
« Asutépa, 26 OkTwRpiou 2026 (8" ERD.)
— 25% Aoknoeic f/kal Quizzes
* 10% MpoypappaTIOTIKEG ACKNOCEIG
* 10% Project — YAotroinon ZucTRHUATOG
* 5% lNapouciaon k&TToI0¢C YAWO O OGS 1
BiIBAIOOAKNG, UE EJPaOn OTO TTPOYPAUUATIONO
ouoTNUATWY (TT.X., Systems programming in
windows, scripting languages, emerging systems

inmobile,.clouds,etc.). 1-7



Avayvwpion Eceldikeuong

https://www.cs.ucy.ac.cy/docs/prospectus.pdf

« 4/7 KareuBuvoelg!

AIKTUWV YTTOAOYIOTWV
MeyaAa AedopEva Kal

Evumuurmurm TueTiuate

ETTA420 Appnrektovier] Yrolonotov

ElNA421 poypappaniouog Zvotnudtoy

ETTA428 Awdikrvo tov [poypdtov: Tpoypopuponispog kol Epapuoyés
EITA429 Gewpia ko Mpoknik) Metayhotnotoy

ETTA445 ‘oo Enelepyooio Ewovag

EITA481 Teyvoloyia Aoyiokod yie Aoyiopikd o Yanpeoia

AI10OIKTUAKOC YTTOAOYIOUOGC

TexvoAoyia AoylopikoU

EINIA344 Teyvohoyiec AwdikTion

ENA421 [Ipoypappaniopds ZuaTnuatoay

EINIA435 Aldnhenidpacn Avliparov Yroloyiam

ENA441 Hpoywpnuévy Teyvohoyia Aoyioukod

ENA443 Enavaypnowyonoinon Aoyiopikon

ElNA449 Enayyelpartcr Mpaktuai Teyvoloyiog Aoyiopikoh
EIMA451 Avidoon Aoyiopkon

ETMIA481 Teyvohoyia Aoyiomkol Yo Aoyiopikd wg Yanpeoia

WYnoiaka kal Evowpuatwueva

ZuoTnpaTa

munmmuxn_ Y moloyiGpoc*

EIIA344 Teyvoloyie Madiktion

EllA421 [Mpoypoppatiopds Zuotnuatoy

ElTA446 [poympnuéves Baosig Asdopsvay

EITA448 EZopuln Asdopsvov otov [aykoomo lotd

EI1A450 Ewkovikomoinon ko Awyeipron Aition

El1A481 Teyvohoyio Aoynopikod yia Aoyiopikd wc Yanpedia
MAZ458 Zranotei Avdivon Asdopévay

ElMA344 Tepvohoyies AMadiktion

EITA421 [Mpoypappaniopos Zustnuartoy

ElMA422 [Mpoympnuéve Alktoo

EITA423 Acgpdien Aiktbov ka Ilnpogopuav

EITA427 Kumtd Aiktea Yroloyotov

EITA428 Awgdiktvo tov [paypdarov: Tlpoypuppeniopog kil Epupuoyes
EMMA432 Kotavepunuévor Alyombuo

EITA450 Ewovikomoinor ko Awxyeipion Awtihon
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OAec ol TTANpOPOPIEC OXETIKA UE TO NABNUA
BpiokovTtal oto ak6AouBo URL

http.//www.cs.ucy.ac.cy/courses/EPL421

University
ol Cyprus

EPL421 “Q'Overview News Schedule Labs Assignments Links Presentations Moodle TA Q

Zeinalipour > Courses > EPL421

EPL421: Systems Programming

Instructor: Demetris Zeinalipour [

Type: Upper-division Undergraduate (Elective)
Prerequisite: EPL222: Operating Systems
When: Mon./Thu., 10:30-11:45 (XQAO1-#147)
Recitations: Thu., 08:10-09:00 (XQAO1-#147)
Laboratory Tue., 12:00-13:15 (2EE01-B103)
Assistant: Pavlios Antoniou [

@ Podcast (Course Overview) »

Overview

In this course, students will learn to develop complex system-level software in the C programming
language while gaining an intimate understanding of the UNIX operating system (and all OS that belong
to this family, such as Linux, the BSDs, and even Mac OS X) and its programming environment. Topics
covered will include UNIX Administration and Virtualization, the user/kernel interface, fundamental
concepts of UNIX, user authentication, basic and advanced I/0O, fileystems, signals, process
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WWW

10 TIC EKTTAIOEUTIKEC OPACTNPIOTNTES TOU PMABAUATOC
(UTTOBOAN £pyaciwy, POPOUM AVAKOIVWOEWY,
epwTnUaTtoAoyia, Babuoloyiec epyaciwy, KTA) Ba
xpnoipotroinBei 1o Moodle. http://moodle.cs.ucy.ac.cy/

EPL421 - Systems Programming

General

EPL421: Systems Programming

(ENA421 : Mpoypappanopés ZuoTnpaTwy] )
Instructor: Demetris Zeinalipour

For more information on this course please visit

Assignment #1
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Programming Environment

< Mm °s  cs.ucy.ac.cy/~dzeina/coursesfepl421/links.html @ iy o3 RN o
EJIHL\:“r]‘t"lllli EPL421 Mews Schedule Labs Assignments Links Presentations Moodle TA Q
N N g

Virtual Machine (VM)

In the context of EPL421, students can use a Linux virtual machine at home on their own laptop. In case
the students don't have Linux already, they can run it as an image on top of macOS or Windows.
Windows WSL is not used in the course because many of the low level system calls we will cover are
not supported. Our setup during Lab 1 contains Oracle VirtualBox, including and Ubuntu Server.

Please follow the current official EPL421 Virtual Machine instructions:

VM for EPL421 — Official Instructions (PDF)

Virtual Private Server (VPS)

In the context of this course, students will also be offered their own (container-based Linux) Virtual
Machine on a UCY machine! This will allow the students to have "root" access and carry out the course
assignments on university equipment. Particularly, we use OpenVZ virtualization.

The specs of the VPS are minimal (but adequate for the purpose of this course):

« Centos 6 64 bit
» Disk: 2GB
« RAM: 256MB

The given machine can be accessed in the following ways. Please notice that your VPS is only
accessible from the local Departmental network. To access your VPS from home, please use one of the
below:

1. VPN to the Department (check GUIDE)
1-12



AvaTtouia Tou A2

['vwpifoupe o011 éva AgiToupyiko ZuoTnua (AX)
OUVTOVICEl TOUG TTOPoUG £vog H.Y. (UAIKO,
AOVYIOMIKO, dlaXEipion XpnoTwy, KTA.).

To AZ atroTeAgiTal Ta €ENC CUCTATIKA:

Kernel (MupRvag): diecayel TIC TTIO ONUAVTIKES
AEIToupyieg yia Tnv eupuBun Asitoupyia Tou HY
(XpovodpouoAoynon dlepyaciwy, dlaxeipion uvaung,
AIa-01EPYATIOKN ETTIKOIVWVIQ, KTA.)

2. System Commands, Utilities and Libraries (17.X.,
Is, sed, awk, pthread. h ,unistd.h, KTA.) : [Npoypauuara
KQl BlB)\loenKag Ta oTToia £'ITITp£'ITOUV oTa
TTPOYPAUOTA EQAPHUOYWYV (USer space) vVa eXouV
TpooBacon oTi¢ pouTiveg Tou NMupnRva (kernel space)
TOU /A&ITOUPYIKOU 2UCTNMOTOG

1-13



Voo
>

AvaTtouia Tou A2 [

Maonolithic Kernel Microkernel "Hybrid kernel"
based Operating System based Operating System based Operating System

UNK | Device

Server | Driver

Most Modern Unixes Mn.x., Early- N.x., macOS (XNU X is not
(Linux, CentOS, BSD- UNIXes, MINIX-3 UNIX), MacOSX and NT-
like, Solaris, MacOS-8, (Tanenbaum’ s) Kernel (i.e., Leopard,

AIX, Android, kTA) read Windows NT, 2000, XP,
http:/lwww.cs.vu. Server 2003, Vista, Server
nl/~ast/reliable- 2008 and 7, 8, 10, 13),4

os/



[ToAu-eTTiTredn lNpooacn oToug
[Topoucg evoc HY

\)sef programs

Typical uses of
>7 the levels
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[Tupnivacg (Kernel)

* To kernel (TTupnvag) civai :

—Eva TTpOYpPOAMMA TO OTTOIO POPTWVETAI OTNV
uvnun evog HY kara tnv S1ApKEIa TNG
EKKIVNONG KAl TTOPAUEVEI EKETI KOB' OAN TNV
OIAPKEIO EKTEAEONC.

—"Exel yeTagU GAAWV Ta aKOAOUBQ UTTOOUCTANATA:

« Alaxeipion Aigpyaociwv (Process management)

— Schedule processes to run on CPU, Inter-process
communication (IPC)

« Alaxeipion Mviaung (Memory management)
— Virtual memory (Paging/Swapping)
« Alaxeipion Eic600u/EE6d0ou (I/O system)

— File system, Device drivers, Buffer cache s



KAnoeic Zuotuarocg (System Calls)

[MapExouv dlaouvdeon pe 1o Tov Mupnva

270 Linux utrdpyouv trepioocotepa atro 1,000
system calls kal autd pytropouv KIOAQC va
erekTabouv ue Loadable Kernel Modules (LKM)

AuTa xwpiovTal o€ TPEIC PACIKEC KATNYOPIEC
— File/device manipulation (Etrecepyacia Apxeiwv)
* €.g.mkdir(),unlink ()

— Process control (Alaxeipion Aiepyaciwv)

* €.9g. fork (), execve (), nice ()

— Information manipulation (Aiaxeipion MéETa-

TTANPOPOPIWYV), e.g. getuid (), time () 117



KEAUoc kal Npoyp. KeAupouc /
Shell and Shell Programming

210 EINA421 Ba doupue TTwC aAANAETTIOPAUE PE TOV
rupnva: a) Méow tou KeAug@oug (Bash) kai
Mpoypappatwyv QeeAipoTnrag (System Utilities) kai 8)
Méow BiIfAIoONKwyvY ZuoTnudatwyv (System Libraries)

XpAon KéAugpoug
( who | awk '{print $1}' | sort | uniqg

2nucioon: Mog ektonovel Tao logins tov ypnoTv mov gival

GLUVOEDEUEVOL GTO GUOTN LA ULd, OEOOUEVT OTIYUN  [who 755

awk 3,412

e BASE € 0Tl UE Lo TETOL, YADGOO
SRODH !Vl !Vl V sort 2,614

(scripting, high level interpreted),

uniq 302

UTOPOVUE VO PTIACOVLE EDKOAN

oOVOETEC AetToVpYieg 79424%%“%@
KO®OWKOo 1-18



Eicaywyn ato Unix

* 1960: Anuioupyia Tou Multics (mainframe timesharing
/multitasking OS by MIT, GE, Bell Labs). O Thompson
epyaceral mavw otov utmtoAoyioth PDP-7 ota Bell Labs

* 1969: O Ken Thomson & o Dennis Ritchie dnuioupyouv
eva veo AZ yia 1o uttoAoyioti) PDP-7 og assembly 1o
oT1roio ovopadlouv Unics, 1o otroio yeta ovopadleral Unix!

* O Ritchie dnuioupyei TNV
vyAwooa C yia 1o Unix (1972)
ota Bell Labs. PROGRAMMING

e ...KOI OUYYPOA®EQG TOU best-
seller “The C Programming
Language”!

Ken Thompson Dennis Ritchie 1-19



http://en.wikipedia.org/wiki/Image:K&R_C.jpg
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Eicaywyn ato Unix

* 1973: To Unix ypagetal oc yhAwooa C.

* 1976 : To k€EAupog Bourne Shell (bsh) avarmrtuoooeral otnv AT&T Kal ETITPETTEN
TNV aAANAeTTIOpAo N YE TOV TTUPAVA TOU A.2. HECW EVTOAWV .

« 80’s-: To Unix ouveyiCel va egeliooeTal. Alakpivovtal OUuo OIKOYEVEIEC a) To
System IlI&V kai To BSD (Berkeley Software Distribution).

1970 1980 1990 2000 Time

—»{ FreeBsD ; |
——={newso 202] . XNU kernel
—=OpenBsb 27| (Darwin/BSD
BSD (Berkeley Sottware Distribution) L
Bill Joy ___Isu.-.os (Stanford University} IS-ularis ;.Isun} _ 1"' zplaodgss
Darwin - ’

' siNedsies | s2— RSk 4 watchos, ..

1SS0

GMU/HOrd 0.2

GMIU Project o
Richard Stallman e GNU / Linux 26.125 |/|_inux 5 7
I M inix Linus Torwalds 0.2 '
- Minix -
Andrew Tanenbaum b (2021) - Used
Il..lni:-: Time-Sharing System (Bell Labs) 10' for AndrOid,
gz:n—li—:?qr:-t.grﬁn{ﬁ Language) I HP-LUx Miw2 I Automotive,
[
~— IS | Raspberry, ...
..l UnixWare (Univel/SGCO) 7.1.4 |
> IRIX (SGI) 6.5 | 1-21
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Linux Everywhere

Human-Machine- M
Interface
Supercomputer
remote # Computer Cluster

(SSH, HTTB, ...)

Keyboard & Mouse

alsa Braille, Touch-Display, Speech recognition,
it nuncl

Graphics tablet, 30-Mouse, Wi hak, etc.

Touch-Displa
Attitude senszor, Motion senson
Spesch recognitien

peech recognition
Attitude sensor

Display, Sound
Vibration

Embedded Computer
remote Customer-premises equipment
(SSH, HTTE, Measurement Equipment

Serial, 12C, ...)

Mainframe computer
Distributed computing

_______ I
Desktop Computer

Workstation
Home Computer
Desktop replacement laptop
Thin client

Mobile computer
Note-f Net-/ Smartbook
Tablet
Smartphone
PDA / Handheld game console

Wearable Computer
Wristwatch
Virtual Retina Display
Head-mounted display

Laboratory Equipment
Layer3-Switches
other embedded systems

Linux Process Scheduler
Linux Security Modules
Linux Network scheduler

Network stack
Netfilter

Linux device drivers

Linux file system drivers

00

)

https://en.wikipedia.org/wiki/Linux_kernel

Desktop Ul

Touch Ul

Wearable Ul
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"Hexley" the platypus.

Apple UNIX History

« Apple's modern operating systems are built on an open-source core
called Darwin (macOS, iOS, watchOS, tvOS, iPadOS, audioOS,

visionOS, and bridgeOS. )

— Uses hybrid kernel named XNU that blends Mach microkernel features with BSD Unix
capabilities. This architecture traces its lineage back to NeXTSTEP (1987), created after

Steve Jobs left Apple (founding NEXT)Mach: A microkernel from Carnegie Mellon University that handles
low-level tasks like thread scheduling, inter-process communication

Single UNIX Specification (SUSv3 / UNIX 03) (IPC), and virtual memory. [1]
Darwin is mostly POSIX-compatible '

. BSD (Berkeley Software Dlstrlbutlon) A classic Un|x variant that

| | | | | 1 | | | 1 | | 1 | | |
Finder 4x5:x ﬁx 7x 8x 9x | pCes
051 2 3 4 5 ﬁ ? 71 75 ?ﬁﬂ &1 85&@ a1l
| | 1 1 |
Usafhm B.n F|. F"lus F'us II =
I | 1 ' /
M..I)( 1 2 ) /
X 0 . .7 Li 10.11 EICapian 10.15CHaina 14.x Sonoma
B 100 h 10.4 Tiger 10.8 Mountain Ijn‘| 10. 125ia’ra | 11 &3 Eligf:il,r ‘ 15.x Sequoaia
10.1 Buma 10.5 Leopard 109 I'nllhwlilclts | 10 13 Hm Eisn'a‘ 12x I'uh'rta'a; 26. Tiarm | |
\\102 Jaguar 10.6 Snow Leopard 10.10 Yosemite 10 14 Majave 13):\."&111,[3 27 x Gal
~_ ‘
\
~_|
—~——1 |
I'ulaﬂrmm Plus Ma!: Il SE-BJI:HJI"EIJIE Qua:lra F\J\wr Mau::rrmm |I'ula:c: G4 G5 Intel Ma:cBuulc Air Fbti'lahthImk F'm iMa:c: Pro I'ubcEIudLM1 B-u-ul: Na«u
mk [MEIDIDla:I FhmrPC [Alh'l alllanom xEG [ImeIJ AFlM [Applm
T T T T —T— —T T T

™ T T T T T T T T T T
11}35 198{5 198? 19&8 1939 1991} 1‘391 1992 1993 15584 1‘395 1996 199? 1998 19993}[!{} 3}01 3}[}23}&3 3}043}[}5 H}&EZ}I}?H}DB Z}DQE}H}Z}H 3}12 3}13 3}143}15 3}1'6 3}1?3}183}19 2020 3}21 3}?_2 3}2.3 2024 3}253}2{5 3}2? 3}233}2‘

Updated 18/08/2026

1-24

Finder "Classic™ Mac O35 Lisa/MacWorks AUX Mac OS5 X'macOS Representative Macintosh models


https://www.articsledge.com/post/macintosh-operating-system-macos
https://www.articsledge.com/post/macintosh-operating-system-macos

[Mapadeiypa Script ye POSIX evroAEc:,

o1o macO

Untitled.scpt @
. . Edited . .. ﬁ

Choose File Name

AppleScript & =Moo selected element= =

on error number -12-El

;E:f;cuic—mﬁameb——————---

aend tr‘v

onwvert selected path to POSIX \
,set theFullPath o POSIX path of newFile \

-- Check if the file already exists \
set fileExists to false '

try
\ do shell script “/usr/bin/test -e * B gquoted form of theFullPath /

&y _ set fileExists to true - ”
-

Save As:

Tags:

Where:

Create New File

filename.txt

1 Desktop

- W

|

— Conﬁrm![.:ﬂent if necessary — -
if fileExists then -------_—_
Ttry
seat overwriteResult to display dialog —
"o file already exists with that name.
—

B return B returm 8 —

"Do you want to replace it?" buttons {"Cancel™, "Replace"} —
default button —
"Cancel" cancel button —
“"Cancel"™ with icon cauwtion
on error number -128
return

endiﬂ_-_--_------___---

’ —l'l‘! button returmed of overwriteResult is "Replace" then o
do shell script "/bin/rm -f " & gquoted form of theFullPath

-~ i
adTLf---—-—-—————--—-__——

== Create the new empty file

o shell ool ‘i il i —— . —— -

—— Get a valid alias now that the file exists
set createdFile o POSIX fife theFullPath as alias

IHF_---~-

E

-

L ] -
——Revaﬁ_n__----------__—_
tell application "Finder™

activate
reveal createdFile
end tell

Raswult
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Eicaywyn oto Unix
Eutropikn EmiTuxia

AIX I=ZE, QX Sun.

microsystems

SunOS -> Solaris (Sun -> Oracle) SUS-compliant
Ultrix, Digital Unix COMPA(L

3

HP-UX
e SOt
UnixWare -> Novell -> SCO -> Caldera ->SCO’ s
Unixware

Xenix: -> SCO

Standardization (IEEE POSIX: Portable Operating System Interface

for uniX (all known unixes are POSX-compliant), SUS: Single Unix
Specification (Austin), X/open (atTd dIAPOPES EUPWTTAIKES ETAIPIEC)
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Unix yia INpoowTrikoucg YTroAoyioteg PC

(Gnu) Linux

— ['pdgetal To 1991 atd Tov 21 eTwv PIAavIO
Linus Torvalds

— Anuioupyei A2 UNIX yia PCs
> — Awpeav pye GNU license
\)4/ — TeAeutaia 'Ekdoon Kernel: 7.2 (08/2026)

« BSD Lite
— FreeBSD (1993, focus on PCs)

— NetBSD (1993, focus on portability)
— OpenBSD (1996, focus on security)
— Awpeav ye BSD license
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Unix yia KivNTEC 2UOKEUEC

* Linux on Portable Devices

— O1 Trupnveg Twv TTAcioTWY loT cuoKEuwvY
onuepa atnpiovral oto UNIX/Linux
* Android => uses and contributed to the aNn>=0ID
Linux kernel (e.g., energy efficiency, drivers)

* https://source.android.com/devices/architecture/kern
el
« iOS (Apple) => Darwin Kernel
— A POSIX-compliant open source OS released by
Apple in 2000
— Darwin based on BSD -> Nextstep kernel (CMU)

* Raspberry Pl Linux

— Linux RT: Android Automotive OS (Renault, Nissan and m AUTOMATIVE
Mitsubishi), VW OS (VW/Audi/Skoda with Azure Backend), - « -\ CFAFF
Mercedes (MB OS), Tesla OS (Tesla), Arene OS
(Toyota/Subaru), Automotive Grade Linux ... 1.28



https://source.android.com/devices/architecture/kernel
https://source.android.com/devices/architecture/kernel
https://source.android.com/devices/architecture/kernel
http://images.google.com/imgres?imgurl=http://scherle.com/wp-content/uploads/2009/03/500px-android-logosvg.png&imgrefurl=http://scherle.com/tag/android&usg=__NkIEWUFYlnvUp31iiXpSjkWB63c=&h=500&w=500&sz=24&hl=el&start=2&um=1&itbs=1&tbnid=zjeMZCmlr3fFgM:&tbnh=130&tbnw=130&prev=/images?q=android&hl=el&rls=com.microsoft:el:IE-SearchBox&rlz=1I7GGLL_el&sa=N&um=1

UNIX for Artificial Intelligence

e Most tools in the modern Al era are
founded on UNIX!

« Google Brain => Tensorflow

— TensorFlow is a free and open-source software library for machine
learning and artificial intelligence. It can be used across a range of tasks
but has a particular focus on training and inference of deep neural

networks.

- Martin Abadi, Paul Barham, Jianmin Chen, Zhifeng Chen, Andy Davis,
Jeffrey Dean, Matthieu Devin, Sanjay Ghemawat, Geoffrey Irving,
Michael Isard, Manjunath Kudlur, Josh Levenberg, Rajat Monga, Sherry
Moore, Derek G. Murray, Benoit Steiner, Paul Tucker, Vijay
Vasudevan, Pete Warden, Martin Wicke, Yuan Yu, and Xiaogiang Zheng.
2016. TensorFlow: a system for large-scale machine learning. In
Proceedings of the 12th USENIX conference on Operating Systems
Design and Implementation (OSDI'16). USENIX Association, USA, 265-

283.
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UNIX for Al

Installing and instrumenting Al pipelines
(especially at scale) requires UNIX skills.
* Let's see how!

Download a package ©

# Requires the latest pip
pip install --upgrade pip
Install TensorFlow with Python's pip package manager.
# Current stable release for CPU and GPU
pip install tensorflow
* TensorFlow 2 packages require a pip version =19.0

{or =20.3 for macOS). # Or try the preview build (unstable)
pip install tf-nightly
Official packages available for Ubuntu, Windows, and
mac0S.

Read the pip install guide

Run a TensorFlow container

The TensorFlow Docker images [4] are already configured to run TensorFlow. A Docker [ container runs in a virtual
environment and is the easiest way to set up GPU support.

€ D
docker pull tensorflow/tensorflow:latest # Download latest stable image
docker run -it -p B888:8888 tensorflow/tensorflow:latest-jupyter # Start Jupyter server
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Unix for Al

» Jupyter Notebook Integration

sudo docker run -it -p 8888:8888 tensorflow/tensorflow:latest-jupyter
[T 06:58:28.960 NotebookApp] Writing notebook server cookie secret to /root/.loc:

t

jupyter_http_over_ws extension initialized. Listening on /http_over_websocket

[I 06:
I 06:
06:
A6:
06:
A6 :

[
[
[
[
[

o HHH

58:
58:
58:
58:
58:
58:

29.
29.
29.
29.
29.
29.

308
308
309
309
309
314

NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]

Serving notebooks from local directory: /tf

Jupyter Notebook 6.5.2 is running at:
http://1b9f569b2c54:8888/7token=b29d7e2b312fb9bfec5"
or http://127.0.0.1:8888/7token=b29d7e2b312fb9bfec!
Use Control-C to stop this server and shut down all

To access the notebook, open this file in a browser:

file:///root/.local/share/jupyter/runtime/nbserver-1-open.html

Or copy and paste one of these URLs:

http://1b9f569b2c54:8888/?token=b29d7e2b312fb9bfec5f234a83c403e9a2ba724-
or http://127.0.0.1:8888/7token=b29d7e2b312fb9bfec5f234a83c403e%9a2ba7f244c2’
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UNIX for Al

 BASH Integration!

10.16.20.11:8888/notebooks/tensorflow-tutorials/Untitled.ipynb?kernel_name=python3

Jupyter Untitled Last Checkpoint: 7 minutes age (unsaved changes) A Logout
File: Edit View Insert Cell Kernel Widgets Help Trusted ‘ Python3 O
+ = A B 4+ ¥ PR B C W Code v =

In [1]: print("Hello, World!")

Hello, World!

In [&]: %%bash
curl -vvv https://www.ucy.ac.cy/

% Total % Received % Xferd Average Speed Time Time Time Current I
Dload Upload Total Spent Left Speed

<!DOCTYPE html>
<html lang="el" class="no-js " >

<head>

<meta charset="UTF-8" />

<meta name="description" content="University of Cyprus | Holds the EFQM “Committed to Excellence” Award and acknowled
ged with the &gquot;HR Excellence in Research&quot; logo"/>

<meta name="keywords" content="university public academic research academic study education excellence"/>

<style>
form#stickyelements-form input::-moz-placeholder{
color: #4F4F4F;
}
form#stickyelements-form input::-ms-input-placeholder{
color: #4F4F4AF
form#stickyelements-form input::-webkit-input-placeholder{
calnr: #4FAFAF 1
In [10]: %%bash
ps -ef
uID PID PPID C STIME TTY TIME CMD
root 1 0 0 06:58 pts/0 00:00:06 /usr/bin/python3 /usr/local/bin/jupyter-notebook --notebook-dir=/tf -
-ip 0.0.0.0 --no-browser --allow-root
root 33 1 0 07:03 ? 00:00:01 /usr/bin/python3 -m ipykernel launcher -f /root/.local/share/jupyter/
runtime/kernel-615c64fb-c728-439f-9939-537fed362cde. json
root 45 1 007:16 ? 00:00:01 /usr/bin/python3 -m ipykernel launcher -f /root/.local/share/jupyter/
runtime/kernel-efe9befc-185a-4655-bac2-192ffeac3af4. json
root 62 45 0 07:22 ? 00:00:00 bash
root 64 62 0 07:22 2 00:00:00 ps -ef
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UNIX for Blockchain

* Hyperledger Fabric (IBM) is a software stack for
building Permissioned Blockchains.

— Install:

 curl -sSL https:/Ibit.ly/2ysbOFE | bash -s --2.2.2 1.4.9 # the
url sends a BASH script and “bash —s” executes this.

— Usage
* Requires lots of unix commands to manage the P2P network.

— Check: https://hyperledger-fabric.readthedocs.io/en/release-
2.2/test_network.html#bring-up-the-network-with-certificate-
authorities

/=), HYPERLEDGER
= FOUNDATION
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Unix/C Support Everywhere

CPU (Intel, ARM, M) => x64 or H@:} e }
ARM-based

* Useful for design space exploration

. GPU
GPU (NVIDIA) => Gamlng, Ray . :\/Iedium.-;o-large mosiels, datasets
. . .  Image, video processing
Tracing, Machine Learning - Application on CUDA or OpenCL
APU (AMD Ryzen) = GPU + CP!I Tpﬁ'\natrixcomputations‘
(e.g., PS5) el S

TPU Tensor Processing Unit = POA @ tasts model
Machine Learning (e.g., Google)

¢ Compute intensive applications
Future:

* High performance, high perf./cost ratio




Unix via YTTooouec NeeAnC
(Large Filesytems - HDFS)

YAaHoOO!

2010

Target Deployed
Capacity 10PB 14PB
Nodes 10,000 4000
Clients 100,000 15,000
Files 100,000,000 | 60,000,000

2010

« 21 PB of storage in a single HDFS cluster

« 2000 machines

« 12 TB per machine (a few machines have 24 TB each)

« 1200 machines with 8 cores each + 800 machines with 16 cores each
« 32 GB of RAM per machine

« 15 map-reduce tasks per machine

TABLE 1: TARGETS FOR HDF5 V5. ACTUALLY DEPLOYED VALUES

A5 OF 2009

HDFS scalability: the limits to growth
http://static.usenix.org/publications/login/2010-04/openpdfs/shvachko.pdf



EikovikoTroinon (Virtualization)

« Eikovikotroinon (virtualization) avagépetal otn diadikacia
dnMIoupyiag JIag vonTAG, TTapa TTPayUATIKAG €EKOOONG,
Katrolou péoou (.., H/Y, uvAung, diktuou, uttnpeoiag, A.2.,
£QAPUOYWYV, KTA.)

“Eikovikég Mnxavég

Virtual Machines

Datacenter

[MpayuaTtiko YAIKO 1-36
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Eikovikotroinon (Virtualization)

Google's Datacenter in Oregon

Eikovikr YTTnpeoia
(Virtualized Service)

by

Mpaypatikd YAIKO




SAP's Data Centers — A Safe Place for Data

Learn how SAP's data centers ensure the safety and accessibility of your data 24/7 based on the
highest standards of the industry with the latest technology.
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Hypervisors (Emromrtec) kai Virtual
Machines (VMs)

Hypervisors: Tpoypaupa 1o OTToio ONUIOUPYEI Kal
EKTEAEI EIKOVIKEG pnXaveEGg (virtual machines).

Type-1: native or bare-metal hypervisors

— Tpéxouv atreuBeiag TTavw oTo UAIKO. KatdAAnAa yia d1a0£Teg
(servers). 2uvnBwg Trpooapuoouéva LINUX kernels.

* [Mapadeiypata: Xen (open source), Oracle VM Server, Hyper-V (Microsoft),
ESX/ESXi (VMWARE).

* [vwoTta wg laaS otnv opoAoyia Tou Cloud Computing || A || Aep
Type-2 or hosted hypervisors onime || ] 20 || A0

— TpEXouVv w¢ TTpoypapua (user-
space) TTavw atro 10 Kernel evog
aAAou A.Z. (MacOSX, Windows,

Bins/Libs

Virtual Machine

Linux)
* lNapadeiypara: VMware Workstation, Operating System [}
VMware Player, VirtualBox, Parallels

Desktop for Mac and QEMU 1-39



Virtualization Support at the
Hardware Level

« Hardware support to hypervisors comes
nowadays standard in popular x86-64 (Intel &
AMD) processors.

— AMD-v/Intel VT-x: allows a guest virtual machine to
run at privilege levels in the processor that enable
proper operation.

— AMD-VllInteI VT d IS a processor feature that

enables virt —. -

Intel® Pro or Identification Utility -/j
o e e e () E
- -
@ ntel(R) Core(TM)2 Extreme
{ Supporting Advanced Intel Processor Technologi
ntel(R) Vetualization Technol
\ Intel(R) Hyper-Threading Technology
~ Intel(R) 64 Archi A
-~ -
y -
" Other 'a"hs-'ﬁ—--——_—
? Enhanced Intel SpeedStep(R) Technology Yes Intel(R) Advanced Vector Extensions
. IntelR) S5 Yes
[ Intel(R) 53 Yes k
FtelR) S5
|
o4
Information
" <
g ™ ers are e. Proc o features wihin each processor
- erent proces: Foverw i sor_number for details.

vvvvvv

| CPUID Data |

d

No
ves > 4

ces (directed 1/O).

~ Also supported in AMD
J Ryzen ( Secure Virtual
Machine (SVM) in BIOS.)




Virtual Private Server

 Virtual Private Server (VPS): aciotroiei Eikovikotroinon
Yia va polpacel Tov 01a0€Tn o€ containers, T0 KABE £va

EK TWV OTTOIWV AEITOUPYEI WG CEXWPIOTOC dIABETNC

— Kd&Be VPS emtpéTTel root access, process

management, stop/reboot VPS, KTA. e | Bl i
— Mapadeypa: OpenVZ, Solaris BinsiLbs :;m
Containers & LXC (Linux Containers) Container

e 2710 paBnua evdéxetal va apete 1 OpenVZ VPS pe

r00t BIKIGLOTE

— VPS dnuioupynRbnkav apxikd yia Aoyoug ac@AaAeiag

(Ch rOOt JaIIS) - C0:::I:ER
— 2NMEPQA gival TNG nOdag software VPS Ta oTToic s

XPNOIKJOTTOIoUVTAl YIa TNV dlavour] AoyIoHIKOU

Hos

t OS

(11.X. Docker PaaS)

— Ze@euyoupe atrd eIkovikoTroinon A.Z. Kal EI0EpXOUAOTE
OTOV. XWPOTNG EIKOVIKOTTOINONG UWNAOTEQWV. ETTITIEOWY
(ek16G ElNA421)

App C

ibs
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os.
o

laaS, PaaS, SaaS

g N S_ep_al;atjpn_q_t Qesponsmllltles

e.g., Amazon e.g., e.g., GMAIL
| EPL421 EC2 | SQLserver for business

On-Premises Infrastructure A rm Software
(as a Service)

(as 3 Service) (3s a Service)

m Applications
suntime Hanting
+ W,

Meddieware

You manaoe
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1

Middleware
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Edge Computing l

Push datacenters closer to users:

* Minimize user latency
* minimize energy costs (less net

Global online video traffic

traffic)

Internet Edge
of Things Computing

Cloud

ource: Lean ICT - To
The Shift Project 2019

Realtime Data Processing
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10-300 ms

Edge Computing

INTERNET NY Stock
CLOUD Exchange
il Example
Data Warehousing
Industry 4.0
Example
(robotic
EDGE LAN/WAN decision on
. the Edge)
date visua}i?ation }
Basic analitics 1z
Data cachipg, buff.eri.ng . el —
PN e e f= = |
E 1 HTCA-6200 :
i : 1
__________________________ |
= Latency:
1ms!

> 81

SENSORS AND CONTROLLERS
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Edge Computing

# Google Datacenters are more widespread and closer

Sping google.com

PING google.com (172.217.171.238): 56 data bytes

64 bytes from 172.217.171.238: icmp seqg=0 ttl=112 time=36.124 ms

# Amazon (US) Datacenters are farther away

$ ping amazon.com

PING amazon.com (205.251.242.103): 56 data bytes

64 bytes from 205.251.242.103: icmp seg=0 ttl=226 time=137.962 ms

# Amazon (Germany) Datacenters are closer, still not within 1 ms
$ ping amazon.de

PING amazon.de (52.95.120.34): 56 data bytes

64 bytes from 52.95.120.34: icmp seg=0 ttl=216 time=78.836 ms

# Let’s find the latency of something local - We reached the EDGE!
$ ping www.ucy.ac.cy
PING ucyweb.ucy.ac.cy (194.42.1.70): 56 data bytes

64 bytes,from 194.42.1.70: icmp, seg=0 ttl=58 time=1.212 ms
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Edge Computing

* Objective to bring
e — — —

Deployment 2004-05 2006-10 2020
o
? Bandwidth 2mbps 200mbps >1gbps
100-500 20-30 <10
Di Latency milliseconds milliseconds milliseconds

Average :
Speed 144 kbps 25 mbps 200-400 mbps
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Green Computing

 Green computing is the environmentally
responsible and eco-friendly use
of computers and their resources.

 The study of designing, Energy consumption in the IT sector
manufacturing/engineering, using

. . 20%
and disposing 19% Devices

. . . Data
of computing devices in a way that centers
reduces their environmental oo o
|mpact Network; |

https://whitelabelitsolutions.com/meani
ng-green-computing/

11%
Smartphones

111% TVs

17% Computers J

Il Use M Manufacturing

Source : Lean ICT - Towards Digital Sobriety / ©DW
The Shift Project 2019
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Norway’s Biggest Data Cente

 Norway generates 90% of its energy from hydrodynamic.

« Lefdal Mine Data Center: Where the cloud goes
underground. Why?

« Heating from machines used to warm up neighbourhoods

Cooling water is

{ > distri buted to each
street, via the
service tunnel.

: / L

https://itbizadvisor.com/2017/05/lefdal-mine-data-
center-where-the-cloud-goes-underground/
1-48
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Finding Hardware Specs

<ada>$ cat /proc/cpuinfo
0 # vmware -v

VMware ESX Server 31 3.5.0 build-
158869

processor:
vendor id: GenuinelIntel
cpu family: 6

model: 13

model name: QEMU Virtual CPU version (cpu64-rhel6)
stepping: 3

microcode: 1

cpu MHz: 2400.084

cache size: 4096 KB .
Scat /proc/version

Linux version 5.4.0-96-generic (buildd@Ilgw01-
amd64-051) (gcc version 9.3.0 (Ubuntu 9.3.0-
17ubuntul~20.04)) #109-Ubuntu SMP Wed Jan 12
16:49:16 UTC 2022

physical id: O
siblings: 1

core id: O

cpu cores: 1
apicid: O

initial apicid: O
fpu: vyes

fpu exception: yes
cpuididevel.: 4 1-49

wWp: yes



[lepiexopevo MabBnuartocg

 EBS. 1-3: EvroAég UNIX kai EpyaAgia Q@eAIpoTNTAG
(System Utilities)
Eicaywyn, lotopikn Avaopour], ATTAEG KOl TIPOXWPNHEVEG
eVTOAEC, KavovIKEC ekppaoclg, AvakaTeuBuvaon (redirect)
Kal dloxeteuon (pipe), Alaxeipion Apxeiwv, Alepyaaieg,
EvTOAEC TTEPIBAAAOVTOC, ETTIKOIVWVIAC, £10000U/e€O00U,
s)\sy)xou dlepyaciwyv, EpyaAeia Q@eAiuotntac: sed, awk
KTA.

 EBS. 4-5: MNpoypappatiopog oto KEAugpog (bash)
Eicaywyn, MetaBAnTEC, 2uvlnkeg EAEyxou (if, select),
EtravaAnTtmikoi Bpoyxoi (for, while, until), ‘EAeyxoc¢ Ponc
(break, continue), 2Zuvaptrioeig, MNMivakec, AoyIKOoi Kal
apIOUNTIKOI TEAEOTEC K.QL.
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[lepiexopevo MabBnuartocg

ERO. 6: ZuoTAuaTa ApXEiwv.

Eicaywyn ota Apxeia kal 2uotipara Apxeiwv oto Unix (Tutror Apxeiwy,
Partitions, i-nodes, blocks), MéBodol Emre¢epyaoiac Apxeiwv: Standard 1/0O
vs. XaunAou Emédou I/O, METa-TTAnpogopiec Apxeiwyv, Aoun Kai
[MpooBaon, Alaxeipion Apxeiwv Je KANOEIC ouoTAPaTog, Alaxeipion
KataAoywyv, lNpootréAaon KataAdywyv pe ouvapTtioeis BiBAIoBrikng

ERO. 7-8: Aigpyaoieg: MepiBaAAlov, 'EAgyxoc¢
Kal ZAMOTO

Aigpyaoiec: Aopny & AvatrapaoTtacr), Tautotnteg Alepyaoiwy, Anuioupyia
Aiepyaoiwyv, MetaBAnTéc MNepiBaAlovrog, Oppavég Alcpyaaoieg, Alepyaoieg

Kal Apxeia, Avapovr Aigpyaciwy, Zombie Aigpyaagieg, 2ApaTa Kal
Algpyaoieg

MIDTERM
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[lepiexopevo MabBnuartocg

ERS. 9-10: Ala-0iepyaciakn Emikoivwvia (IPC)

Emkoivwvia peracu Alepyaoiwv, MeAETN TPOTTWYV ETTIKOIVWVIAG: i)
2wAnveg (Pipes), ii) FIFO (Named Pipes), iii) Oupéc Mnvuuatwy
(Message Queues), iv) KoivoxpnoTtn Mviun (Shared Memory) pe
2NuatoPopouc (Semaphores) kai v) INpoypauuaTIoNog YTTOd0X WV
(Socket Programming).

ERS. 11: NMoAuvnuaTtikog NMpoypappaTIoNOg
(Multithreading)

lAsovektnuara Nnuarwyv, Eidn Nnuarwyv, lNoAuvnuarika MovréAa,
H BiBAioBrikn <pthread.h> ka1 Trapadeiypara, O<uara diaxeipiong
TauToxpoviag, dlaxeipion adie¢odwV.

ERS. 12: NMNapouoidoeic PoiTnTwyv

Systems Programming in Windows: Sockets, Process
Management, Threads and Concurrency, IPC

Scripting Languages: PHP, Ruby, Python, Perl, Smalltalk
ERO. 13: NMNpoxwpnuéva OEuaTta

Map-Reduce, DevOps, KTA. 1-52
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