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SQL/PSM - Persistent Stored Modules

« 2710 TIpOTUTTO ANSI, Ta Sprocs kal UDFs opiCovTal
WG MEPOC TNC evoTnTag SQL/PSM (SQL/Persistent
Stored Modules)

— To Persistent (dnA., yoviua) uttodnAwvel OTl Ol
AEITOUPYIEC QUTEC aTrOBNKEUOVTAI KAl EKTEAOUVTAI ATTO
TOoV O1a0£TN TNG BAoNG TTAPA TOV TTEAATN.

 Baoiko MNpoBAnpa gival To yeyovog OTI O KABE

KATOOKEUAOTNG aKOAOUBEi DIk TOU ouvTagn yia

uAotroinon Tou PSM

— H TSQL cival éva trapddeiypya un-ocupBaTtig yh\wooac.

— To idlo 1oxUel yia Tnv PL/SQL (Procedural Language/
SQL) tn¢ Oracle
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B) Stored Procedures oe TSQL

« Stored Procedures (Sprocs), €ival evioAeg (T)SQL ol
OTToieC aTroBnkevovTal oTn BAon OEOONEVWYV KAl Ol OTTOIEC
UTTOPOUV VO TTAPOUV OPICHATA KAl VO ETTIOCTPEYOUV TIMEG.

 Mapaderypa: Anpioupyia Sproc 1o OTT0I0 ETTIOTPEPEI OAOUG

Touc Employee

E{.:f Microsoft SOL Server Management Studio Express = |EI|5|

File Edit W¥iew Tools wWindow Community  Help

_:l_Neruery |_"J = = & :3_, El :L;‘ -Llj

USE epl342
GO
CREATE PROC spEmployee S e === L

-
Pl [ Synonyms
= [_d Programmability
A S { = [ Skored Procedures
\ [ System Stored Procedures

E] dbo.spEmploves
~ | Functions

SELECT *FROM Emp1l | ~fzE——-—

[ Types
1 Rules

[ Defaults hl
[+ [ Security _ILI
3

| [
GO is not a SQL keyword. Ready

=B

/ﬁ?Z\SQLExPRES...QLQueryl.sql* > X
T3E epl34z
-
GO
CREATE PROC spEmployees
A=)
SELECT * FROM Empl

| |

a3 Messages I
N
Ccmmandl:sj completed successfully.

/
s

|§ |><YZ\SE!LE><F'F|ESS [A.05P3]  [<vZhdzeina (52)  |epla4

A

It's a batch separator used by client tools (like SSMS)
to break the entire'scriptup-into' batches
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B) Stored Procedures oe TSQL
(Sproc xwpic lNapapeTpoud)

« KARon Sproc (xwpeig NMapapérpoug) péow EXEC

=10l x|

USE epl342

GO

EXEC spEmployee
AAAeg EVTOAéG

 AKUpwoN SProc

— DROP PROC spEmployee [;]
 MeTaBoAn Sproc

— ALTER PROC

AS SELECT * FROM Emp1
GO

rosoft SOL Server Management Studio Express

File Edit Wiew Query Tools ‘Window  Community

Help

Hhewauery | [ |5 H & B @ BEF g

— —
5 i | evos2 AL Rl AT ARA i n JCE ="
SR [ %v2\SQLEXPRES...QLQuery Lsal* | Summary
=i H E] N EXEC spEmployes
=2 l.d EYZ\SQLESPRESS (SQL Server 9.0,4053 - X'Z\dzn
B [ Databases \
[ System Databases
EN N 7
[ [ Database Diagrams ~ -~ -
[ Tables — e ==
[ Views
[ Synonyms
= [ Programmability d I
[l [ Stored Procedures = Results | B MESS&QES'
[ System Stored Procedures —
B = [dbo spEmplayee 35N | Fname| Iiniit | Lname | Dno | salary |
oI £ Parameters T i1 B Smith 2 NULL
E& Returns integer 2 2 1 T “wong 1 10000
Bl 3 Functions EE 1 J wong | 2 40000
jzata”‘j_ﬂ”ggm 4|4 1 NULL Zelya 4 40000
+] SSEMDIes =
3 Types ® 5 1 NULL  *wallace 2 30000
F3 Rules B B 1 I3 Marayan | 2 20000
[ Defaults |7 1 T wong | 2 56000
3 security 8 i 1 E Jabbar 2 NULL
L3 Morthwind 3 |1 1 B Smh 2 NUL
o tE.St 10 | 4411111933 NULL  NULL  NULL NULL  NULL
[ Security e
[ Server Objects 11| 33117115953 NULL  NULL | NULL NULL  NULL
[ Replication
[ Management =
4 | 3] |@ wrsaiexeress BosPa) [odeenaEa [spmez (00

Ready

=

ni Col 1 chi

NS

A
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B) Stored Procedures oe TSQL
(XOpaKTNPIOTIKA Sprocs)

Baoiko MNAgovEKTNMO Sprocs:
— Emidoon/Meiwpévn Kivnon Aiktuoou: To Sproc civai
Precompiled/Optimized Trpiv TNV KAon tou. Etriong
MEIWVETAI N KUKAO@Opia dedouEvVwWY petacu DBMS kai

TTPOYPANHPATOG EQAPUOYNG.

Mikp6 lNMakéto

DBMS Stored Procedure: Program
SProcs Call spEmpLpP WITH Stored
Procedures
Dynamic SOL:
e SELECT * FROM Program
>< EMPLOYEEE,___ | WITHOUT Stored
= DEPARTMENT D Procedures
i - %/Triggers WHERE \
E.Dno=E.Dno

MeyaAutepo MNMakéTo 06



B) Stored Procedures oe TSQL

(XOpaKTNPIOTIKA Sprocs)
AAAa MNMAsovekTAMOTA SProcs

— Aoc@dAsia: Ta Sprocs pag emTPETTOUV va dwoouue Trpdéofaon o¢
Ag1Toupyieg TNC BAoNG Xwpig va divoupue TTIPOCRACN OTOUC TTiVOKEG.

— Akpipeia: O1 dietTtagéc (ODBC, JDBC, KTA) 0Tn TTPOOTIABEIQ VA TTPOCPEPOUV
Eva KOIVO UTTORaBpo AsiToupyiag o€ dIa@OPETIKOUC KATOOKEUAOTEC BACEWY
KAvouv d1agpopouc cuuBIBacuouc oTnv akpilela (T1.X., METATPOTTA TUTTWV KTA)

— EUKoANn petagopd o€ AAAN Nwooa MNpoypapuariopou: Autd OO0V OAN
N AoyiKrf TNG BAONG UAOTTOIEITAI ECWTEPIKA Kal OXI OTNV YAWOOO
TTPOYPANMATIONOU.

— Meiwvoupe Tov Kivouvo yia SQL Injection emBEoeIC.
— Meiwvoupe Kal TNV €KBeon Tou TIyaiou Hag KWAIKA TTPOC TA £CW.
MeloveEKTRMATO SpProcs

— AUoKoAn Metag@opa o aAAo DBMS: AuTd AOyw Tou OTI Ol YAWOOEG TTOU

xpnoipotrolouvTal o€ Npoy. NA\wooeg Bacewv Aedopévwy (TT1.X., oUvTagn TnG
TSQL) d¢ev gival TTPOTUTTOTTOINUEVEG
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B) Stored Procedures oe TSQL
(Sproc pe lNapapetpo Eic6o0U)

 Mapadeiypa Sproc: Bpeg 6Aa Ta name, dependent name
Bdaoel Katrolag ocupgfBoAoosipdg avalnTnong
USE epl342 EMPLOYEE

n ap le 5TP Og El O'ééOU 55N Fname Minik Lname Dno
GO (max api@ués =2100) |1 dom _ B _ smth_ 2z
< :_2_ Franklin T Wong s | : P
CREATE PROC spEmpDep/ A g S B
@SearchName nvarchar(50) 4 Jennifer S Zelaya 4
A S 5 Ramesh K Wallace 2
6 Joyce A Marayan 2
SELECT E.fname, D.dname 7 ahmad ¥ English 2
FROM Dependent D, Empl E 8 [Jemes |F |Mobwr |2
WHERE D.ssn=E.ssn AND s | dname
D.Dname LIKE '%' + @ SearchName + '%": i ;":t:"
<:-2 —————— .;chmea_s-::>
i . ' T T T T Frokopis |
KAnon Sproc: EXEC spEmpDep 'Ach 3 I
DEPENDENT

= EmoTtpégel Franklin, Achilleas
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B) Stored Procedures oe TSOQL
(Sproc pe Napauetpo Eilco6dou/ECOd0U)

* [Nlapadelyua Stored Procedure trou Aapavel wg €icodo
eva CustomerID Kal EAEYXEI TO IOTOPIKO AYOPWYV TOU €V

AOYW TTEAQTN,.

CREATE PROCEDURE sp_CustomerLevel

@CustomerID INTEGER,
@CustomerLevel VARCHAR(20) OUT
AS

DECLARE @PurchaseTotal DECIMAL(8,2)

/MSTGB)\”TI:] Sﬁéﬁou

SET @PurchaseTotal = (SELECT SUM(amount) FROM transactions tr
WHERE tr.CustomerID = @CustomerlID)

IF @PurchaseTotal =0
BEGIN
SET @CustomerLevel = ‘Empty’
RETURN
END
IF @PurchaseTotal > 1000
SET @CustomerLevel = 'Standard'
ELSE
SET @CustomerLevel = ‘Gold’

KAQon Sproc sp_CustomerLevel \
DECLARE @CustomerLevel VARCHAR(20)

EXEC sp_CustomerLevel 12391, @CustomerLevel OUT
PRINT @CustomerLevel

= EmoTpépea Empty
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SQL Injection Attacks
T1 €ivau;

* Eival n TepimTwaon mou évag KakOBoUuAog XpnoTtng
OIECAYEI AVETTITPETITEG TIPACEIC TNV KATAOTACN TNG

paong pag

— [.x., elcaywyn/diaypa@n/evnuEépwaon 0EOOPEVWYV N
mvakwyv SELECT/INSERT/UPDATE/CREATE, ektéAeon
pouTivwv TNG Baong EXEC yia 11.X., Gvolyua TTOPTWV,
EMPUTEUON KOKOPBOUAOU KWOIKA, KTA.

— To 2018-2019 n Fortite, Tesla ka1 Cisco Arav Buuara.
* Apopd TrepITTTwoElC Auvauikng SQL

SELECT E.fname, D.dname
FROM Dependent D, Empl E
WHERE D.ssn=E.ssn AND

D.Dname LIKE '%' + @ SearchName + '%"; 20-10



[Mapaodeiyua

 Ymro0éoTte Tov akOAouBo C# KwodIKa (MTTOpOUOCE va gival
PHP, Java, KTA.)

var Shipcity;

ShipCity = Request.form ("ShipCity");
var sgl = "select * from OrdersTable where ShipCity =™ +
ShipCity + ",

O xpnRoTtng divel oTo input
Redmond'; drop table OrdersTable—
o TiekTeAsiTal;

SELECT * FROM OrdersTable WHERE ShipCity =
'Redmond';drop table OrdersTable--'
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SQL Injection Attacks

TutTol ETTIBSEoWwvV

Union-based SQL Injection

— ETKOAANON oTO result-set emmimTAéov
amroreAeouatwyv ye UNION

Error-Based SQL Injection

— EXTUTTWON €MITTAEOV ATTOTEAECUATWY PE PRINT
oTo standard error

SQL Injection based on user input

— EmKOAANON emmiTTAEOV statements 11.X., DROP,
DELETE, KTA WG YEPOC TOU query
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SQL Injection Attacks
[TwC ATTOTPETTETA!;

« Eival TepIiTTAOKO BEpa o€ TTOAAG €TTITTEDQ TO OTTOIO
0a ayyi¢oupe NOVO ETTIOEPUIKA
— QIATpaGpioua Eicddou & Blacklisting (1T1.%., O€
XOPAKTAPEC “<>/?*()&”, SELECT, EXEC, INSERT, file name
handlers: AUX, CLOCK$, COM1 through COM8, CON, CONFIGS,
LPT1 through LPT8, NUL, and PRN.KTA)

— EAGxioTO dikaiwuaTa oTov XpnoTn
— Xpnon Stored Procedures (0x1 Dynamic SQL)

— XpNon €CEIDIKEUPEVWV OOUITWY AO@PAAEIOC KAl EPYAAEIWV
eAEyxou (penetration testing)

— [epioootepa: https://learn.microsoft.com/en-
us/sqgl/relational-databases/security/sql-
Injection?view=sgl-server-verlo 20-13



SQL Injection Attacks
QUOTENAME, REPLACE

« SELECT QUOTENAME ( 'character _string' [,
'‘guote_character' ] )

— lMeplopilel Tnv €icodo o€ 127 xapakTAPES (atToTpETTEl buffer

overflow attacks through SQL injection - see example on prior slide)
* MeyaAUTEPQ strings €100d0u etTIoTPEPoUV NULL

— [1pooBETEl DIaXWPIOTIKA £TO1 WOTE N CUUBOAOCEIPA 10000V Va gival
OOKIMN
 single quotation mark ('), a left or right bracket ( [] ), a double quotation mark (" ), a left or
right parenthesis ( () ), a greater than or less than sign ( ><), a left or right brace ({} ) ora

backtick ().
* Ta left or right bracket ( [] ) €ival default

« SELECT QUOTENAME('abc def); Aivel [abc def] (1 row(s) affected)

« SELECT REPLACE(‘abcdefghicde’,'cde’,'xxx’);
— AVTIKOOIOTA XapaKTAPEC O€ Uia akoAouBia ei100d0ou
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Sanitizing Input in Stored
Procedures

ALTER PROCEDURE dbo.My_Stored_Procedure
@String_Parameter VARCHAR(289)

AS

BEGIN

SELECT @String_Parameter = REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPL
ACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(R
EPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLAC
E(REPLACE(REPLACE(REPLACE(REPLACE(@String_Parameter, '@', "), '#', "), '%', "), ', "), 'S", "), '"A", '), !
&), ) =) ) )T ) ) T T N, I' "), PN PR Pl
L), ), ), ), ), R, ), ), )

SELECT @String_Parameter;

END

Daisy chaining replace is messy but works (as opposed to
regex solution):

https://www.sglshack.com/sanitizing-inputs-avoiding-security-usabili
ty-disasters/
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Mapadeiyua ANayAc Password:

CREATE PROCEDURE sp_MySetPassword
@loginname sysname,
@old sysname,
@new sysname

AS

—— Declare variables.
DECLARE @login sysname
DECLARE @newpassword sysname
DECLARE @oldpassword sysname
DECLARE @command varchar(2000)

— In the following statements, the data stored in temp variables

—— will be truncated because the buffer size of @login, @oldpassword,
—— and @newpassword is only 128 characters, but QUOTEMNAME() can return
-— up to 258 characters.

SET @login = QUOTENAME(@loginname, '''")
SET @oldpassword = QUOTENAME(@old, '''")
SET @newpassword = QUOTENAME (@new, '''")

—— Construct the dynamic Transact-50L.

—— If @new contains 128 characters, then @newpassword will be '123... n
—— where n is the 127th character.

—-— Because the string returned by QUOTENAME() will be truncated,

—— it can be made to look like the following statement:

—— UPDATE Users SET password ='1234. . .[127] WHERE username=' —- other stuff t
SET @command = 'UPDATE Users set password = ' + @newpassword
+ ' where username =' + @login + ' AND password = ' + @oldpassword;

—— Execute the command.

EXEC (@command): 20-16
GO




C) UDFs og TSQL

 UDF (User Defined Functions): ocuvapTROEIG TOU XPNOTN
ol oTToie¢ atroteAouvTal attO EVTOAEGS (T)SOQL kal o1 OTToIEG

atroOnkevovTal oTn Bacn OedopEvwY.

o 2NMUEIWOTE OTI KABE BAonN OEOOPEVWYV TTAPEXEI
Kai built-in cuvapTroeig o1 oTToieC ovoudalovrer—
System Functions (11.X., MAX, MIN, ABS, KTA)

 Ta UDFs (TSQL) diakpivovTtal oTIC KATNYOPIEC:

« Scalar-valued Functions = EmoTpé@ouv Babuwrn
Tiun (Scalar: int, varchar, KTA.)

« Table-Valued Functions = EmoTtpégouyv llivaka

« Aggregate Functions = EmoTpé@ouv KATToI0
ouvaBpPOoIoTIKO ATTOTEAET A (TT.X., M1 ECEIDIKEUMEVN
MAX ouvaptnon)

unckions
| Tahle-valued Functio
_J S alat-valued Functio

] l:||:| MetersToln h

] F\Q':I egate Functio
L System Funckio
2 =I [ Aggregate Functio

+ M avgl)
+ '{;:E Binary_checksum()

¥
+ s‘l Checksum_aggl)
+ -‘rl Counk(}
+ {?.la Count_big{)
% Ul Grouping()
+ -‘rl Maxi()
+ -‘rl Min)
+ -‘rl Skdes)
+ -‘rl Skdewpl)
* ’i*:le: Sumi}
= el var()
71 Uels warpi)
¥ [ Configuration Functions
+ [ Cursor Functions
¥ [ Date and Time Functions
¥ [ Mathematical Functions
¥ [ Metadata Functions
¥ [ Qther Functions
+ [ Rowsek Functions
4] [ Security Functions
+ [ String Functions

4] [ Text and Image Functions

+] [ Swstem Statistical Functions 7



C) UDFs og TSQL
(Mapadeiyua )

* Mapaderypa Anuioupyiac UDF (Scalar) tTou
uetratpetel Ta MeErpa o€ lvroeg

CREATE FUNCTION dbo.MetersTolnches (@Meters DECIMAL(10,3))
-- Napauetpog Eicddou (dia TIuNG)
RETURNS DECIMAL(10,3) -- Tiun EmoTtpo@ng (dev uTTopoupe va
TTEPACOUME TIMEC OIa avapopdc ®)
AS
BEGIN

DECLARE @Inches DECIMAL(10,3)

SET @Inches = (@Meters * 3.281 ) * 12

RETURN @Inches -- EmoTtpo@r] ATTOTEAEOUATOC

END ["evika, 10x00UV Ol YVWAOTOi KAVOVEC OUVAPTNOEWV TTOU UTTAPXOUV

o€ AAeC YAwaooeg (11.x., euBéEAgIa ueTaBAnTwy, KTA)
20-18



C) UDFs og TSQL
(Mapadeiyua )
« KARon UDF (Scalar):

SELECT dbo.MetersTolnches(123.45) AS 'Inches’

ETTIoTPEQEL:
Inches

4860.473
(1 row(s) affected)

AAMo MNMapadeiyua:
SELECT Weight, dbo.MetersTolnches(Length), Cost, ...
FROM Products
WHERE ProductlD = 199232

20-19



C) UDFs og TSQL
(Mapadeiypa )

 UDF Xwpig TTapAUETPO
CREATE FUNCTION dbo.Two ()
RETURNS INT -- Tiyi EmoTpo®ng

AS
BEGIN
RETURN 2 -- ETrioTpo@n ATTOTEAEONATOC
END
Query KAnon UDF AtrotéAeopa EkTéAeong Query
SELECT * oo WHERE ssn Fname Minit Lname [?_no salary

FROM EMP1 /

(1 row(s) affected)

2 Franklin T Wong 5

10000

WHERE ssn = dbo.Two()

20-20



C) UDFs og TSQL
(UDF Table-Valued Function)

CREATE FUNCTION dbo.GetEmployees()
RETURNS @records TABLE -- AjAwon o1 n 2uvaprnon Emmiorpéeer MNivaka
( --TNedia 2xéong EmoTpopnc

EmplD nchar(10) NOT NULL, .
FirstName nchar1oy nuLL | KANoN UDE (Table-Valued) 610 FROM

) Select *
AS FROM dbo.GetEmployees()

BEGIN
-- Elocaywynr OAwv Twv atmoTeAeouATWY TNG
INSERT INTO @records

SELECT ssn,fname FROM Empl

-- TepUATIONOC TNG OUVAPTNONG (TO récords TMOTPEPETAI £TOI KAl AAANIWG)

RETURN;
END

¢onc Empl otn oxéon @records

2nueiwan: To armroréAeoua TN ouvaprnong UTTopEi va
xpnaoiuorroin@ei oro FROM 20-21



C) UDFs og TSQL
(AlapopEC JE Sprocs)

 Ta UDFs kal oTa SProcs £Xouv TTEPIOCOTEPEC OMOIOTNTEG
Tapd diaopeg otnv TSQL.
 Baoikég dl1agpopEg:
— A) ZT10 TTWCG YiveTal n KARon: 21a UDFs n kKAnon
ouvnBwc oto SELECT (kai katrote coto WHERE A FROM)
evw ota SPROC n kAAqon vivetal yéow EXEC.

— B) Z10 TTWG £TMIOTPEPOVTAI TO atTOTEAEoMaTA: 2Ta UDFS
TQ ATTOTEAEOPATA YTTOPOUV VA XpNnoluoTToinouyv dueoa
evw ota SPROC TTpéTrel va Tott006TNBOUV O€
EVOIANEOOUG TTIVOKEG
N.x., N'a xpnon amoreAeoudtwy TNG SPEmployee o€ eva query 1a
EI0AYW TTPWTA O€ £va evOIANEDO TTivaka EmpBack

INSERT INTO EmpBack
EXEC spEmployee 20-22



C) UDFs og TSQL
(A)\)\ag Alagpopec UDF vs. Sprocs)

To UDF gival utroTTpOypOapMa TO OTTOIO YPA@ETAl YIa VA
EKTEAEI KATTOIOUC UTTOAOYIOMOUG KAl VA ETTIOTPEPEI MIA
MOVaOIKN TIMN.

To Sproc gival UTTOTTPOYPAMMA TO OTTOIO YPAPETAI VIO VO
EKTEAEI Yo akoAouBia atrd evToAEg Kal va eTIOTPEPEI 0 N
TTEPICCOTEPEG TIMEG.

Ta UDFs INPETIEI va emoTtpe@ouyv Tiun ye 1o RETURN evw
Ta SPROCs ptropouv va xpnoiuotroiouv 1o RETURN aAAd
XWPEIG VA ETTIOCTPEPOUV TIUA.

UDFs utropei va xpnoipgotroin@ouv oto SELECT (dedouévou
TOU OTI OEV KAVOUV ETTECEQPYATIA TTIVAKWV)

Ta UDFs €xouv povo IN trapauétpouc. Ta SPROCSs ptropei

va exouv OUT i IN/OUT TtrapapETpouC. 0.9



D) Cursors (Apoueic) oe TSQL

e ['vwpiouue OTI TO ATTOTEAECHATA ETTEPWTNOEWY
ETTIOTPEPOVTAI OE PIA ETTEPWTNCN UTTO HOPPN MIOG OXEONG
— TLX., “SELECT * FROM Emp1” emoTpEPel Eva 0AOKANPO TTiVOKA.

« Ed&v BEAoupe va eTTECEPYAOCTOUNE TA ATTOTEAECHATA AUTA
YPOMMA-YPOAMMA (QVTi VO aTTAG va TUTTWBOOUV), TOTE
XPNOIMOTTOIOUME TNV £vvola Tou Apouéa (Cursor).

_-"Cursor in Sproc (TSQL) ~F~_ Cursor in JAVA
s N
DECLARE cursorname CURSOR FOR ! \ ResultSet rs;
SELECT * FROM Emp1 Epgpaacn rs = stmt.executeQuery("SELECT * FROM Emp1");
OPEN cursorname A while (rs.next() )
WHILE @@FETCH_STATUS=0 snope\g'w\!
< BEGIN 5IG(|),(XV£I(.UV System.out.printin(rs.getString("ssn"));
~ o PRINT @ssh —— }

AEN xpnoipotroioupue CURSORS w¢ UTTOKATAOTATO O€
SQL queries epbdoov dev BeATIOTOTTOIOUVTAI KAI APYA.
Maévo yia TrepITTAOKA queries (T7.X., TTOAATTAG

Briuata 6TTWG avadpopIKA KAEIoTOTNTA, KTA.) 20-24
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D) Cursors (Apoueic) oe TSQL
(Mapaodeypa Xpnong)
USE epl342

DECLARE @ssn nchar(10), @fname nchar(10)
DECLARE employee cursor CURSOR FOR -- AnAwaon petaBAnTng Tutrou Cursor
SELECT ssn,fname FROM Empl -- ETrepwrtnon mmou ouvoEeTal Pe tov Cursor

OPEN employee_cursor -- Avolyua Cursor (ExktéAeon ETrepwtnong)
-- Avayvwon TTpwTngS YPauMNAGS oTic heTaBANTEC id, fname

FETCH NEXT FROM employee_cursor

INTO @ssn, @fname 0=0K, -1=ERROR,

WHILE @@FETCH_STATUS:mmalaoav TQ ATTOTEAEOUATA

BEGIN
PRINT RTRIM(@ssn) +', ' + RTRIM(@fname) -- RTRIM: @euyel right spaces
FETCH NEXT FROM employee_cursor -- Avayvwaon TTOMEVNC VRAMMAC Tutrdvel

INTO @ssn, @fname 1,1
2, Franklin
END 3, Alicia
; 4, Jennifer
CLOSE employee_cursor -- KAcioiuo Cursor 5 Ramesh

DEALLOCATE employee_cursor -- Atrodéopeuon Mivaka Evaiapeowy g joyce
ATtroteAeopATWY TTOU XpPNOoluoTTolEi 0 SqglServer yia To Result Tou Cursor .| 7, Ahmad

EvaAAGKTIKG héveraTny. hvAun uéxel 1o KAsIoIuo Tou _Session. 513, iames



D) Cursors (Apopueig) o TSQL
(XapakTtnpioTika Cursor)

 KareuBuvon Cursor: H default Aeitoupyia Tou cursor €ival
va Kiveital ymrpootd NEXT (default), eyypagn-cyypaen
MECQ O€ Eva ammoTeEAeoa. YTrapyouv opicpata (SCROLL)
via va Kiveital dia@opeTika FIRST, LAST, PRIOR,
RELATIVE, KTA.

 Evnuépwon AtroteAeopdaTtwy: Eival duvartod va
EVNMEPWVETAI TO AaTTOTEAEOPATA (ATTO AAAQ transactions)
Tou TTpooTtreAauveTal ammo eva CURSOR (READ ONLY
(default) | UPDATE )

 EpBéAcia Cursor: H euéicia evoc CURSOR uTtropei va
TEPIOPIOTEN TOTTIKA pEoa oTo id1o batch) (LOCAL (default) |

GLOBAL)

— local to the batch, stored procedure, or trigger in which the cursor
was created. 20-26



D) Cursors (Apopeig) o TSQL
(Mapadsiypa Xpnong)

EIRST,- LAST-PRIOR, RELATIVE
ISO Syntax

DECLARE cursor_name [ INSENSITIVE ] [ SCROLL ] CURSOR
FOR select_statement
[ FOR { READ ONLY | UPDATE [ OF

lumn_name[,..n]1]}]

]

Transact-SQL Extended Syntax
DECLARE cursor_name CURSOR [ LOCAL | GLOBAL ]

perform cursor work on data
without being affected by
changes happening in the

[ FORWARD_ONLY | SCROLL ] underl_ying table while the
[ STATIC | KEYSET | DYNAMIC | FAST_FORWARD ] query ;_S | .
[ READ_ONLY | SCROLL_LOCKS | OPTIMISTIC ] executing. 'nsensitive

cursors can't make changes

[ TYPE_WARNING ] to underlying tables. They do

FOR select_statement create a ‘snapshot’ of the
[ FOR UPDATE [ OF column_name [,...n]]] existing datain tempdb
[}] whenthe cursor is declared.
ISO syntax T-SQL extended syntax
DECLARE MyCursor INSENSITIVE CURSOR DECLARE MyCursor CURSOR STATIC
FOR SELECT TOP 1000 * FROM Sales FOR SELECT TOP 1000 * FROM Sgjes,

http://examplesqgl.com/2019/09/17/insensitive-cursor-sgl/



D) Cursors (Apopueig) o TSQL
(Mapadsiypa Script yia Backup Baocewv)

DECLARE @name VARCHAR(50) -- database name
DECLARE @path VARCHAR(256) -- path for backup files
DECLARE @fileName VARCHAR(256) -- filename for backup
DECLARE @fileDate VARCHAR(20) -- used for file name

SET @path ='C:\Backup\' -- katdAoyoc otov oT1roio Ba yivel To backup

SELECT @fileDate = CONVERT(VARCHAR(20),GETDATE(),112)
Mopgotroinon Huep. pe
DECLARE db_cursor CURSOR FOR style 112, SnA. OF:
SELECT name 20091119
FROM master.dbo.sysdatabases
WHERE name NO'I\IN\('master','model','msdb','tempdb')

[Tivakag Tou KataAOyou TTou TTEPIEXEI TA

-- Continued On Next Page ovopaTa GAWV TwV BACEWV
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D) Cursors (Apopeig) o TSQL
(Mapadsiypa Xpnong)

-- Continued From Previous Page
OPEN db_cursor -- avorypa cursor

FETCH NEXT FROM db_cursor -- avakTtnan €TouEVNG TIMAG O€ TOTTIKNA var
INTO @name

WHILE @Q@FETCH_STATUS =0 1.y, 'C:\Backup\epl342 20091119.BAK
BEGIN

-- OnMIoupyia filena
SET @fileName = @path + @name +' '+ @fileDate + '.BAK'
-- eVvTOAN yia backup Baonc oto directory/name @fileName
BACKUP DATABASE @name TO DISK = @fileName
-- To RESTORE DATABASE kavel restore Tnv faon
FETCH NEXT FROM db_cursor INTO @name

END

CLOSE db_cursor
DEALLOCATE db cursor

20-29



E) Transactions in TSQL

Mia doocoAnwia (transaction) €ival gia cuAAoyn aTro
SQL statements n otroia eKTeAEITAl WS 1 povadac
epyaoiac diao@aAi(ovracg €101 HETACU AAAWYV TNV
ATOMIKOTNTA (OAQ N TiTTOTA!)

USE tempdb;

G0

CREATE TABLE ValueTable ([value] int);

o Result
DECLARE @TransactionMName varchar(2@8) = 'Transactionl'; value

BEGIN TRAN @TransactionMame T/
INSERT INTO ValueTable VALUES(1), (2); 3
ROLLBACK TRAM @TransactionName;
INSERT INTO ValueTable VALUES(3),(4);
SELECT [value] FROM ValueTable;

DROP TABLE ValueTable;
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SQL Transaction Control Language
(SQL-TCL)

* Me 11¢ TrpoekTacelic TCL Tng T-SQL (ka1 Tng SQL
eupUTEPQA) ITTOPOUE VA BeBalwBouue OTI
Olao@aAIleTAl N ONUACIOAOYIKN AKEPAIOTNTA TWYV
OEQOUEVWYV TTEPA ATTO TOUC UNXAVIOPOUG TToU
eidape NON.

 TCL commands are:

« BEGIN TRAN - begin of transaction

« COMMIT TRAN - commit for completed
transaction

« ROLLBACK - go back to beginning if something

was not right in transaction. s
-31



Voo,
<ol

SQL-TCL !

-|BEGIN TRANSACTION

—-|UPDATE dbo.authors
SET au_fname = "Almir’
WHERE au_id = "172-32-1176'

[UPDATE authors =~ TSQL Script & Stored
h-JHEFtEuEi::rmi :Mn:nst:ir' Procedure AEN civai
ATOMIKA!

-1 IF @@ROWCOUNT = 5
COMMIT TRANSACTION

ELSE . .
ROLLBACK TRANSACTION 2TNV ETTOPEVN dlagavela Ba
TO KAVOUUE!
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Atomic Stored Procedure

CREATE PROCEDURE UpdateWorkerData - Update WorkerBonuses
UPDATE WorkerBonuses
@workerld INT,

SET BonusAmount = @newBonusAmount
@newHoursWorked INT,

WHERE WorkerID = @workerld;
@newBonusAmount DECIMAL(10, 2)

AS
BEGIN -- Check if any rows were updated
: IF@@ROWCOUNT =0
-- Start a transaction BEGIN

BEGIN TRANSACTION; -- Rollback and raise an error if no rows were affected

ROLLBACK TRANSACTION;

RAISERROR ('No rows updated in WorkerBonuses', 16, 1);
-- Update WorkHoursTable RETURN;

UPDATE WorkHoursTable END

SET HoursWorked = @newHoursWorked
WHERE WorkerID = @workerld:;

-- Commit the transaction if both updates succeed
COMMIT TRANSACTION;

-- Check if any rows were updated

IF @@ROWCOUNT =0 Blz—c—ag\loncé)gzg?ransaction if an error occurs SR A 5 oo
BEGIN ROLLBACK TRANSACTION; Moo e
-- Rollback and raise an error if no rows were affected
ROLLBACK TRANSACTION: g e oo
RAISERROR ('No rows updated in WorkHoursTable', 16, 1); :I:HRR?g]Vr\(/)W the error ES
ENRE)ETURN, END CATCH w000
END;
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tMoc

dellD]

F) Indexes in TSQL

‘Eva geupetnplo (index) €ival pia doun 0ed0UEVWV

(MayvNTIKOU-JEOOU) N OTTOIa BEATIWVEI TRV £TTIOOON

AVAKTNONG OEQOUEVWV ATTO TOUG TTIVOKEG. =
Noapadeiypa TE
— CREATE INDEX idx ON PER (LastName);
— SELECT * from PER WHERE Lastname=“X"; # now much faster!
— DROP INDEX idx; # drops the index.

« Clustered (Nonclustered) index: n Tacivounon Twv

OeQOUEVWIV TOU EUpPETNPIoU gival n idia (OxI N idla) Ye auTh

TWV OEOOUEVWV.
— CREATE CLUSTERED INDEX ix_parts_id ON production.parts (part_id);

Query l: Query cost (relative to the batch): 100%

W/OUt IndeX SELECT part_id, part name FROM production.parts WHERE part_id = 5

tl‘[ Iin

SELECT Takle Sc_an SELECT Clustered I:1_d.ex. Sesk I:CJ.:UEtE:Ed:I
Cost- 0 & ~ [Part-'-S. Cost: 0 & [parts] . [ix_perts id] 20_34
Cost: 100 % Cost: 100 %



G) Evoiaueool lNivakec oe TSQL
(Temporary Tables in TSQL

« O1 Tomkoi Evdiaueool lNMivakeg dnuioupyouvTal oTa TTAQICIA PIAG
ouvdeong PE TNV Baacn (Session) Kal KATAoTPEPOVTAI ANECWC UETA.
— Eival xprioiyol yia trpoowpivr) atrolrnkeuon eVOIANECWY ATTOTEAECUATWY
atré TTpoypdupaTta TSQL
— Anuioupyia: CREATE TABLE #tablename ( ...)
» 2nueiwon: O Tivakag dnuioupyeital otnv tempdb, yivetalr u€pog Tou transaction
log.
— Eloaywyn Aed.: INSERT INTO #TemporaryTable
EXEC sp_SomeStoredProcedure
— KartaoTtpon: Autoparta JOAIS KAgioel N ouvdean
« KaBoAikoi Evoiaueool lMivakeg:

— Exouv avrioToixn Acitoupyia e Toug ToTTikoug, e TNV diapopa OT
O£ AUTOUG £xouV TTpOoBaon OAEC ol OUVOETEIC JE TRV BAon
(sessions).

— Anpioupyia: CREATE TABLE ##tablename ( ... )

— KataoTpo®@n: Autopara UOAIC KAgioel n ouvdeon KA

Sev UTIAOXEN GNA Soconwia TTou spyaletarotov - o



Napddeiypa pe (Local) Temp Table

<> session
Base
Table ETemp

-- Step 3: Create a temporary table for the top workers
CREATE TABLE #TopWorkers (
WorkerID INT PRIMARY KEY,
WorkerName NVARCHAR(100),
TotalHoursWorked INT

);

-- Step 4: Insert the top 3 workers based on total hours worked

SELECT TOP 3

WorkerlID,

WorkerName,

SUM(HoursWorked) AS TotalHoursWorked
FROM WorkHoursTable

-- Drop the base table and table (optional)

DROP TABLE IF EXISTS #TopWorkers;
DROP TABLE IF EXISTS WorkHoursTable;

-- Step 1: Create the WorkHoursTable

CREATE TABLE WorkHoursTable (
WorkerlD INT PRIMARY KEY,
WorkerName NVARCHAR(100),
HoursWorked INT

);

-- Step 2: Insert sample data into WorkHoursTable

INSERT INTO WorkHoursTable (WorkerlD, WorkerName,
HoursWorked)

VALUES

(1, 'Alice', 45),

(2, 'Bob', 50),

(3, 'Charlie’, 60),

(4, 'Diana’, 30),

INSERT INTO #TopWorkers (WorkerlD, WorkerName, TotalHoursWorked)
(7, 'Grace', 20),

(8, 'Hank', 25),
(9. 'lw'. 35).

40),
K, 55),

3¢ sQLQuery7.sql - EPL342-DZEINANSQLEXPRESS. chatgpt (EPL342-DZEINA\epI342 (60))" -.. | Quick Launch (Ctrl-Q)

File Edit View
o - 3 -

Project  Tools Window  Help

S0 MM BNewuey @5 MRS

il

Object Explorer

Connect~ ¥ *¥

= i@ EPL342-DZEINA\SQLEXPRESS (SOL Server 14.0.1000 - | A

Databases

(V'S

System Databases

GROUP BY WorkerID, WorkerName APINTo | T
ORDER BY TotalHoursWorked DESC: KAgioipo Toy & oo s
TTapadupoul/ e
session .
< i1 db:.-'T pWork

-- Step 5: Retrieve the data from the temporary table
SELECT * FROM #TopWorkers;

o= =] ]

Object Explorer

Connect~ ¥ ¥

MeTd TO

KAgioIUO TOU
TTapadupou /

session
¢

S - EPL342-DZEINANSQLEXPRESS (SOL

= Databases

r

r

Systern Databases
W master

% g model

W msdb

- i@ tempdb

T L

7 epl342

<

=

Temporary Tables

Views
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I'Iapaéelypa ue (Global) Temp
Table .o

DROP TABLE IF EXISTS ##TopWorkers;
DROP TABLE IF EXISTS WorkHoursTable;

-- Step 3: Create a temporary table for the top workers - Step 1: Create the WorkHoursTable
CREATE TABLE WorkHoursTable (
CREATE TABLE ##TopWorkers ( WorkerlD INT PRIMARY KEY,
WorkerName NVARCHAR(100),
WorkerID INT PRIMARY KEY, : HoursWorked INT
WorkerName NVARCHAR(100),
-- Step 2: 1 rt le data into WorkH Tabl
TOtaI H ou rSWOTked I N T INSIglgT INn'I% V\igplzﬁc?urgr ZI;TeO(WgrrkerIOE;J,rngrkgrName,
) . HoursWorked)
! VALUES
(1, 'Alice’, 45),
(2, 'Bob', 50),
-- Step 4: Insert the top 3 workers based on total hours worked Ej 'g[;fge *385”'
INSERT INTO ##TopWorkers (WorkerID, WorkerName, TotalHoursW¢rkedi?,
7,'G 20
SELECT TOP 3 8 o 25
9, 'lvy', 35),
Workerl D, Elo, \'{]yack',)48)y MeTd TO
. ', 562), i
WorkerNarme. e chcioio oy
(12 Mia 29\ __ WGpGGUpOU /
SUM(HoursWorked) AS TotalHoursWorked e 'Object Ecplorer  SESSION
FROM WorkHoursTable [Comea-¥ ¥ 2T O L
Sl Y P 342-DZEINA\SQLEXPRESS (SQL
= Databases
GROUP BY WorkerlD, WorkerName MPIN To S Dot
ORDER BY TotalHoursWorked DESC; KA€io1jo TOU -
TTapabupou / 5 @ msdb
session _ o @ tempdb
C Temporary TebE
-- Step 5: Retrieve the data from the temporary table : “*‘2‘”0 37

SELECT * FROM ##TopWorkers;



BaseTa@ Napdadeyua pe VIEW

Z\VIEW

-- Step 3: Create a temporary table for the top workers
-- Drop the view
DROP VIEW IF EXISTS TopWorkers;

GO -- Avoid error message “View must be the first statement in batch

CREATE VIEW TopWorkers AS
SELECT TOP 3
WorkerlD,
WorkerName,
SUM(HoursWorked) AS TotalHoursWorked
FROM WorkHoursTable
GROUP BY WorkerlD, WorkerName
ORDER BY TotalHoursWorked DESC;

GO -- Avoid error message “View must be the first statement in batch

-- Step 5: Retrieve the data from the temporary table
SELECT * FROM TopWorkers;

-- Drop the base table and table (optional)
DROP TABLE IF EXISTS WorkHoursTable;

-- Step 1: Create the WorkHoursTable

CREATE TABLE WorkHoursTable (
WorkerID INT PRIMARY KEY,
WorkerName NVARCHAR(100),
HoursWorked INT

);

-- Step 2: Insert sample data into
WorkHoursTable

INSERT INTO WorkHoursTable (WorkerlD,
WorkerName, HoursWorked)
VALUES

(1, 'Alice', 45),

(2, 'Bob’, 50),

(3, 'Charlie’, 60),

(4, 'Diana’, 30),

(5, 'Eve’, 40),

(6, 'Frank', 55),

(7, 'Grace', 20),

(8, 'Hank', 25),

(9, 'lvy', 35),

(10, ‘Jack’, 48),

(11, 'Karen', 52),

(12, 'Liam', 38),

(13, 'Mia', 33),

(14, 'Noah', 29),

(15, 'Olivia’, 42);

20-38



Tables

5 [Tapaodeiyua ue Table

-- Step 3: Create a temporary table for the top workers
DROP TABLE IF EXISTS TopWorkers;

CREATE TABLE TopWorkers (
WorkerID INT PRIMARY KEY,
WorkerName NVARCHAR(100),
TotalHoursWorked INT

);
-- Step 4: Insert the top 3 workers based on total hours worked

SELECT TOP 3
WorkerlD,
WorkerName,
SUM(HoursWorked) AS TotalHoursWorked
FROM WorkHoursTable
GROUP BY WorkerID, WorkerName
ORDER BY TotalHoursWorked DESC;
-- Step 5: Retrieve the data from the temporary table
SELECT * FROM TopWorkers;

-- Drop the base table and table (optional)
DROP TABLE IF EXISTS WorkHoursTable;

-- Step 1: Create the WorkHoursTable

CREATE TABLE WorkHoursTable (
WorkerID INT PRIMARY KEY,
WorkerName NVARCHAR(100),

);

HoursWorked INT

-- Step 2: Insert sample data into
WorkHoursTable
INSERT INTO WorkHoursTable (WorkerlD,

INSERT INTO TopWorkers (WorkerID, WorkerName, TotalHoursWorked) y:[‘beégame* HoursWorked)

(1,
(2,
@3,
(4,
(5,
(6,
(7,
8,
o,

(10,
(11,
(12,
(13,
(14,
(15,

'Alice’, 45),
'‘Bob’, 50),
'‘Charlie’, 60),
'‘Diana’, 30),
'Eve’, 40),
'Frank’, 55),
'Grace', 20),
'Hank’, 25),
‘Ivy', 35),
‘Jack’, 48),
'Karen', 52),
‘Liam’, 38),
'Mia', 33),
'Noah', 29),
'‘Olivia’, 42);
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EvOoidueoa Result-Sets oe TSQL
(WITH common_table expression CTE) in TSQL

* OpiCel ev evdlaueoo result set ota mTAaiola
evoc SELECT, INSERT, UPDATE, DELETE

— AnAadn, AEN opilel kaTtrolou €idoUC TTivaka
OTTWG TA #, ##, table, view TTOoU €idape vwpiTEPQ.
« Emropévwe AEN 10 Bpiokoupe oto SSMS (management studio)

— EpBEA&Ia [ Alapkela: 2Ta TTAQiOIO EvOC aTTAOU query N
view (yia dleuKkOAuvaon dlatuTTwong — avrTi
EMPWAEUHEVWYV ETTEPWTNOEWV.

— YTTApXEl N £€vvola TOU auTO-ava@opIiKou (recursive)
CTE 1rou 6a douue ouvToua.
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e | [lapadeiyua pe CTE

WITH TotalHoursCTE AS (
SELECT
E.Fname AS FirstName,
E.Lname AS LastName,
SUM(W.Hours) AS TotalHours
FROM
EMPLOYEE E, WORKS_ON W
WHERE
E.Ssn = W.Essn
GROUP BY
E.Fname, E.Lhame

SELECT TOP 3 *
FROM TotalHoursCTE -- Querying Result-set
ORDER BY TotalHours DESC,;

-- Drop the base table and table (optional)
DROP TABLE IF EXISTS WorkHoursTable;

-- Step 1: Create the WorkHoursTable

CREATE TABLE WorkHoursTable (
WorkerID INT PRIMARY KEY,
WorkerName NVARCHAR(100),
HoursWorked INT

);

-- Step 2: Insert sample data into
WorkHoursTable

INSERT INTO WorkHoursTable (WorkerlD,
WorkerName, HoursWorked)
VALUES

(1, 'Alice', 45),

(2, 'Bob’, 50),

(3, 'Charlie’, 60),

(4, 'Diana’, 30),

(5, 'Eve’, 40),

(6, 'Frank', 55),

(7, 'Grace', 20),

(8, 'Hank', 25),

(9, 'lvy', 35),

(10, ‘Jack’, 48),

(11, 'Karen', 52),

(12, 'Liam', 38),

(13, 'Mia', 33),

(14, 'Noah', 29),

(15, ‘Olivia', 42); 20-41



[Tapadeiyua Avadpouikne CTE
(Recursive CTE)

-- Anchor member: Start with the given manager (e.g., Ssn = 333445555)

WITH EmployeeHierarchy AS (

SELECT
E.Ssn AS EmployeeSSN,
E.Fname AS FirstName,
E.Lname AS LastName,
E.Super_ssn AS SupervisorSSN,
1 AS Level
FROM EMPLOYEE E
WHERE E.Ssn = 333445555 -- Manager's SSN

UNION ALL

-- Recursive member: Find employees reporting to the current level
SELECT

E.Ssn AS EmployeeSSN,

E.Fname AS FirstName,

E.Lname AS LastName,

E.Super_ssn AS SupervisorSSN,

EH.Level + 1 AS Level
FROM EMPLOYEE E, EmployeeHierarchy EH
WHERE E.Super_ssn = EH.EmployeeSSN

https://github.com/tolgahanakgun/Elmasri-
Database/blob/master/Employee, Database Script.sql

BE Resuts [l Messages

EmployeeS5N  FirstName
1 (333445555 | Frankin
T —
3 453453453 Joyce
4 BEEBE4444 Ramesh
SELECT *

LastName

Wang
Smith
English

Marayan

Supervizor3SN  Leve
B33665555
333445555
333445555
333445555

[T AR p—

FROM EmployeeHierarchy
ORDER BY Level, EmployeeSSN;
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Avaopouikn CTE 2udlntnon

 H avadpoun o€ auTo-avapopIKEC OUVEVWOEIC
OIATUTTWVETAI JE TN OUOXETION R*
— AuTO 1O ovouaoape Kal Transitive Closure tou R

R*=RIMXRMX ... XR

Mapadeiypara

« Bpecg 6Aec Tic rTROEIG ATTO TO LCA TTpO¢ OAQ Ta aEPOdPOMIA TOU
ecwTtepikoU pe OMNMOIOAHMOTE apiBuo evdidpueowy oTACEWV.

« Bpeg OAa Ta AToua TTOU YVWWPICW O€ £VA KOIVWVIKO OIKTUO JECW
OTTOIO0NTTOTE PIAWYV, QIAWY TWV PIAWV, ... KTA.

« O Mark Zuckerberg (Facebook creator) avagépel o 2005 o1o
CS50/Harvard padnua mmwg pe PHP/MySQL £oTiage To Facebook kai

TTWG N APXIKN TOU ETTITUXiO OTNPIXONKE 0 ATTOOOTIKN UAOTTOINON TOU
R* https://voutu.be/xFFsQUgOAIE?t=265 Aemto 4:39
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https://youtu.be/xFFs9UgOAlE?t=265

CTEs ka1 O¢pata EtTidoong

Ta CTE AEN atroBnkeguouv Ta utroAoyi{opeva
ATTOTEAECHATA, Apa XPEIAZeTAl VA UTTOAOYIOTOUV O€ KOBE
KANON TToU O¢gV gival ATTOOOTIKO.

Nwg BeATiwveETal,

A) AtToOnKeuon evOIAUNECWY OTTOTEAEOUATWY EVTOC TG
Baong
— A) Xprion CTE o€ evOIAQUETOUC TTIVOKEC #, #H# (BAETTE TTPONYOUUEVEC
OIaPAVEIEG)
— B) Xpnjon Stored Procedure WHILE, CURSORS, ETC ue
evOIAUEOOUC TTiVAKEG (Ba TO doUE apyoTEPQ)
B) AroBnkeuaon evOIAUEOWY ATTOTEAEONATWY EKTOC TG
Baong (11.x., Memcache / Unix) => lepioccdTtepa OTO
ENMNA421
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[Tapadsiypua Avadpouikne CTE,
(Caching R-CTE evto¢ Baoncg)

WITH EmployeeHierarchy AS (

-- Anchor member: Start with the given manager (e.g., Ssn = 333445555)
SELECT
E.Ssn AS EmployeeSSN,
E.Fname AS FirstName,
E.Lname AS LastName,
E.Super_ssn AS SupervisorSSN, B Resits gl Messages
1 AS Level EmployeeSSN _ Fistame  LastName  SupervisorSSN  Level
FROM EMPLOYEE E 333445555 | Franklin  Wong B3B6E5555

WHERE E.Ssn = 333445555 -- Manager's SSN LIGERS b | Swh | 3SR

453453453 Joyce English 333445555
BEEEE4444 Ramesh Narayan 333445555

dn L B =
B B B =

UNION ALL

-- Recursive member: Find employees reporting to the current level
SELECT

E.Ssn AS EmployeeSSN,

E.Fname AS FirstName,

 Lname AS LasiName INSERT INTO EmployeeHierarchy
E.Super_ssn AS SupervisorSSN, SELECT * FROM

EH.Level + 1 AS Level

FROM EMPLOYEE E, EmployeeHierarchy EH EmployeeHierarchyCTE;

WHERE E.Super_ssn = EH.EmployeeSSN

https://github.com/tolgahanakgun/Elmasri-
Database/blob/master/Employee, Database Script.sql 20-45



H) ATrobnkeuon Password o€

Baoeig A

* Eival A\avBaopévo va atmobnkeueTal 10
password evo¢ XpnoTn o€ pia Bacn otnv
TTPOTUTIN TOU UOPPN.

o Aev BEAOUPE va TTAPEXOUPE TNV TTANPOYPOPIa
auTtn o€ kaTrolo hacker n GVU'ITOL|JI(]O'TO
dlaxeipioTn (naked eye).

o @QEAoupE AOITTOV va KOAUWOUUE
OTOIXEIWOWC TO TTANPOPOPIAKO |
ovuoTnua
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AtroOnkeuon Password o€ Baoelg

(HashBytes)

DECLARE @UserName NVARCHAR(50) = 'test_user",
DECLARE @Password NVARCHAR(50) = 'secure_password’;
-- Insert the user with the SHA2 512 hash of the password
INSERT INTO USER_TABLE (UserName, PasswordHash)
VALUES (

@UserName,

HASHBYTES('SHA2 512' @Password) -- Hash password
);
-- Future Usage
SELECT *
FROM USER_TABLE
WHERE

UserName = @UserName -- Match username

AND PasswordHash = HASHBYTES('SHA2 512' @Password);

75 % -
BH Resuts ¥ Messages

UserlD UserName PasswordHash

1 i1 | test_user  (x757E9ABFAA3FI3708EF872390443B4DC4F507D6F60322EAI7EG0SC7TECE3IBET..

DROP TABLE IF EXISTS USER_TABLE;

CREATE TABLE USER_TABLE (
UserID INT IDENTITY PRIMARY KEY,
UserName NVARCHAR(50) NOT NULL,
PasswordHash VARBINARY(128) NOT
NULL, -- Store hash as binary
CreatedAt DATETIME DEFAULT
GETDATE()

);
2uvaptnon KarakepuaTiopou
HASHBYTES ( '<algorithm>', {
@input | 'input’ } ) <algorithm>::=
MD2 | MD4 | MD5 | SHA | SHAL |
SHA2 256 | SHA2 512

MeraAaiwpuéva atrdé TSQL 2016
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1) KataAoyoc (Catalog) Baonc
INFORMATION_SCHEMA (ANSI)

* O kaTaAoyocg (catalog) eival Evag KEVTPIKOC
QTTOONKEUTIKOGC XWPOC TTOU TTEPIEXEI
UETAOEDONEVA VIO PIa BAon OEOOUEVWIV
(TTivakeg, sprocs, views, triggers, KTA.)

« 21NV SOQL (ANSI) ovouadleral
INFORMATION SCHEMA kal yttopoUpE Je
SQL va {nTnooupe TTANPOPOpPIEC ATTO TOV
KaTtaAoyo 1n¢ Baoncg
—2Tnv TSQL utrapxel To sys.tables trou

ETTIKEVTPWVETAI ATTOKAEIOTIKA O€ user defined
tables 20-48




MNapaodesiypa Alaypaeng ONQN
TWV TIVakwy (TSOQL / sys.*)!

-- Step 1: Drop all foreign key constraints
DECLARE @sgl NVARCHAR(MAX);

SELECT @sqgl = STRING_AGG('ALTER TABLE ' +
QUOTENAME(OBJECT SCHEMA NAME (parent_object_id)) +'." +
QUOTENAME(OBJECT NAME(parent_object_id))

+ ' DROP CONSTRAINT '+ QUOTENAME(name), "; ")
FROM sys.foreign_keys;

-- Step 2: Drop all tables

IF @sql IS NOT NULL SELECT @sql = STRING_AGG('DROP TABLE ' +
EXEC sp_executesql @sql; QUOTENAME(SCHEMA NAME(schema_id)) +'.' +
ELSE QUOTENAME(name), '; ")

. . FROM sys.tables;
PRINT 'No foreign key constraints found.';

IF @sql IS NOT NULL
EXEC sp_executesql @sq];
ELSE
PRINT 'No tables found to delete.";
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[Mapadeiypa Alaypapnc OAQN,
TWV TTIVAKWY (ANSI / sys.*)!

-- Declare a variable to store the dynamic SQL for dropping constraints
DECLARE @sql NVARCHAR(MAX);

-- Generate the SQL to drop all foreign keys
SET @sql = (

SELECT STRING AGG('ALTER TABLE [' + TABLE_SCHEMA + '..[ + TABLE_NAME + '] DROP
CONSTRAINT [ + CONSTRAINT_NAME + T, ")

FROM :
WHERE CONSTRAINT_TYPE ="'FOREIGN KEY' =N m
)i ' Database Diagrams
= Tables
-- Execute the generated SQL to drop foreign keys 2 I System Tables
+ FileTables

EXEC sp_executesql @sql; 5 W External Tables

¥ Graph Tables
-- Now drop all tables

SET @sql = (
SELECT STRING_AGG('DROP TABLE [' + TABLE_SCHEMA + '.['+ TABLE_NAME + '], ;)
FROM :
WHERE TABLE_TYPE = 'BASE TABLE'

)i

EXEC sp_executesgl @sql; 20-50

Remember to refresh tables to
see drop of tables!



J) Unit Testing Acitoupyiec Baonc¢

« Anuioupyia Aedouévwy - BonBnBeite yéow ChatGPT / LLMs

STV TR [ —

-- Create temporary tables to hold the data -

ChatGPT

CREATE TABLE #Department (
Dnumber INT PRIMARY KEY,
Dname NVARCHAR(50),
Mgr_ssn CHAR(9),
Mgr_start_date DATE

);

CREATE TABLE #DeptLocations (

Dnumber INT,
Dlocation NVARCHAR(50)

)i

CREATE TABLE #Employee (

Ssn CHAR(9) PRIMARY KEY,

Fname NVARCHAR(20),
Lname NVARCHAR(20),
Dno INT,

Super_ssn CHAR(9) NULL,
Salary DECIMAL(10, 2)

CREATE TABLE #Project (
Pnumber INT PRIMARY KEY,
Pname NVARCHAR(50),
Plocation NVARCHAR(50),
Dnum INT

);

CREATE TABLE #WorksOn (
Essn CHAR(9),
Pno INT,
Hours DECIMAL(4, 1)

);

-- Populate Departments
DECLARE @Dnumber INT = 1;
WHILE @Dnumber <=4
BEGIN

INSERT INTO #Department (Dnumber, Dname, Mgr_ssn,
Mgr_start_date)

VALUES (@Dnumber, CONCAT('Department_', @Dnumber),
CONCAT('99988', FORMAT(@Dnumber, '000)), DATEADD(YEAR, -
@Dnumber, GETDATE()));

SET @Dnumber = @Dnumber + 1;

END

-- Populate Employees
DECLARE @EmpID INT = 1;
WHILE @EmpID <= 10
BEGIN
INSERT INTO #Employee (Ssn, Fname, Lname, Dno, Super_ssn, Salary)
VALUES (CONCAT('12345', FORMAT(@EmpID, '000"),
CONCAT('Emp_FName_', @EmpID),
CONCAT('Emp_LName_ ', @EmpID),
@EmpID % 4 + 1,

CASE WHEN @EmpID % 2 = 0 THEN NULL ELSE '333445555' END,

RAND() * 50000 + 30000);
SET @EmpID = @EmpID + 1;
END

-- Populate Department Locations
DECLARE @LocIndex INT = 1;
DECLARE @MaxLocations INT = 2; -- Each department has 2 locations
WHILE @LocIndex <= @Dnumber.” @MaxLocations
BEGIN
INSERT INTO #DeptLocations (Dnumber, Dlocation)
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Unit Testing Asitoupyiec Baonc:

-- UNIT TESTING

SET NOCOUNT ON -- make sure annoying affected rows messages dissappear

-- UNIT TESTING
-- 1. Test: Department Count
IF (SELECT COUNT(*) FROM #Department) = 3
PRINT '1. PASS: Correct number of departments created.';
ELSE
PRINT '1. FAIL" Incorrect number of departments created.’;

-- 2. Test: Check Salary Range
IF NOT EXISTS (
SELECT 1
FROM #Employee
WHERE Salary < 30000 OR Salary > 80000

PRINT '2. PASS: All employee salaries are within the valid range.’;
ELSE
PRINT '2. FAIL: Employee salary is out of the valid range.’;

-- Cleanup temporary tables
DROP TABLE #Department;
DROP TABLE #DeptLocations;
DROP TABLE #Employee;
DROP TABLE #Project;

DROP TABLE #WorksOn;
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H) YAotroinon lNpoyp. AvTikelpEvwy Baanc
uEow NAwoowv YywnAou ETritredou

 Ta TPOYPAMHATIOTIKA AVTIKEIMEVA HIog Baong (UDFs,
Sprocs, Triggers, User-Defined Types, KTA) 4TTOpoUV O€
TTOAAEG BAOEIC va ypapoUV JE oUVTAEN YAWOOWYV uynAou
eITTEOOU avTi he ouvracn SQL/PSM (TSQL, PL/SQL) 1r.x.,
— SQL Server: Xpnon .NET ka1 CX(0ec SQLCLR: SQL
Common Language Runtime). AKOAQUOEi TTapadelyua
oTNV €TTOPEVN dIAPAVEIQ.

— Oracle ka1 DB2: YAotmroinon UDFs o¢

* Adyol Xpong autwyv Twv Taxvmd\\é'BMS
— [Tio TTOAAEC dUVATOTNTEG O€ UIA i
rogram
YAwooa upnAou etTiItTédou

— ETmTidoon, Ao@alAcia, KTA.

SProcs

1D

og/ Indexes  Tables ~T"99€rs




YAotroinon lNpoyp. AvTIKEINEVWY Bao

uEow C#
using System;
using System.Data; YAotroinon &vo
using System.Data.Sq|; oe C#
using System.Data.SqlTypes; TO OTTOIO
using Microsoft.SqlServer.Server; EVOWHATWVETAI OTIG

public partial class UserDefinedFunctions A&ITOUPYIEG TG BAONG
{

[Microsoft.SglServer.Server.SqlFunction]

: : : : : DBMS
public static SqlString RiskProfile() o
{ Program SProcs
—
// Put your code here __~
return new SqlString(“Hello’); | >
J Snueiwon: Acv xpeidleral va kataAdBere oglIndexes _Tables—T109€rS
¥ TI QvarraploTouv ol BIBAI0BNKES aTo using

20-54



YAotroinon lNpoypauuaTioTIKWV
AvTIKEINEVWY Baonc yeow JAVA

 Mrtropoupe va ekteAéooupe Kal Kwdlka otov SQL Server o
OTT0i0C £x€l avatrTuxBei oe JAVA

« Kavoupe compile (CLASS) kai package uia BifAiIo0nkn
(JAR — “jar cf jar-file input-file(s)”) Tnv otroia 0TN CUVEXEIQ
UTTOPOUME va KaAEoouue o€ dlagopa onueia ue EXEC.

* MpoumdBeon: ZupTtrepiAnwn Tou JAR o1o CLASSPATH.

DECLARE @paraml int
SET @paraml =3

EXEC sp_execute_external_script
@language = N'Java’,

@script = N'<packageName>.<ClassName>’,
@input_data_1 = N'<Input Query>’,
@paraml = @param1

https://docs.microsoft.com/en-us/sgl/language-extensions/how-to/call-java-from-sql?view=sql-server-verl5
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https://docs.microsoft.com/en-us/sql/language-extensions/how-to/call-java-from-sql?view=sql-server-ver15

ECwTepikog lNpoypauupaTiopog DB

Internal DB Programming

DBMS

SProcs

UDFs

JT=77

1--J'|'“ 11

T —— T
_.,r___r

Catalog/ Indexes

i..-a

Tables -

/
7

/
/

Intgrfaces:

External DB
Programming

-
-— ~~\
- -~

“'Ep@aon ETépevwy T
Alagpaveiwyv

Programming Language '

JDBC,
ODBC,

SQLSRY,

KTA.

\\~ —’
~——___—

)

\
\

\

> (Tr.X., Python, PHP,
JAVA, C, C#,..
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Evowpatwuevn SQL yeow
KANCEWV 2UvapTNOEWV

* O TIo TTapadooIaKOg TPOTTOG CUVOECNC MId
epappoync ye pyia DBMS gival yEow KANCEWV
CUVAPTNOEWV.

— Eav n epappoyn cival ypappévn og JAVA T0TE XpNOIUOTIOIEITAI TO
JDBC, 10 OT110i0 €idATE OTO PPOVTIOTHPIO.

— 2¢& Windows xpnoigoTtroigital o ODBC

— Microsoft SQL Server PHP Bridge: SQLSRYV (project)

 EAQv n gpappoyn cival ypaupévn o€ AAAN YAwooa TOTE
xpnoipotroiouvtal aAAa API (Application Protocol Interfaces
Kal BIBAIOOKEC.

— SQL/CLI (o diadoyxog Tou ODBC) n OLEDB (o€ Win)
— Microsoft’s ActiveX Data Objects ADO ('96), ADO.NET

» 2Uvoyn Texvohoyiwv MNpoopaong o Aedopéva atrd Tnv Microsoft:
http://support.microsoft.com/kb/190463 20-57



Evowpatwuevn SQL yeow

KANCEWV 2UvapTNOEWV

[a ouvdeon péow ODBC oge Windows atraiteital n
dNAwaon plag Baong otov Data Source
Administrator Twv Windows

ODBC Data Source Administrator (64-bit)

Usger DSM | Swstem DSM | File DSM | Drivers | Tracing | Connection Paoling | About

&9 0DBC Data Source Administrator ed b

Lser DSM | Spstern DSM I File DSM I Dliversl Tracingl Connection F'Dolingl About I

Usger Data Sources:

Add...

Bemove |
LCanfigure... |

| Diiver

Microzoft Access dBASE Driver [*.dbf, ".n
Microzaft Excel Driver [“xls, " slsx, * slzm,
Microzaft Access Driver [*.mdb, ™. accdb)

Microzoft Access Dover [F.mdb)

Excel Filez
M5 Access Databaze

Yizio Databasze Samples

i

An ODBC User data source stores information about how to connect to
the indicated data provider. & Uszer data source is only vizible to you,
and can only be uged on the current machine.

0K I Cancel Apply Help

System Data Sources:

Name

CodebaseDSI
CodebazeDSIl

DothetQuickstatD5I 32-bit
DothetQuickstatD 51 B4-bit

DotNetUltraLightDSI1

Platform  Driver ~
Bdbit  SnowflakeDSHDriver
32bit CodebassDSIDriver =
B-hit CodebazeD 51 Driver
Ed-bit SnowflakeD Sl Driver
Bdbit  SnowflakeDSHDriver
32hit SnowflakeDSHDriver
B-hit SnowflakeD SIIDniver

DothetQuickstatD 5 Driver
DothetQuickstartD S| Driver

32-bit DotMetUltraLightD S Driver w

Windows 11 ODBC Panel

Add..

An ODBC System data source stores information about haw to connect to the indicated data provider
A System data source is wisible to all ugers of this computer, including NT services,

Snowflake Configuration Dialog

Data Source:

User:

Password:

Server:

Databage:
Schema:
Warehouse:

Role:
Tradng(0-6): |6
Authenticator
Proy:

MNoProxy:

.snowflakecomputing.com

Cancel
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ECwTepikog lNpoypauupaTiopog DB

Internal DB Programming

DBMS

SProcs

UDFs

JT=77

1--J'|'“ 11

T —— T
_.,r___r

Catalog/ Indexes

i..-a

Tables -

/
7

/
/

Intgrfaces:

External DB
Programming

-
-— ~~\
- -~

“'Ep@aon ETépevwy T
Alagpaveiwyv

Programming Language '

JDBC,
ODBC,

SQLSRY,

KTA.

\\~ —’
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)

\
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\

> (Tr.X., Python, PHP,
JAVA, C, C#,..
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AlaOIKTUOKOC [1poypAUUATIONOG
Baoewv AedouEvwv

e 2TO EPYAOTNPIO KAI TNV AOKNON €idaTe NdN £va
BaoikO OKEAETO ouvdeong aTnVv Baon OEOOUEVWVY

— [eproocdTepa oTo KeEPAAaIo 11 Tou BIBAIOU KAl HETAYEVEOTEPQ
uadnuara (TexvoAoyia Aoyiopikou & Ipoyp. ZuoTnUATWY)

(a)
//Program Segment Pl:
0) <?php
1) // Printing a welcome message if the user submitted ©
// through the HTML form | f= pomel N [lE i
2) if ($ POST['user name']) {
3) print("Welcome, ") ; @
4) print($_POST[ 'user_name']); Welcome, John Smith
5) }
6) else {
7) // Printing the form to enter the user name since no name has
// been entered yet
8) print <<< HTML
9) <FORM method="post" action=" $_SERVER[ '"PHP_SELF' ">
10) Enter your name: <input type="text" name="user_ name">
11} <BR/>
12) <INPUT type="submit" value="SUBMIT NAME">
13) </FORM>
14) _HTML_ ;
15) }

16) 2> 20-60



Stored Procedure in PHP

<?php

echo "Connecting to SQL server (" . SserverName . ")<br/>";

echo "Database: " . SconnectionOptions[Database] . ", SQL User: '
SconnectionOptions[Uid] . "<br/>";

//echo "Pass: " . S$connectionOptions[PWD] . "<br/>";

Stsgl = "{call EmployeesFromCity (?)}";

echo "Executing query: " . $tsgl . ") with parameter " . $ GET["city"];

// Getting parameter from the http call and setting it for the SQL call
Sparams = array (

array ($ _GET["city"], SQLSRV_PARAM IN)

) ;

$getResults= sqlsrv _query($conn, $tsql, Sparams);

echo ("Results:<br/>");

if (SgetResults == FALSE) die(FormatErrors(sglsrv errors()));

PrintResultSet ($getResults) ;
sqlsrv_free stmt($SgetResults); /* Free query resources. */

sqlsrv _close( $conn); /* Free connection resources. */ 20-61



Calling Stored Procedures from
JAVA (with input)

getEmployeesByLastNameCS (String lastNameStartsWith) {
CallableStatement cstmt = null;
ResultSet rs = null;
try {
cstmt = connection.getConnection () .prepareCall (
"{call HumanResources.uspGetEmployeesByLastName (?)}",
ResultSet.TYPE SCROLL INSENSITIVE,
ResultSet.CONCUR READ ONLY) ;

SQL Server Stored Procedure

CREATE PROCEDURE [HumanResources].[uspGetEmployeesByLastName]

@lastNameStarts With VARCHAR(20) ="A'

AS
BEGIN
SET NOCOUNT ON;

SELECT Title, FirstName, MiddleName, LastName, Suffix

FROM Person.Person

WHERE (PersonType = 'EM') ANR (LastName LIKE @lastNameStartsWith + '%')

END
GO

cstmt.setString("lastNameStartsWith", lastNameStartsWith) ;

boolean results = cstmt.execute() ; inr)ut
int rowsAffected = 0;

// Protects against lack of SET NOCOUNT in stored
while (results || rowsAffected != -1) {

prodedure

if (results) { rs = cstmt.getResultSet(); break;}

else { rowsAffected = cstmt.getUpdateCount () ;}
results = cstmt.getMoreResults ()

}

while (rs.next()) { System.out.println(rs.getString("LastName")

+ rs.getString ("FirstName") + " "+ rs.getString ("MiddleName")) ;

}
} catch (Exception ex) { e.printStackTrace(); }

_I_ ",

SET NOCOUNT ON
prevents the sending of
DONE_IN_PROC messages
to the client for each
statement in a stored
procedure. For stored
procedures that contain
several statements that do
not return much actual datz
or for procedures that
contain Transact-SQL loops,
setting SET NOCOUNT to
ON can provide a significan
performance boost, becaus

network traffic is Eﬁ?é%

reduced.



AI0OIKTUAKOC I'Ipoypappaﬂopog
Baoewv Agdopevwy

e 2NMEPA YIVETAI EKTETAUEVN XPNON TTAQICIWY VIO va
KAIMOKWOEI N avamrTuen

e 2NMUAVTIKO VA YVWEICOUUE OlaXEIPION OEOOUEVWY OTO
eMTTEDO TNG BAONC VIO TTAPEPPBATEIC OTTOU XpEIAleTal.

Javascript Framework Web Framework (Laravel/PHP,
: Django/Python, Node.JS, React,
Javascript/AJAX
vaserip ASP.NET, Angular, ...
———

SQL Server

Vue.js, react.js,
angularjs, Inertia.js,
leaflet.js (maps), ionic
(mobile) 20-63
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