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EvtoAég, oiepyaoiec ko 1ovtélo emkoivaviog

2NUOCI0AOYIO. EKTEAETNG

Avaivon ue v SPIN

LHopaoeiyuora

EIIA 664 — Avaivon kot Erai0gvon Xvoetnudtov

5-1



Spin Kol LOVTEAOEAEYYOC

O povieloéleyyog eivar £va, GOVOLO atd OVTOUATOTONUEVEC TEYVIKEG
01 OTO1EC EAEYYOVV KATA TOGO LOVTEAQ GLGTNUATOV IKOVOTOLOVV
emBounTéc 1010TNTEC,

‘Evac povtehoereyktnc (model-checker) emaAnfevel katd ndéco, yia
éva cvotnua M kot pa wotta @, M |= @,

To epyareio SPIN givar £vac amd Tovg MO OIT000TIKOVS LOVTELO-
EANEYKTEC.

EA&yyet 1010tteg g LTL xat yio tnv avtopatomomuévn enaindevon
YPNGLOTOIEL OAYOPIOLOVS AL TOUATOV.

AvantdyOnke ota Bell Laboratories.
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Spin

SPIN (Simple Promela Interpreter)

I'\wooa povrtehonoinonc cvotnudtwov: Promela (Protocol/Process
Meta L.anguage)

— T'\®cca Tpodlaypapr)c CLOTNUATOV UE TETEPAGUEVO aplOUod
KOTOGTAGE®V (OY1 YADGGO TPOYPOLLOTIGLOD)

— yoAopd Paciouévn otnv aryefpa depyacimv CSP
e JUVOLIKT ONUIOVPYIL TOPAAANA®Y dlEPYUCIDV
* gmKOWMVia avduecso o€ dlepyaciec umopel va yivel eite cuyypovicuéva gite

acvyypova (Léow buffer)

— ototyeio amo 1N YAwooao C
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Spin

e Xnuavtikotepa versions

1.0 Jan 1991 apyko version, Holzmann 1991

2.0 Jan 1995 | partial-order reduction

3.0 Apr 1997 | ehayioTomoinom 1oL ALTOUATOL TOV

LLOVTEAOV

4.0 2002 eloaymyn Kodwko C

5.0 2007 Multi-core support

6.0 2012 Priority-based scheduling == == === =7

ACM Software |

. Srousio emruyioc ” Systems Award, 2001 |

—  avAALGT GLGTNUATOV UE TO “TTATN O EVOG KOVUTLOV

— 7oAV amo00TIKT] VAOTOINGN
—  KOAN YPOQIKT) S0 HVOEDT
—  KOoAN vmootpién

Gerard Holzmann |

—  TEPIEYEL TO, AMOTEAEGLOTA EPEVVOG 2+ OEKOETIOV GTNV GVTOUUTOTOINUEVT
enainfevon cvotnudtov (ToAlol alyopifuol Beltiotonoinong)
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Promela

* "Eva povtélo g Promela mepiéyet

- SmdoagToney __— TYPe = 0K, READY, ACK)
int name;

typedef typel type?Z
—  ONADGELC KAVOALDV

\
channel ch = {s} of type..

—  ONA®OELS KaBOAKOV peTAPANT®V

—  OMAOGELC OlEPYUCIDV

proctype p (args)
{statements}

—  ONA®OT aPYIKNG depyaciog —
[init process]

*  Movtéhla g Promela avtictoryodv og dvvatov peydio oAl
TETEPAGUEVO CUGTNLATO, LETOPACEDV.
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Tomol oeoouEVOV

bit/bool 0,1

byte 0...255

short AR INNARS |
int 2311 ... 23141

o Anidoeic uetofintav
byte namel, nameZ2=4, name3;
int arrl([5];

o Anidoelc véwv tOTwv
mtype = {OK, READY, ACK}
mtype status = OK

*  Aouég
typedef Msg/{
byte al[2], b;
short c
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Exppdoelc kol evToAES

2robepec: #define NAME 5

Erxgpaoeic: aplOuntikég (+, -, *, /, %), ovykpiceig (>, >=, <, <=, ==,
=) Boolean (&&, |, !), avdBeon (=) avénon/peioon (++, --)

>1nv Promela o1 cuvOnkeg umopovv va ypnoiponoinfodv o¢ eVvioALs:
Y. N oLV KN
(a == Db)

exteleiton Otav Ta a kot b e€icmbovv.
/* Ta oyoiio pnatvoov cg “mapeviécels” */

Mia evtolr] 6€ 0mO100MTOTE GNUELO TOV LOVTEAOL UTOpPEL Vol
ovouaoTel oo pia ericeto. Mio eTikéto umopet va gtvan pior akoAovdio,
YopOoKTNPOV akolovBovuevn and ;. Ol etikéteg end, progress,
accept, £€(Ovv €101KY] CNUOGIA.
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A1epyacleg

‘Evac tomog depyacioc (proctype) mepiéyel
— €va Ovoua,
—  uia AMota oo TUTKES TOUPUUETPOVS
—  ONAMDGELC TOTKOV UETAPANTOV
— uia akolovBio evioAmv

byte state;

proctype A () { proctype B () {
byte state; state = state - 1
state = 3 }
} proctype C() {
(state == 1) -> state

3
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A1epyacleg

Mia dMAwon depyacioc amid opilel Lo GoUTEPIPOPE depYaGiac, OEV
Vv ekterel. Extéheon depyaciog mpémetl va OnAwBel pntd pécm tov
tereotn) run. O TEAECTNC run EMGTPEPEL TOV APlOUO NG dlEpYaGiag

mov EeKivnoe.

e éva povtéro ¢ Promela, apyucd exteleiton novo n diepyacio pe
ovoua init,

Atepyaciec pmopotv va onpovpyndovv amd omoladNnmoTe O1EPYUcio GE
OTO10ONTOTE CMNUELO KATE TNV EKTELECT EVOC LOVTELOV.

Atepyaciec pmopotv eniong va onuovpynbovv dtav dnrlwbolv m¢
active mpwv and T ONAwon proctype.

EIIA 664 — Avaivon kot Erai0gvon Xvoetnudtov
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[Hapdoeryua

byte state = 1;

proctype A() {
byte tmp;
(state==1) -> tmp = state;
tmp = tmp+l; state = tmp
}

proctype B() {

byte tmp;
(state==1) -> tmp = state;
tmp = tmp-1; state = tmp
}
init{
run A(); run B()
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5-11



O aAyopiOuoc apotfaiov anmokieicpuov tov Dekker

#define true 1
#define false 0
#define Aturn false
#define Bturn true

bool x, vy, t;

proctype A() { proctype B () {
X = true; y = true;
t = Bturn; t = Aturn;
(y == false || t == Aturn); (x == false || == Bturn);
/* critical section */ /* critical section */
x = false y = false
} }
init{
run A(); run B()
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AtokEG akolovieg

H AéEn khedl atomic €yel o¢ amotéAecuo T ONUOvPYIt ATOUKOV

EVIOADV, ONA0OT), EKTEAEL TNV aKOAOVO{O EVTOAMY GTNV OO0, AVOPEPETOL (OC
uio 0d1cGTAGTH OVTOTITO.

[Toteg o1 SLVATEC EKTEAEGELS TOV TO KATW® LOVTELOV;

byte state =1
proctype A () {
atomic{
(state == 1) -> state = state - 1
}

}
proctype B () {

atomic{
(state == 1) -> state = state + 1
}
}
init {
run A(); run B();
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KovdAio pnvoudtov

e 21tnv Promela givor ovvartn n dnuovpyia kavalicv to, omoio
YPNOLLOTOLOVVTOL Y10 LETAPOPE, UNVUUATOV OVALECO GE OlEPYACTEC.

« H oniwon
chan Transfer = [x] of {type,, type,, .., type,}
ONuovpyel To kavédM Transfer mov Umopel va, KPATNGEL LEYPL X
UNVOULATO-TAELAOEG N GTOLYElV TOTOVL (type,, type,, ..., type,).

 H evtoan
Transfer!expr

OGTEAVEL TNV TIUT TOL eXpr oto Kavail Transfer, evd 1 evioAn
Trasfer?y

Aaupavel Eva unvouo artd to kavail Transfer ko tomoBetel tnv Tun
QLT OTN LeTaPAnTn Y.
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KovdAio pnvoudtov

 H emxowovia eivan FIFO.
o Koavéio umropodv va eivor avTikeipevo UnvouatToy:

chan queue = [3] of {mtype,chan,int}

queue !READY, Transfer, 1

4

n
queue !READY (Transfer, 1)
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[Hapdoeryua

proctype A (chan qgql) {
chan q2;
ql?qg2;
g2'123

}

proctype B (chan g3) {
int x;
q3?x;
printf ("x = %d\n", x)

init {
chan gname = [1] of { chan };
chan gforb = [1] of { int };
run A (gname) ;
run B (gforb) ;
gname !gforb
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KovdAio pnvoudtov

Ewwn nepintmon otav x (1o uéyeboc tov kavaiiov) = 0. I'a
TOPAOELYLLOL
chan port = [0] of {byte}

glvat Eval GLYYPOVIGUEVO KOVAAL.

To kavd umopet va dafipacel aArd Oyl va amodnkevcel unvouoto.

Emopévmc e€avaykdlel Tov amooToAEN VoL TEPLUEVEL LEXPIS OTOV
KATO10¢ €lvon £TOLOG VO, GLYYPOVIGTEL.

EIIA 664 — Avaivon kot Erai0gvon Xvoetnudtov
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EvtoAég

Mia evtoln umopet va Bpioketon o€ Lo oo T KOTUGTACELS
—  EKTELECIUT, OV T EVIOAN UTOPEL VO EKTEAECTEL AUECO,
— blocked, av 6ev umopet va, ektelectel

Mo avaBeon etval mdvto exteAsoun.

Ot ekppaocelg etvan emiong vOouueg evioAéc. Mua ckoppoon givar
EKTEAEGIUN OV 1) TIUT TN €lvan dvioT ToL UNoevOC

— 2<3 TAVTO EKTEAEGIUN
— x<27 eKTEAEGIUN LOVO v 1] TIUT TOVL X €ival kpotepn Tov 27
— 3+x eKTEAEGIUN LOVO v 1] TIUT TOV X €ival dvion pe — 3
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EvtoAég

H evtoAn skip eivon mavta ekteléoiun

— dgv Kbvel timota, anAd avédvel To process counter Tng dlepyaciog

O teheotng run elvan EKTEAEGILOC LOVO v EIval dLVATOV VO
onuovpyndel o véa diepyacia.

H evtoAn printf elvan mévta exteAéoun.
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‘EAeyyog pong

Emioyn if
if

X%2=

X%2=

fi

["evikd, av vdpyovv teplocoTePES amd pol aAnOeic cuvOnkec 1 Spin dadéyet

=1 -> z=z*y; X—-

=0 -> y=y*y; xX=x/2

TOY OO Lo OTTO TIC EKTEAECUES EMAOYEG,

Av dev vrtdpyel Kopd aAnOnc emAoyn n eviodn 1 £ umAokdpeTal.

A€En kKhewi else

Mmnopel va ypnoiponomndei g cuvOnkm. I'iveton extedéotun ov Kapd amod Tig

vroOLloumeg cuVONKEC Oev elvan EKTEAEGLUN.

if

x==1 -> x--

else -> skip

fi
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‘EAeyyog pong

Emoavdinyn do kot EvIoA goto

do

X>y —> X=X-Y

y>X —> y=y-—-X

else goto outside
od;
outside:

* H evtol break gmtpénet ) owapvyn and Eva do-loop.
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[Tolwa 1 d10popd TV O KAT® PpOYmV

byte count; byte count;
proctype counter () { proctype counter () {
do do
count = count + 1 :: (count != 0) ->
count = count - 1 if
(count == 0) -> break :: count = count + 1
od :: count = count - 1
} fi
(count == 0) -> break
od
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[Hapdoeryua

#define p 0
#define v 1
chan sema = [0] of { bit };

proctype dijkstral() {
byte count = 1;
do
(count == 1) -> semal!p; count = 0
(count == 0) -> sema?v; count = 1
od
}

proctype user () {

do
sema?p; /% critical section begins */
sema!v /* non-critical section */
od
}
init{

run dijkstra(); run user(),; run user(); run user ()

EIIA 664 — Avaivon kot Erai0gvon Xvoetnudtov
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H evtoAn timeout

[ToAAG TPOTOKOAAQ YPTGLULOTOLOVV POAOYLO 1] UNYOVICULOVS timeout
via va Eavaoteilovy unvouota | acknowledgements. H Promela dev
TOPEYEL CTOLYELN TTPAYUATIKOD ¥POVOV, OALLL. ..

H A&En Khedl timeout emtpénel TNV andOpOcT) OO KOATUGTAGELS
ade€ooov: maipvel nv Tiun 1 otav Kaud dAAn evtoin oev umopet va,
EKTEAEOTEL.

H mo xdto diepyacia kdvel reset 1o cOOTNUA OTAV OVTO KOAANGEL.

proctype watchdog () {
do
timeout -> guard!reset

od

EIIA 664 — Avalvon kot Eraii0svon Xvetnudtov 5-24



Etikétec otnv Promela

[0 d1eVKOAVVOT AVIYVEVONG (LOIECOO MY KL TPOOO0D, KATO TNV EKTEAEGT EVOG
novtélov oty Promela, mapéyovial (dadikacieg ko) E101KEG ETIKETES O1 OTOTEC
UTopovV va ypnoionomBoiv yia va Eexmpicovy

—  OVALECO GE PUVGLOAOYIKY] AOPAVELD, Kol ad1EE0D, Ko

—  OMNUOVTIKA KOUUATLO KOOTKO TTOV DITOONADVOLY TPOOO0 KATE TNV EKTEAECT

["o ofjuovon 0Tt pa adpavig KATAoTooT OEV amoTEAEL AO1EE000 AALE AVOLLOVT
vio véa 0edouEVa, UTopEL va xpnoiuomotnfel | etikéta end 1) 0OTOIONTOTE
ovuPorocelpd apyilel pe toug yapoktnpes ‘end’ (m.y. end2). H idwa etikéta
unopel va ypnoonromBet yia va 0€i&et 011 pio katdotaon uropet va Bewpnbel
@G TEMKT (0v OAEG 01 VTTOAOUTES OLEPYOGIEC EXYOVV TEPUATIGEL).

[M"o ofjuovon 0Tt KATo1o KOUUATL KOOIKA TTPEMEL Vo EKTEAEGDEL Yo va
onuelmbel TpO0o0¢ 6TO HOoVTELO pmopel va ypnotpomombet n etikéTa
progress N onoldnmote cupPorocelpd apyilel Le TOVES YOUPAKTNPES
‘progress’ (M.y. progresstwo).

EIIA 664 — Avaivon kot Erai0gvon Xvoetnudtov
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Etikéteg otnv Promela

proctype dijkstral() {

byte count = 1;

end: do
(count == 1) ->
progress: sema!p; count = 0
(count == 0) ->
sema?v; count = 1
od
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2nuactoloyio TapeUPaAAOpeEVNC O TOCNS

Atepyaciec otnv Promela extelovvton tavtoypova Le orjpacioloyia
TOPEUPOALLOUEVHS O1ATOLHCG.

EvtoAéc tav dlepyaciav Bempolvtol ¢ oTOUIKES.

AV G6€ KATO10, GTLYUT] VTAPYOLY TEPIGCOTEPES U0 LU0 EKTEAEGILEC
EVTOAEG GE eVEPYEC TAPAAANAEC Olepyacies, Hia amd oVTEC EMAEYETAL
Tuyoia Yo ekTEAEDT.

Ot poveg eVTOAEC TOV EKTEAOVVTAL TAVTOYPOVA, OLPOPOVV TIG EVTOAEC
OV aTaPTILOVV LI GLUYYPOVIGUEVT] ETKOLVOVIOL.

EIIA 664 — Avaivon kot Erai0gvon Xvoetnudtov
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[ow0tnTec

e  Me 1 Spin umopovue va, ELEYEOVUE TOVE O KAT® TOHTOVS 1010TNTOV
— 1OY(VPLOUOVG
— VmapEN adeEdomV
—  VIOPEN VEKPOD KOOTKO!
— 1010t TEC LOTIKOTNTOC
«  Kurhot EMhenyng tpodoov
* AmodeKTol KOKAOL

— 1010tN1EC Ypouukns Aoywkng (LTL)
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[oyvpicuotl

H evioAf] assert (expr) YpMNOLOTOIEITOL GLYVA GE LOVTEAN TNG
Promela yio €Aeyyo Kot OGO 1010TNTEC IKAVOTOIOVVTOUL OE KATOLEG
KOTOUOTAGELC.

Av n T ¢ Ekppaong expr vroAoylolel oc 0 n Spin Oa
TeEpUOTIOEL TNV eKTEAEST HE unvoua AdBovg, a@ov 1 TPOTacT eXpr
nopofrdlerar.

H eviol] assert (expr) eivol mAvTo EKTEAECIU.
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Apopaiog Amoxkielopnoc — Xpnon 1oyvupiolov

bool busy;
byte mutex;

proctype P(int 1) {
(!'busy) —-> busy = true;
mutex++;
printf (“"P%d in critical section\n”, 1i);
mutex—-;
busy = false;

active proctype invariant (){ Ioyvpiopog — papkdpovpe

assert (mutex <= 1) —— v emhoyn “Assertions”

} ota “Verification Options”™

init{

run P(0); run P(1)
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[ow0tnTec

e  Me 1 Spin umopovue va, ELEYEOVUE TOVE O KAT® TOHTOVS 1010TNTOV
— 1OY(VPLOUOVG
— Ymapén aoeE0omv
—  VIOPEN VEKPOD KOOTKO!
— 1010t TEC LOTIKOTNTOC
«  Kurhot EMhenyng tpodoov
* AmodeKTol KOKAOL

— 1010tN1EC Ypouukns Aoywkng (LTL)
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Apopaioc ArokAeiouog — Evtomouog aotecooov

bit x, vy’
byte mutex;

active proctype A () { active proctype B () {

(x==0) -> mutex++;
printf (“P%d in critical
section\n”, pid);

(y==0) -> mutex++;
printf (“P%d in critical

section\n”, pid);
utex—-—;

mutex—-;
x=0;
}

active proctype invariant () {
assert (mutex <= 1)
I[TOBavo ad1EE000 —
LOPKAPOVLE TNV ETAOYN
“Invalid Endstates” ota

“Verification Options”™
5-32
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[Hapdoeryua

#define p 0
#define v 1
chan sema = [0] of { bit };

proctype dijkstra () {

end: do
semal!p; sema?v AT00eKTO “001££000™

od
}

proctype user () {
sema?p;
s critical section */
sema!v

}
init{
run dijkstra(); run user(),; run user(),; run user ()
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[ow0tnTec

Me ) Spin pumopovpe va eEAEYEOVUE TOVES TTO KAT® TUTTOVE O1OTHTMV
— 1OY(VPLOUOVG
— VmapEN adeEdomV

H SPIN evnuepmvetl yio un

— Vmapln VEKPOU KOOKY, <+ i i
EPIKTEG KATAUOTAGELS

— 1010t TEC LOTIKOTNTOC
» Kokhot EAhenymg Tpoddov
* AmodeKTol KOKAOL

— 1010tN1EC Ypouukns Aoywkng (LTL)
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[ow0tnTec

Me ) Spin pumopovpe va eEAEYEOVUE TOVES TTO KAT® TUTTOVE O1OTHTMV
— 1OY(VPLOUOVG
— VmapEN adeEdomV
—  VIOPEN VEKPO KOOTKO!
— 1010TNTES COTIKOTNTOS
« Kvkhot EArewync tpoodov
* AT00EKTOL KUKAOL

— 1010tN1EC Ypouukns Aoywkng (LTL)
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O aAyopiOuoc apotfaiov anmokieicpuov tov Dekker

byte mutex;

bool x, vy;
mtype t = Aturn;

active proctype A() { active proctype B() {

do do
1 X = true; y = true;
t = Bturn; t = Aturn;
('y |l t == Aturn); (!'x || t == Bturn);
RSN | progress: mutex ++;
/* critical section */ /* critical section */
mutex—--; mutex——:
x = false y = false
od
} }
Yndpyel KOKAOG OOV deV
active proctype invariant () { OTLELOVETOL TPOOOOS OTN
assert (mutex <= 1) olepyacio B — papkdpooue tnv

emloyn “Non-progress cycles”
ota “Verification Options”™
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[ow0tnTec

e  Me 1 Spin umopovue va, ELEYEOVUE TOVE O KAT® TOHTOVS 1010TNTOV
— 1OY(VPLOUOVG
— VmapEN adeEdomV
—  VIOPEN VEKPO KOOTKO!
— 1010t TEC LOTIKOTNTOC
«  Kurhot EMhenyng tpodoov
* AmodeKTol KOKAOL

— 1010t TES Ypopupkns Aoy (LTL)

EITA 664 — Avalvon ko Erai0sven Xvetypnatomv 5-37



LTL otnv SPIN

« H SPIN enurpénel tov povieloédeyyo LTL dottov.

* H ovvtaén mov ypnoiuomoteital £xel o¢ ENG:

f ::= true, false
propositional symbols (p, g, KAIN)
( £)
unary f

f, binary £,

unary ::= [] (Q) binary ::= U
| <> (F) | && (Aoywo kai)
| X 1T (oywo 7)
| T (hoyum dpvnon) | => (hoywm ovveraywyn)
| <-> (Aoywm tgoovvauia)
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Spin

* H Spin enutpénel 6to ypnon ta ENG:
— 2Ovtaén poviélwv otnv Promela
— Tlpocopoimon poviéAmv e Promela
*  TLYOLOTOINUEVEG TPOGOUOLDGELG
* TPOGOUOLDCELS LE CAANAETIOPAOT
—  Emainfevon poviélmv g Promela
» éleyyoc LTL dot)toov
*  EAEYYOC IOYVPICUAOV KOl EDPECT AOIEEOOMV, KAT
— EmutAéov mpocpepet
» Eionynoeig yu amAomnoinon poviéAmv

* ypaiko user interface pe ypaeikn topdbeon twv cvomnudtov petafdcemv

TOL OVTIGTOLYOVV GE dlEPYTiEg

* Property manager yio LTL 1510tnteg

EITA 664 — Avalvon kot Eroiifgvoon Xvetypuatov 5-39



ExAoyn apymnyov

‘Evac xatevbovopevoc
OOKTOALOC Ao
eneepynotéc. Kdabe Evag
EYEL LLIOL LLOVOLOLKT) TIUY).
Emwcotvovia yivetor ot
POPA TOV OEIKTMOV TOV
POAOY10V.

O apynyog exkAéyetal m¢ O
ENEEEPYUCTNC LE TN UEYIOTN \
TIUY.
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[Hapdoeryua
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Boowkn 10€a aidyopiOuov

Apyikd 0AeC o1 diepyacieg eivan evepyéc.

Av kdmola dtepyacio avtiAn@Oel Tmc 1 Tiun g 0ev eival | LEYIGTN
YIVETOL QLOPOVY|C.

Mo, a0pavig olepyacio amAd LETAPEPEL TILEC GE 0EELOGTPOPT POPAL.

O alydp1Ouoc extedeiton oe PAGELC.

e Kabe pdon kdbe diepyacio oTéAvel KAmol TIUN TPOG Ta Oe&1d.
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Boown 10€a (ouv.)

Bnua 1: Kd&Oe oepyacia, Aappdvoviac kdmota Tiun amd to oplotepd
T1 GLYKPIVEL UE TNV TOPVY) TNG TIUN

— Av givon 1 1010, o0TY| €lval Ko 1) LEYLOT.

— Av dev givar 1 1010 oTEAVEL TNV TIUN TOV LOAC EAaPE ool deLdL.

Brua 2: Otav Adfet tn 0€0TEPN TIUT GLYKPIVEL TIG TPELS TILES, ONANOTN
TNV TN NG 1010 TNG OlEPYUTTOG KO TIG TIUES TV OVO EVEPYDV
OlEPYOCIMV OTA, OPLOTEPL.

AV 1 TPpOTN 0plLoTEPT] EVEPYN OlEPYACIN EXEL TN UEYIOTN TIUY], TOTE
KPOTA ovTN TNV TIUN Kol EMeTPEPEL 610 BMua 1. Atapopetikd yiveton
aOPaVYC.
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[Hapdoeryua

19 A

4 12 °
5 12 G
79
A 7 2
912
3 7
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Yevookmotkog

active:

d = my number;

do forever
send (d) ;
receive (e) ;
if (e = d) then send to all processes and STOP
send (e) ;
receive (f);
if e>=max(d,f) then d = e
else goto relay

end

relay:
do forever
receive (d) ;
send (d) ;

end
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Avdivon aiyopiOuov

A@ov povielomomacovpe tov alyopibuo otn Promela, propovpe
va, ELEYEOVUE 1010TNTEC OTMG:

* H péyiotn tyun tehkd o Ppebdet.

e O alyopiBuoc Bpiokel akpog pio pEyloTn Tiun.

e And ) otiyun mov Bpioketal n pEYIoTn TUN €0koAoVOEL va LITAPYEL Kot
ogv aAAaleL 1 Tun e,

 H péyrom miun eivon mévra ion pe 3S.

Agite v vAomoinon (apyeio leader) kot 1W010tNTEC Yo avdAvom (apyeio
leader.ltl) oto distribution tn¢ SPIN.
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To npdPAnua pe tovg hippies

Téooepa dropa (NikoArog, Bikn, Moapia and I'iopyoc) Bpickovtot
LEGO OE U0 CTTNALA KPATOVTOC LU0 AQAUTO, TETPEAAIOV.

[Ipémel va 0106y icovy Eva 6TEVO TEPAGLLA. OOV UOVO £Va. 1] 000 ATOL,
UmTopoLvV va tepdoovy v oo otryun. Emiong oev eival ac@alég va
TEPACOVV YMPIC POC.

Ta t€ocepa dTopo UTopovV va TEPAGOVY TO TEPAUGLO CGE
OLOLPOPETIKOVS ¥pOvovs: o NikOAac o€ 5 Aentd, n Bikn og 10, n Mapia
o€ 20 ko o ['iwpyog o€ 25.

Otav 0Vo dtoua tepvoLy pali amd 10 TEPAGLA, O ¥POVOS TOV
ypeLalovtal eival o LeyaAdTEPOG o TOVC YPOVOLC TOVC,.

To Ado1 otn Aduma umopet va mapEyet @mg Lovo yio 60 Aentd.

Etvail ovvartn 1 0tdoyion o€ ypdvo <= 60;
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Movtéro Spin (1)

chan out-of-cave = [0] of {hippie, hippie} ;

chan into-cave = [0] of {hippie} ;
chan stopwatch = [0] of {hippie} ;
byte time ;

proctype Out ()

{

bit here[N] ;

hippie hl, h2 ;

here[0]=1; here[l]=1l; here[2]=1; here[3]=1;
do
:: select hippie(hl) ;
select hippie(h2) ;
out-of-cave! hl, h2 ;

if all gone -> break fi;
into-cave? hl ;

here[hl] =1 ;

stopwatch ! hl ;

od
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Movtéro Spin (2)

proctype In ()

{

bit here[N] ;
hippie hl, h2 ;

do
:: out-of-cave? hl, h2 ;
stopwatch ! max(hl, h2) ;
here[hl] =1 ;

here[h2] =1 ;

if all here -> break fi;
select hippie(hl);
into-cave! hl ;

od
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Movtélo Spin (3)

#idefine select hippie (x)
1£
:: here[0] -> x=0
:: here[l] -> x=1
:: here[2] -> x=2
: here[3] -> x=3

\
\
\
\
"
A X
fi ; herel[x] 0

#define all here \
(here[0]+here[1]+ \
here[2] +here[3]==4)

#idefine all gone \
(here[0]+here[1]+ \
here[2]+here[3]==0)
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Movtéro Spin (4)

proctype Timer ()
{

end:
do

stopwatch ? 0 -> time=time+5 ;
stopwatch ? 1 -> time=time+10
stopwatch ? 2 -> time=time+20;
stopwatch ? 3 -> time=time+25;

od

}

init |

atomic { run Out(); run In(); run Timer (), 1}
}
EA&yyovpue v 1010110,
<> (time>60)
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ALyop1Ouoc Ilpocopoimong (simulation)

/ deadlock = allBlocked

while ('error & 'allBlocked) {
ActionList menu = getCurrentExecutableActions() ;
allBlocked = (menu.size() == 0);
if (! allBlocked) {
Action act = menu.chooseRandom() ;

error = act.execute(); . , . : J
} interactive simulation:
) j act is chosen by the user
act is executed and the
system enters a new state Visit all processes and collect —

all executable actions .

@ act @
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ALyOp1Opoc EmaAn0evuonc — 1010tnTeg KOTAGTAGNC

H Spin ypnowonoiel katd faOog diepehvnon yia va 0106 IGEL TO
GUGTNUO KATAGTAGEMV EVOG LOVTELOV.

O €Aleyyog TG OTO10G 1010TNTAC YIVETOL TALTOYPOVA LULE TNV KOTAGKELN
TOL LOVTEAOL (emainBevomn on-the-fly)

procedure dfs(s: state) {
if error(s)

states are stored
reportError() ; in a hash table
foreach (successor t of/s) {

if (t not in Statespace)

Only works
for state dfs (t); S— requires state matching
properties. \-
} the old states s are stored on a stack, which

corresponds with a complete execution path
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ALyOpOpoc EmaAn0evonc — 1010tnteg eKTEAEONG

e To povtélo Ko M apvyon TG 1O1OTNTOC LOVTEAOTOIOVVTOL MC:
QVTOUATOL.

N »
'

interleaving
product .
translation
language
Buchi intersection Buchi ~~ accegfs
Automaton Automaton oo

X

¢ Av toun TV YA®GGOHV TV 000 avutoudtmyv, X, eival Kevi 1 1010t
TKOVOTIOLELTAL OTTO TO LLOVTEAO.
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AmoONKEVOT KATAGTAGEMY

Default method 0 _,I/_ addresses to
linked-list of states

TG

computes address/index
in the hash table

» all states are explicitly stored
* lookup is fast due to hash function
* memory needed:

n*m bytes + hash table

h-1
hash table
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Ava@popéc and SPIN

SPIN Verification Report

(Spin Version 3.4.12 -- 18 December 2001)
the size of a single state’

longest execution path

Full statespace search for:
never-claim
assertion viclations
cycle checks

(not selectdd)

+

(disabled /by -DSAFETY)

invalid endstate +
_~ property was
State-vector 96 byte, depth reached 18637, errors: 0 satisfied
169208 states, stored
71378 = matched
240586 transition tored+matched)

31120 atomic steps
hash conflicts: 15099% (resolved)

(max size 2415 states) total number of states

(i.e. the state space)

Stats on memery usage (in Megabytes):

17.598 equivalent memory usage for states
(ztored* (State-vector + overhead))

11.634 actual memory usage for states (compression: 66.11%)
State-vector as stored = 61 byte + B byte overhead

2.097 memory used for hash-table (-wl2)

0.480 memory used for DFS stack (-m20000)

14 354 total actual memory usage
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ALyopiOuor Eloyrotomoinong (1)

* H Spin vrootnpiletl 010popovg alyop1Oove eELAYIGTOTOINGNG TOV
GUGTNUOTOC KATOGTAGEDV:
— partial order reduction
— bitstate hashing
— minimised automaton encoding of states
— state vector compression
— dataflow analysis
— slicing algorithm
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ALyopiOuol Eloyrotomoinoncg (2)

o Partial Order Reduction

— Booileton oty mapatpnon 0Tt 1 IKavomoinot KAmolog 1010TnTos cuyva
dev e€aptdTar oo TN GEPA UE TNV OToio EKTEAOVVTAL OLAPOPES EVTOAEC
=> gival apkeTO vo Bemprncovpe LOVO EvoL VTTOGVVOAD TOV dLVATOV
EKTELECEWDV.

— O alyop1Ouog ekteELEl ATOUIKA TIC «TOTKES) LETAPAGELS TV JEPYAGIOV
OOV TOTIKEG LETOPACELS TEPIAAUPAVOLV:
* AvaBéoeic ko dAAec TpooPAcels o€ TOTIKEC LETAPANTES
* Emowvovieg 6e kavalio Ta omoia ¥p1nGIUomTolovol and mTOKAEIGTIKE OVO
dlepyaociec.
—  Orvndroumeg EKTEAEGELC KOADTTOVTOL OTO L0 LOPPT) GDPPOTC.
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AlyOop1Ouor Erayictonoinong (3)

Suppose the statements
of P1 and P2 are all local. f}o (D
tlc (2 0
@LO) t2a

proctype P1() { tla; tlb; tlc }
proctype P2() { t2a; t2b; t2c }
init { run P1(); run P2() }
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ALyopiOuor Eloyrotomoinong (4)

Bit-state hashing

Mébvo éva dveio ypMnooTOLELTAL Y0 TNV AIToBNKELOT WAC TPOGRAGIUNG
KOTAGTAGC.

[ 001001 TOTE KATAGTOGT), ULl GLVAPTIGT KATUKEPUOTIGLLOV
YPNOLLOTOLEITOL V1oL VITOAOYIGLO NG 01EVBLVON S GTOV TTivaka
KOTOUKEPUOTIGULOD

Aev yiveton ELey)0¢ Y10, GUYKPOVGELC
XuvteleoTtnC poptiov = # existing bits / # reached states
210)0¢: cLuvTELEGTNG Poptiov > 100
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Alyop1Buolr Erayictomoinong (5)

Bit-state hashing

The hash table only
(cont.)

holds bits: O or 1.

already been visited.

If hash(s) = nand h[n] == 1,
/ SPIN concludes that s has

[ Chashts))

- states are not stored explicitly
* lookup is fast due to hash function
+ memory needed: hash table (only)

hash table
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ApetdpAntec cuvOnkeg

[]P, 6mov n P givan o 1010110 KOTdeTOoNG,

[Tapadetypata:
— [] mutex ! =2
— [] laflag

H Spin npoceépet (tovAdyiotov) 7 TpOTOVS avAALONC TETOLMV
1010TNTOV.
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IIpotdoelg 1 + 2: monitor oepyacia

e IIpocBétovue TV MO KATO® d1Epyacion GTOV KMOKE LOC.

D

active proctype monitor () assert (P)

{
assert (P); @

} -end-

©

e Av¥O0 mapairoyEc:
— H depyacia onovpyeital mpm

— H depyacia onovpyeital televtoio

EIIA 664 — Avalvon kar Eraii0svon Zvetypudrov 5-63



IIpOotaon 3: depyacio pe @povpo

 H mo xdto mtpoTacn amoPeDyYEL TV GLVEYN EVEPYOTOINGT TOV assert
T0 0moi0 Yivetan exteAéatipo povo otav i P yivel wevonc.

active proctype monitor ()
active proctype monitor () {

{ atomic {
assert(P) ; 'P -> assert(P) ;
} }
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[Ipotaon 4: oepyacia pe do

* H mo kdto olepyacio QoiveTal AyOTEPO ATOOOTIKT) OO AEITOVPYIKT
dmoyn, aAAQ 0 aplBUOC TOV KATAGTAGE®V EIVAL LELOUEVOC.

active proctype monitor ()

{
do

:: assert (P) ::28 assert (P)
od
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IIpotoon 5 — never claim

never _\
do SPIN will synchronise the never

assert (P) claim automaton with the automaton
od of the system. SPIN uses never
} claims to verify LTL formulae.
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[Ipotaon 6 - LTL

EA&yyovpe v apetdPintn covOnkm g [] P.

H Spin petagpdlet tnv 101010 6TO 7O KAT® never claim.

never { !'[]P
TO init:
if
('P) -> goto accept all
(1) -> goto TO init
s s B
accept all:
skip
}
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[Ipdtaom 7 - unless

* Eowxlelovue tov kopud TovAdy1oToV LaC dtepyaciog o¢ eENG:

{ body } unless { atomic { 'P -> assert(P) ; } }

+ H1010mta P umopel va ¥pnoiomomoel Tomikeg LETOPANTEG.
+  Agv yperdletor va opicove Katvovpla depyacio

- Amoutel v oAloyn] TOL KOOTKO!

- ITBavov va €pbet oe cuykpovon ue to partial-order reduction
- H oepyacia oev tepuatilet
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Anoteréopata [ewpoudtwv

-DNOREDUCE - memory (Mb)

NO partial order reduction

. monitor first

60+

. monitor last
. guarded monitor
. monitor do assert

50+

LY

40

kY

30+

20+

i

10+

. hever do assert
. LTL property
. unless

OEECOmEClO
N AW =

brp philo pftp
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Amotereopota Iepapdtomv

40-
35-
30+
25-

-DNOREDUCE - time (sec)

1. monitor first
2. monitor last

3. guarded monitor
4. monitor do assert

5. never do assert
6. LTL property
7. unless

EEEEEOO

brp philo pftp
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Amotereopota Iepapdtomv

default settings - memory (Mb)

40- O 1. monitor first
O 2. monitor last
35- B 3. guarded monitor

E 4. monitor do assert

301 B 5. never do assert
25_,_— B 6. LTL property
201

1511

1047

brp philo pftp”
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Amotereopota Iepapdtomv

39
30+
28
20+

default settings - time (sec)

O 1. monitor first
O 2. monitor last

B 3. guarded monitor
B 4. monitor do assert

o B 5. never do assert
B 6. LTL property

brp philo pftp
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Further Reading

Basic Spin Manual:

Guidelines for verification with Xspin :

A sample set of exercises with Spin:

Spin Online References:
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