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Motivation

Framework

Background

Computational Tas

> Increasing demand for processing complex computational
tasks

2 One-processor machines have limited computational
resources

2 Powerful parallel machines (supercomputers) are
expensive and are not globally available

> Internet emerges as a viable platform for supercomputing
3 P2P, Grid and Cloud computing
» e.g. EGEE Gri, TERA Gr, Amazon's EC2
a Volunteer Master-Worker computing: @home projects
» e, SETI@home, AIDS@home, Foking@home, PrimeNiet
a Amazon's Mechanical Turk (Contractor-based approach)
Internet-based Computing

.

SETI

o Search for ExtraTermrestrial Inteligence
> Internet-based public volunteer computing project
3 Employs the BOINC software platform
2 Hosted by the Space Sciences Laboratory, at the
University of California, Berkeley, USA
o Purpose:analyze radio (telescopic)signals, searching
for signs of extra terrestrial intelligence
> How touse it: http://setiathome. berkeley.edu/
2 Register your PG (or your Sony PS31)
2 Downloads the SETI data analyzer (screensaver mode)
a
a

When PG is idiing, it starts analyzing data
When done, sends resulis, gets new data chunk to
analyze

SET

ike Interne ed Computing

Worker Worker
|Great potential limited by untrustworthy entities |

Redundant Task-Allocation

Two differentapproaches:

> “Classical” distributed computing: pre-defined worker
behavior
a2 Malicious workers fabricate and report a bogus result
3 Atnuistic truthéully report
Malicious-tolerant voting protocols are designed
{Sarmenta 2002 Femandez et al 2006, Ko
o Game-theoretic: workers act upon their best interest
a Workers are Rational, ie., they act seffishly aiming to maximize
their own benefit
Incentives are provided to induce a desired behavior
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BUTrealistically, the three types of workers may coexist!
Communication ssues

o Communication uncertainty
a Messages exchanged may get lost or arrive late
a Around 5% of the workers are available more than 80% of
the time
a Half of the workers are available less than 40% of the time
Haien, indsrson andHagihara0o]
a Long computational length incurred by a task
(Kondo etal. o7
» Probability the master does not receive a reply froma
warker
> Allowing workers to abstain fromthe computation (low
network reliability)

Qur Approach

o Communication

3 Unreliabie network, workers may not reply
Consider all worker types
> Types of workers

2 malicious: aways report incomrect result

a rational: seifishiy choose 1o be honest, chealer or abstain
5 Combine the two approaches
a2 Game-theorelic approach
»>Computations modeled as strategic games.
3 Classkal disinbuted COMpUting approach
> Design malice-sware voting protocals
o Objective: Reliable Infemet-based Master.Worker Computing
with provable guarantees

> Workers'types:
2 Unknown type of workers — Bayesian game [Harsanyi ‘67
o Known probability distribution over types

P, Rational P, Malicious  p, : Altruistic
such that p, + p,+p. =1

2 Rational has a probability to
peiCheat  py:Honest  py: Mot reply

SUCh that pc+ py = py=1 (iIf a worker decides not ta reply, it
does not perform the task)
o Network communication:
d1>0 : probability of any worker being available and
receiving the task
d2>0 - the probability of the master receiving the worker's
response (has the worker chosen to reply)
d=d1 - d2: probability of a round trip

o

o

u

Comect task result
Minimize: cost

Intemet

Untrusted: malicious o selfish

Cheat or abstain (o not reply)
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Terminology
b 1)
) "
= “ (A game consists of a sel of players, a sel of stralegies

available to those players, and a specification of paynﬂ%
(utilities) for each combination of strategies  [wikipedia]

5 Game Theory:
o Players (processors) act on their seif-interest
o Rational [Golle Mironov 01) behavior:
seek to increase their utility
4 Protocol is given as a game

d=dy dy o Design objective is to achieve equilibrium among players

Algorithmic Mechanism (Master’s Communication Protocol)

Time-based Protocol

based Protocol

Master's Goals

expected utility by changing strategy, if other players do

Nash Equilibrium (NE): players do nm‘ine(ease their
[Nash 50]

not change their strategy

Algorithmic Mechanism Design

Master assigns a task to » workers
Waits time Tfor replies
Upon expire of time T the Master audits the responses
with probability p.a
If master audits

rewards honest workers and

penalizes the cheaters
If master does not audit

Accepts value returned by majority of workers

lizes according to a reward model

Master assigns a task to » workers
If at least k replies are received then the Master audits
the responses with probability 7.4
If master audits
rewards honest workers and
penalizes the cheaters
If master does not audit
Accepls value retumed by majority of workers
Rewards/penalizes according to a reward model

If by time T no replies are received, then the Master does
nothing and incurs cost MC's

Both Protocols are Useful

one of the two settings
2 Uses the protocol designed for that setting

5 Time-based mechanism, more likely to use audmng
> Reply-based may not

replies
> Consequently

a Reply-based mechanism preferred when auditing cost
high and small MCs

2 Time-based mechanism preferred when auditing cost low

If less than k replies are received, then the Master does
nothing and incurs cost MC's

Estimating &

> Master may have knowledge (e.g., statistics) foronly o Fora given worker type distribution, the choice of n
workers, and d, even if all rational workers choose not

to reply, the master receives at least

E = nd(pa + pyu)
replies in expectation.

© Using Chemoff bounds it follows that the master

receives at least
—V2EIn(1/¢)
replies with probability at least 1 — ¢

for 0 < ¢ < 1 and large enough n (e, ¢ = 1/n)

Obtain the correcttask result with a
probability: Pyee = 1 -2
Thenincrease its utility (benefit): Uy

a o designedto
I such that rational players act “correctly”

incentives

Reward/Punishing Schemes:
2 Behave well: Reward

© Depending on the type distribution, the master might
or might not rely on rational workers
> The master must choose the auditing probability r.1

in such a way, to

workers to act correctly (pe- = 0)

o We computed the equilibrium conditions under
general payoffs values and system parameters

Reward Models

2 Otherwise: Penalize

“force”, when needed, the raticnal 5 The design objective is to induce a desired behavior
(e.g., a unigue NE)

[Nisan Ronen 01]

Conditions for Mixed Strategy NE (MSNE)

R \ nm master rewards the majority only |

For a finte game, amixed slrategy profile o* is a MSNE if and )

] only if, for each player i- [Osborne 03]

h.,

Payoff parameters

er does not reward any worker | Uilsi, a) = Ui(s}, 0_,),¥s,, | € supp{a,)
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master’s bene

¢ ¢ strategy of player § in strategy profile s

a; ¢ probability on over pure strategics of player i in &

Uy(s4,0-4) = expected utility of player i using strategy s, in o

2 a s :
Trom accepting .m ight answer

Note that it is po:

suppler) + set of pasitive-probabil

¥ strategies in @

ssivke that 1V By # MCy

Algorithmic Mechanism (Master’s Protocol to Choose p,)

Equilibria Conditions
Desired condition for enforcing a unique NE at pe = 0 and py = 0

Ty wy — e we 20

Tyl Wy — Ay wy 20

@ Free rationals (master does not rely on rational workers )
o Case 1: probability of malicious workers p,. very large, high pa

pae—1- E/Zr,c,
prd

© Guided rationals (force the behavior of rational workers)
o Rationals enforced to reply correctly (pc = 0 and px = 0)
o pa is set according to worker's equilibria conditions depending on the
reward model
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Volunteering Computing (SET

o Each worker
a Incurs in no cost to perform the task: Wy =0
0 Obtains a benefit: 7By, > 0
(recognition, prestige - top contributors list)

o Master

(advertise participation) A\/Cy, > 0
2 May audit results ata cost: My > 0

a Suffers a cost for wrong result: M/ Py > MCy

o d=0, asit is considered in the analysis

2 Incurs in a (possibly small) cost to reward a worker

0 Obtains a benefit for correct result: M Br > MCly,

Putting the Mechanism into Action
ike)

Mechanism Instantiati

Instantiating the mechanism designed
on these conditions the master can
choose p 4 and nso that Uy is
maximized for Py ¢ forany given
worker-type distribution, reward model,
and set of payoff parameters in the SETI
scenario.

k-1 n

=Y nMCs + Y rmax{o. 4}

i=0 ik

Uy =

where par = 0 and o, 3, as in the general equation of Uy;.

@ Plots illustrating trade-off between reliability and cost

@ Parameters’ value:
» M,
@ MPy =100
@ Different values, don't change qualitatively the results

# 3D plots : Graphical characterization of the master's utility
* B
Einstein@home, Estrada, Taufer and Anderson 09. )

=1, normalizing parameter

Time-based Mechanism

e Rg.n=15

® Upper plane MBr od=09n=
fower plane M5, © Upper plane Ry, middle R,,
red plane Uy =0 Erer{pageie "

and lower plane R,
@ Master audits around

® Master audits around
2
2 Py =035

0.0.5] (py < 0.1 in empirical evaluations on SETH-like syste

< [0.0.1], small maintenance cost of contribution list

o Ry n=T5

o Upper plane MBz
lower plane MBy
red plane Uy =0

& Master audits around
Pu =04

@ Reward model R, d = 0.9
@ Upper plane n = 15, middle

5, lower plane n = 75
5, earlier change to
auditing strategy
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