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1. Abstract

A grid computing ervironmentis inherently parallel,
distributed, heterogeneouand dynamic, both in termsof
the resourcesinvolved and their performance. Further
more,grid applicationswill wantto dynamicallyandflexi-
bly composeesourcesindservicesacrosghatdynamicen-
vironment. While it may be possibleto build grid applica-
tionsusingestablishegrogrammingools,they arenotpar
ticularly well-suitedto effectively managélexible compo-
sition or dealwith heterogeneoukierarchiesof machines,
dataandnetworkswith heterogeneoyserformanceHence,
this paperinvestigatesvhat propertiesandcapabilitiesgrid
programmingools shouldpossesso supportnot only effi-
cientgrid codes,but alsotheir effectivedevelopment The
requiredpropertiesandcapabilitiesare systematicallycon-
sideredandthencurrentprogrammingparadigmsandtools
aresuneyed, examiningtheir suitability for grid program-
ming. Clearly no onetool will addressall requirementsn
all situations. However, paradigmsandtools that canin-
corporateand provide the widest possiblesupportfor grid
programmingwill cometo dominant. Acrossall identified
grid programmingissues,suggestionare madefor focus
areasin which further work is mostlikely to yield useful
results.
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2. Intr oduction

Grid programmingwill requirecapabilitiesand proper
tiesbeyondthat of simplesequentiaprogrammingor even
paralleland distributed programming. Besidesorchestrat-
ing simple operationsover private data structures,or or-
chestratingmultiple operationsover sharedor distributed
datastructuresa grid programmewill have to managea
computationin an ervironmentthat is typically heteroge-
neousanddynamicin compositionwith a deepeningnem-
ory and bandwidth/lateng hierarchy Besidessimply op-
eratingover datastructuresa grid programmetrcould also
haveto orchestratéheinteractionbetweerremoteservices,
datasourcesandhardwareresourcesWhile it maybe pos-
sible to build grid applicationswith currentprogramming
tools, thereis a growing consensushat currenttools and
languagesreinsufiicient to supportthe effective develop-
mentof efficient grid codes.

Grid applicationswill tendto be heterogeneouanddy-
namic, i.e., they will run on differenttypesof resources
whoseconfigurationmay changeduring run-time. These
dynamicconfigurationscould be motivatedby changesn
the ervironment, e.g., performancechangesor hardware
failures,or by the needto flexible composevirtual orga-
nizations[34] from ary available grid resources.Regard-
lessof their cause cana programmingmodelor tool give
thoseheterogeneousesourcesa common“look-and-feel”
to the programmerhiding their differenceswvhile allowing
the programmerexplicit control over eachresourcetype if
necessary™ the properabstractions used,cansuchtrans-
pareng beprovidedby therun-timesystem?

Gridswill alsobeusedfor large-scalehigh-performance
computing.Obtaininghigh-performanceequiresa balance
of computatiorandcommunicatioramongall resourcein-
volved. Currentlythis is doneby managingcomputation,
communicatioranddatalocality usingmessage-passiray
remotemethodinvocationsincethey requirethe program-
merto be aware of the marshallingof agumentsandtheir
transferfrom sourceto destination. To achieve petaflop
rateson tightly or looselycoupledgrid clustersof gigaflop
processorshowever, applicationswill have to allow ex-
tremely large granularity or produceover ~108-way par
allelism suchthat high latenciescanbe tolerated.In some

lee@aero.ay

August2001

casesthis type of parallelism,andthe performancedeliv-
eredby it in a heterogenousrvironment,will be manage-
able by hand-codedpplications. In general,however, it
will not be. Hence,what programmingmodels, abstrac-
tions,tools,or methodologiesanbeusedto reducethe bur-
den(or even enablethe managementf) massve amounts
of parallelismand maintainingperformancen a dynamic,
heterogeneousnvironment?

In light of theseissueswe mustclearly identify where
currentprogrammingechnologyis lacking,whatnew capa-
bilities arerequiredandwhetherthey arebestimplemented
at the languageéevel, at the tool level, or in the run-time
system Hence this paperendeaorsto identifyandinvesti-
gate programmingmethodolgiesthat supportthe effective
developmenbf algorithmsand codesthat performwell in
grid environments.The term “programmingmethodology”
is usedheresincewe arenotjust consideringorogramming
languages A programmingmethodologyor modelcanbe
presenin mary differentforms,e.g.,alanguagea library
API, or atool with extensiblefunctionality. “Effective de-
velopment’'meanghatany suchmethodologyshouldfacil-
itate the entire softwarelifecycle: design,implementation,
delugging, operation,maintainencegtc. Hence,success-
ful programmingmnethodologieshouldfacilitatethe effec-
tive useof all mannerof tools, e.g.,compilers,detuggers,
performancemonitors,etc. “Performwell” is intendedto
have the broadestpossibleinterpretation. In a grid, “per-
form well” canmeannot only the effective use (high uti-
lization) of high-performanceesourcesbut alsothe flexi-
ble compositiorandmanagementf resources.

First, we list desirablepropertiesfor grid programming.
Next, we review programmingmodelsfundamentalsfor
parallelanddistributedcomputingprior to discussingssues
for grid programming.With theseissuesin mind, we then
suney andevaluateexisting programmingoolsin Section
4 anddiscusdocusareador furtherresearchanddevelop-
mentin Section5. Conclusionsaregivenin Section6.

3. Propertiesfor Grid Programming Models

Thereareseveralgenerapropertieghataredesirableor
all programmingmodels. Propertiesor parallelprogram-
ming modelshave alsobeendiscussed64]. Grid program-
ming modelsinherit all of these. The grid ervironment,
however, will shift the emphasison thesepropertiesdra-
maticallyto a degreenot seenbefore.

e Useability Grid programmingtools shouldsupporta
wide rangeof programmingconceptsand paradigms,
e.g., simple desktopcomputingto large-scale data-
intensive computing,distributedclient-sener applica-
tionsand“systems”code. Thereshouldbe alow bar-
rier to acceptancei.e., new tools shouldnot require
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a drastically different approachto code building yet
shouldoffer a“developmentpath” thatwill build more
sophisticatedoncepton previoussuccesses.

e Dynamic, HetelogeneousConfiguations. Grid ap-
plicationswill typically run in a heterogeneougn-
vironment that is changing, either due to com-
peting resourcedemandsor resourcefailures. A
grid programmershould be able to ignore architec-
tural/configurationdetails when possibleyet control
thosesamedetailswhen necessary A grid program
may wantto changeconfigurationbasedon available
resourcesThis couldentailprocessor datamigration.

e Portability. In muchthe sameway that currenthigh-
level languagesallowed codesto be processolinde-
pendentgrid programmingmodelsshouldallow grid
codesgreatersoftware portability. Portability, or ar-
chitecture independenceis a necessanyprerequisite
for coping with dynamic, heterogeneousonfigura-
tions.

e Interoperability. The notion of an openand exten-
sible grid architecture implies a distributed erviron-
mentthatmay supportprotocols,servicesapplication
programmingnterface andsoftwaredevelopmenkits
[34]. Any of theseprotocols,services,interfaces,or
kits, may presenta programmingmodelthatshouldbe
interoperablavhereappropriate.

o Reliableperformance Most grid userswill wanttheir
applicationsto exhibit reliable performancebehavior.
Besidegyuality of serviceissuesausershouldbeable
to know the “cost” of a programmingconstructon a
givenresourceconfiguration. While someusersmay
require an actual deterministic performancemodel,
it may be more reasonabldo expectreliable perfor
manceat least within some statisticalbound. Be-
sides providing reliable performance grid program-
ming tools shouldalsopromoteperformanceportabil-
ity asmuchaspossible.

e Reliability and Fault-tolerance Grid user must be
ableto checkrun-timefaultsof communicatiorand/or
computingresourcegindprovide,attheprogramlevel,
actionsto recover or reactto faults. At the sametime,
toolscouldassurea minimumlevel of reliablecompu-
tationin the presencef faultsimplementingrun-time
mechanismshataddsomeform of reliability of oper
ations.

e Securityand privacy. Grid codeswill commonlyrun
acrossnultipleadminstratre domainsusingsharede-
sourcessuchasnetworks. Hence,it is imperatve that
securityand privacy be integral to grid programming
models.
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4. Programming Model Fundamentals

Thesedesireablepropertieswill be temperedby both
currentprogrammingpracticesand the grid environment.
Thelasttwentyyearsof researclanddevelopmenin thear-
easof parallelanddistributedprogramminganddistributed
systemdesignhasproduceda body of knowledgethatwas
drivenby both the mostfeasibleandeffective hardwarear-
chitecturesand by the desireto be ableto build systems
that are more “well-behared” with propertiessuchasim-
proved maintainabilityandreusability Herewe provide a
brief survey of thefundamentalef programmingmnodelsas
they applyto parallelanddistributedprogramming.

4.1 Accesso State

Programmingrequires the algorithmic or systematic
managemenof datawhich we are calling accesso state
On a uniprocessarit is typical and corvenientto think of
the dataasbeing“in the sameplace”asthe codesuchthat
analgorithm'sor system$ performancenly depend®nthe
structureof thealgorithmor systemg.g.,QuickSorthaving
acompleity of O(nlogn). Of coursemultilevel cachesand
memorylayoutcanhave profoundeffectson performance,
especiallyin scientificapplicationswvith verylargedatasets
onvectormachines.

In paralleland distributed grid ernvironments,the issue
of accessingtateis even more complicatedandaffectsan
applications behavior to aneven greaterextent. Accessto
stateis managedn two basicways: shaed data abstac-
tions and shared-nothingervironments We also discuss
scopingas the mechanismfor managingthe visibility of
state.

e Shaed data spaceabstractions. The mostcommon
shareddataspaceabstractions thatof shaed-memory
actuallysupportedn hardware.Of course shareddata
spacesanbe providedasanabstractiorontop of dis-
tributedmemory A globally sharedaddresspacecan
be provided by virtual or distributed shaed memory
(DSM) systems. A globally sharednamespacecan
providedby languagesuchasHigh-Performancé&or-
tran(HPF).

e ShaedNothing Parallelcomputingcanalsobe struc-
tured by assumingthat nothing is sharedbut that a
well-definedmethodfor copyingdatabetweentwo or
moredisjoint processeskxists. Thisis calledmessge-
passing Typically thereis amatchedpair of processes
calledthe senderandthe receiverthat exchangemes-
sagesithersynchronouslyr asynchronously.e., the
senderor recever blocksuntil a particularmessagés
receved or sent,respectiely. The Message-Bssing
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Interface(MPI) is the mostcommonlyusedmessage-
passingool. One-sidednessage-passitigalsopossi-
blewhereamessagsendoperatiordoesnothaveto be
matchedwvith anexplicit receve operationj.e.,there-
ceieris always‘listening” for incomingmessagesf
ary kind. Examplesof this includeremoteprocedue
calls (RPC),remotemethodnvocationdRMI), remote
servicerequest§RSR)andactivemessges(AM).

e Scope For both shareddataand sharednothing ab-
stractions,the conceptof scopemust be addressed.
For a shareddataabstractionwho canreador write
which data?For a sharedhothingervironment,which
recevers cana senderaddressnessage$o? Hence,
scopeis animportanttool for structuringandcontrol-
ling grid computationgndservices Scopds typically
associatedvith anamespacehatcanbelocal (known
to afew) or global (known to all).

4.2 DependencyManagement

The useof datain a parallelervironmentmustalsobe
managedo enforcedependencies.e., whenthe dataare
valid andavailable,or whenthe storagespacefor the data
is available.Enforcingdependencieequiressomeform of
syndronizationof which therearetwo major categories.

e Contmol-oriented syndironizationis basedon opera-
tions that explicitly managethe flow of controlin a
code,e.qg., barriers,mutexs, condition variables,par
block, parfor, etc. All of thesemechanismsave lit-
tle to do with the applicationproblemitself but are
addedto obsere and enforceone or more, and typi-
cally a block of mary, datadependencieskor exam-
ple, one barrier may be usedto enforcemary loop-
carrieddependenciesWe notethatblocking message
sends/receesis aform of controlsynchronization.

e Data-orientedsyndironizationis associatedvith ac-
tual datadependenciesnd typically resultsin finer
grainedsynchronizatiorwith lessunnecessarplock-
ing. Data-orientedsynchronizationcan be imple-
mentedas single-assignmentariablesor full/empty
variables. We note that blocking on datato be re-
ceived in a messagéas a form of datasynchroniza-
tion. Data-orientedgynchronizations, of courseused
in functionallanguagesvherescopingrulescanelimi-
nateside-efectsandraceconditionsatthe costof high
dynamicallocationandgarbagecollectionoverheads,
high dynamicschedulingoverheadsandpoordatalo-
cality.
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4.3 ProcesdMlanagement

In additionto managingaccesso dataandthedependen-
ciesamongthem,the creationandterminationof processes
or tasksmustalsobe managed.On a uniprocessarthis is
doneby the operatingsystemand canbe managedrom a
shellor undermprogramcontrol. Thisis alsothecaseonaho-
mogeneougarallelmachinebut richercontrolmechanisms
mustbeavailableto createandterminatesetsof relatedpro-
cesse®n partsor all of the machine.In a distributedervi-
ronment,suchasa grid, theissueis further complicatecby
heterogeneityAs with dependeng managementhereare
two major cateyoriesfor processnanagement.

e Task parallel — explicit manajementof parallelism.
Like control-oriented synchronization, task paral-
lelismis basedn explicit operationgor managinghe
creationandterminationof parallelthreadsof control,
e.g., fork/join, parblock,RPC,etc. Thesethreadsof
controlcanbeimplementedishearyweightprocesses,
lightweightthreadspr evenhardwarethreads.

e Data parallel — implicit managementof parallelism.
Dataparallelismis associateavith theapplicationof a
functionto structureddata,e.g,arrayoperatorsparal-
lel objects,etc. We notethattheseimplicitly manage
thecreationandterminationof parallelthreadsof con-
trol.

4.4 Resource Management

The scopeof resourcemanagementvill be drastically
differentin a grid thanary othersingle machine.We note
thatin a singlemachinea processanbe considereda re-
source,in additionto memory disk, and otherimmediate
hardware devices. In a grid, however, the scopeof re-
sourcesthat are manageabldérom a single code explodes
into anessentiallyopen-endeé@rnvironment.Therearemore
machines,processesstoragedevices, networks, services,
and specializedinstrumentsthat are potentially discover-
ableandavailable. Theseresourcewill be heterogeneous
anddistributedover a wide areaandwill typically be used
asasharednfrastructure.

Hence,grid programmingmodelsandtoolswill have to
supportnotonly the“traditional” operationf dataaccess,
synchronizationand processcontrol, but also the flexible
compositiorof grid resouces As we shallsee established
programmingoolsaretheleastdevelopedin this area.Not
only mustflexible compositionbe supportedput dataac-
cess,synchronizatiorand processcontrol have to be sup-
portedacrossghosecompositions.While currentprogram-
ming tools, suchas C and soclets, may be suficient, in
somesensefor building a grid infrastructurejt canhardly
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be amuedthatthesearethe besttools for building grid ap-
plications.

5. Current Tools, Languages, and Environ-
ments

Having briefly surneyed the fundamentalf program-
ming modelswe now examinethe mary specifictools,lan-
guagesand ervironmentsthat have beenbuilt usingthese
concepts. Many, if not most, of thesesystemshave their
rootsin “ordinary” parallel or distributed computingand
are being appliedin grid environments,with varying de-
greesof successhecausehey areestablishegorogramming
methodologiesA few of thesesystemsvereactuallydevel-
opedconcomitantlywith the notionof grid computingand,
in fact,may have helpeddefinethatnotion. In this section,
wefocusonthoseprogrammingoolsthatareactuallyavail-
ableandin usetoday We do, however, mentiona few tools
andlanguageghat are not actuallyin usebut nonetheless
represenanimportantsetof capabilities.

5.1 Shared Data Abstractions

5.1.1 Global Shared AddressSpace

Programmindanguagesndtoolsthatfall underthis class
provide a global sharednemorymodelasa usefulabstrac-
tion for stateaccessalthoughon distributedcomputingar-
chitecturests implementations distributed. This approach
is calledvirtual shaed memoryor distributedshaed mem-
ory (DSM). Theseprogramminglanguagegpresenta view
of memoryasif it is shared,but the implementationrmay
or may not be. The goal of suchapproachess to emulate
sharedmemorywell enoughthatthe samenumberof mes-
sagedravel aroundthe systemwhena programexecutesas
would havetraveledif theprogramhadbeenwrittento pass
messageexplicitly. In otherwords,theemulationof shared
memoryimposeqo extramessagéraffic.
Significantexamplesof languagesndtoolsin this class
are TreadMarks Rthreads)VY, Munin, andLinda. Some
of them sharesimilar features, others use different ap-
proachesin the implementationof global sharedaddress
space.Treadmarkg5] supportgarallelcomputingon net-
works of computersby providing a global sharedspace
acrosghedifferentmachineon a cluster TreadMarkro-
videssharednemoryasalineararrayof bytesvia arelaxed
memorymodelcalledreleaseconsistency The implemen-
tationusesthevirtual memoryhardwareto detectaccesses,
but it usesa multiple-writer protocolto alleviate problems
causedby mismatchedetweenpagesize and application
granularity Treadmarkgprovidesfacilities for processre-
ationanddestructionsynchronizationandsharednemory
allocation(for instanceby Tmkmalloc()is allocatedshared
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memory). SystemssuchasIVY andMunin, usethe same
programmingapproactof TreadMarkshut they implement
morestrict consisteng models.

Ratherthan providing the programmerwith a shared
memoryspaceorganizedas a linear array of bytes,struc-
turedDSM systemffer a sharedspaceof objectsor tuples
accessetby properlysynchronizednethods.Linda[18] is
a well-known languagehat usesthis approach It is based
on an associatie memory abstractioncalled tuple space
Lindathreadcommunicatavith eachotheronly by placing
tuplesin andremaving tuplesfrom this sharedassociatie
memory In Linda, tuple spaces accessety four actions:
oneto placeatuplein tuple spaceput(T), two to remove a
tuplefrom tuplespacein(T) andrd(T), oneby copying and
the otherdestructvely, andonewhich evaluatests compo-
nentsbeforestoringtheresultsin tuple space(allowing the
creationof new processeskval(T). Wheninvoked,theeval
operationcreatesa processto evaluatethe componentof
thetuplethatit takesasargument.The efficientimplemen-
tation of tuple spacedependson distinguishingtuples by
sizeand componentypesat compile time, and compiling
themto messag@assingwheneerthe sourceanddestina-
tion canbeuniquelyidentified,andto hashtableswhenthey
cannot.In distributed-memorymplementationsthe useof
two messagepertuplespaceaccesss claimed,whichis an
acceptableverhead.

Other modelsthat are basedon global sharedaddress
spaceare basedon threads, such as Pthreads(POSIX
threads)[57] that define low-level primitives to control
accessto sharedaddressspaceor Jasa threads,imple-
mentedby the Threadclass.An implementatiorof Pthreads
on shareddistributed memory systemsis Remotethreads
(Rthreadg [24]. Rthreadssupportssharingof global vari-
ablesaccordingto the Pthreadssemanticson distributed
memory architectures,also composedof heterogeneous
nodes.

Theuseof globalsharedaddresspacemodelsis simple
anddirect becausehey offer a global view of grid mem-
ory resources. Thus their usagemay resultin significant
programmingbenefits. The real questionin programming
grid applicationswith thesemodelsis performancethatis
how efficientwill betheimplementatiorof DSM in a grid
frameawork. This strictly dependon theimplementatiorof
run-time systemsfor programminglanguagesndtools in
this heterogeneousetting.

5.1.2 Global Data Space

Programmindanguage®f this category allow usersto de-
fine variablesthat areautomaticallynappednto the mem-
ory of processinglementghatathigherlevel areseenasa
globalmemoryspace.Whendataaremappedo their pro-
cessingelementsprogramconstructsanbeusedto express
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paralleloperations Datathat mustbe processedh parallel
aredefinedusingspecifickeywords. Thenthecompilerwill
partition the dataand mapthemonto the differentproces-
sorsof the parallelcomputersoinstructionsthatoperateon
thesedatawill be executedin parallelon differentproces-
sorsthatexecutethe sameoperationon differentelements.

Languagesand tool kits that implementa global data
spaceare HPF, OpenMR andC*. High Performancéd-or-
tranor HPFis alanguagdor programmingcomputationally
intensve scientificapplicationg53]. A programmefvrites
theprogramin HPFusingthe SPMD style andprovidesin-
formationaboutdesireddatalocality or distribution by an-
notatingthe codewith data-mappinglirectves. An HPF
programis compiledby an architecture-specificompiler
The compilergenerateshe appropriatecodeoptimizedfor
the selectedarchitecture Accordingto this approachHPF
could be usedalso on shared-memoryparallel computers.
HPF mustbe consideredas a high level parallellanguage
becausehe programmerdoesnot needto explicitly spec-
ify parallelismandprocess-tgprocessommunicationThe
HPFcompilermustbe ableto identify codethatcanbe ex-
ecutedin parallelandit implementsinter-processcommu-
nication. So HPF offers a higher programminglevel with
respectseveraltool kits. On the otherhand,HPF doesnot
allow the exploitation of control parallelismandin some
caseqe.g.,irregularcomputationsjhe compileris notable
to identify all the parallelismthatcanbe exploitedin a par
allel program,andthusit doesnot generateefficient code
for parallelarchitectures.

OpenMP[58] is alibrary (applicationprograminterface
or API) thatsupportgarallelprogrammingn sharednem-
ory parallelcomputeraisingtheglobaldataspaceapproach.
OpenMPhasbeendevelopedby a consortiumof vendorsof
parallel computer§ DEC, HP, SGI, Sun, Intel, etc.) with
the aim to have a standardorogramminginterfacefor par
allel shared-memormnachineglike PVM andMPI for dis-
tributedmemorymachines)The OpenMPfunctionscanbe
usedinside Fortran, C and C++ programs.They allow for
the parallelexecutionof code(parallel DO loop), the def-
inition of shareddata(SHARED), and synchronizatiorof
processes.

A standardOpenMPprogrambegins its executionasa
singletask,whena PARALLELconstructis encountereda
setof processesre spavnedto executethe corresponding
parallelregion of code. Eachprocesss assignedwith an
iteration. Whenthe executionof a parallelregion ends the
resultsare usedto updatethe dataof the original process,
whichthenresumats execution.Fromthis operationatvay,
couldbededucedhatsupportfor generataskparallelismis
notincludedin the OpenMPspecification.Moreover, con-
structsor directivesfor datadistribution controlareabsent
from thecurrentrelease®f OpenMP

The implementationof theseprogrammingmodelson
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gridsis very hardfor several reasongnainly relatedto the
different computationalmodel betweenglobal dataspace
computingandgrid. Herewe list threeof thesereasons(1)
the programmingmodelsin this classabstracfrom several
implementatiorissueghatarisein a grid computingarchi-
tecture,(2) generallythey imposea tight synchronization
modelamongparallel actvities that can not be efficiently
implementedon remoteheterogeneousachinesand, (3)
most of the applicationsdevelopedwith thesemodelsare
basedon regular patternsof computationrand communica-
tion thatdo not matchwell theirregularitiesof grids.

5.1.3 Distributed Data Space

In this approachdata sharedamongprocesseshat com-
posea parallelor distributedapplicationcanbe distributed
amongthe memoriesof processorsbut thereis no a sin-
gle globalscope.Languagesndtoolsin this classprovide
mechanismséor sharingdatathatarephysicallydistributed
on differentprocessingelementdy abstractsharedspaces
thatcanbe accessedy groupsof processesExtensiongo
Linda, suchasISETL-Linda,SDL andEas€76], arebased
on distributed dataspaceabstractiorfor solving problems
of a global singlememoryspace.Thefirst problemis that
a single, shared associatie memorydoesnot provide ary
way to structurethe processethatuseit, sothatLinda pro-
gramshave no naturalhigherlevel structure. The second
issuesis that, as programsget larger, the lack of scoping
in tuple spacemakesthe optimizationsof tuple spaceac-
cessdescribedabove lessandlessefficient. For example,
two setsof communicationsn differentpartsof a program
may; by coincidenceusetupleswith the sametype signa-
ture. They will tendto be implementedn the samehash
tableandtheir accessewill interfere. Thus,whena Linda
programget larger or it is composedf several processes
the managemenof a large tuple spaceand of the parallel
processebecomedlifficult.

Otherlanguagedasedon the distributeddataspaceab-
stractionare Opus,Orcaand Emerald. In particular Orca
andEmeraldaretwo object-basethnguageshatimplement
datasharingby meanf datamanageranddatareplication
mechanismsFor example,Orcadefinesa setof constructs
for the sharingof dataamongprocessesn differentpro-
cessorg6l]. Dataareencapsulatedth data-objectshatare
instance®f userdefineddatatypes. The Orcalanguagds
basedon a hierarchicallystructuredsetof abstractions At
thelowestlevel, reliable broadcasts the basicprimitive so
thatwrites to a replicatedstructurecan rapidly take effect
throughoutasystem At thenext level of abstractionshared
dataareencapsulateth passie objectsthatarereplicated
throughouthesystem.Orcaitself providesanobject-based
languageo createandmanageobjects.Ratherthana strict
coherenceQrca provides serializability: if several opera-
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tions executeconcurrentlyon an object,they affectthe ob-
jectasif they wereexecutedseriallyin someordet

Systemswith a single global spaceare more appropri-
atefor grid ervironmentswith regardsto modelsandlan-
guagesdiscussedn Section4.1.1. Thesemodelscanbe
usedto programgrid applicationsas composedf groups
or clustersof processethatsharebunchesf dataeachone
composinga differentdatascope.At the sametime, these
modelscansupportshareddatareplicationsandhierarchies
thatcanmatchcomputingandmemoryhierarchieshatexist
in agrid.

5.1.4 Evaluation

e Usability: Programminglanguagesand tools based
on shareddata abstractionscan be effectively used
for a wide rangeof grid applicationsand they offer
programmingapproacheshat do not drastically dif-
fer from well know programmingmodels. However,
it is worth to mentionthat theseapproachesre not
particularly suitedfor massvely parallel applications
ongrids,especiallywhenirregularcommunicatiorand
computatiorstructuresareused.

e Dynamic, HetelogeneousConfiguation: Among the
shareddataabstractiormodels,global sharedaddress
spacemodelsand distributed data spacemodelscan
deal efficiently with dynamicand heterogeneouset-
tings. Thesamodelsoffer the programmenbstractions
that allow she/himto ignore architecturedetails. On
the otherhand,global dataspacetools, like HPFand
OpenMPR may suffer from configurationchangesand
heterogeneougsourcesisage.

e Portability: Thelanguagesndtoolsbasedon shared
dataoffer a programmingapproachthat is architec-
ture independentencecan offer good portability of
code,whereasperformanceportability is not assured
becaus®f their high level of abstraction.

o Interopemability: Interoperabilityis an openquestion
in this framawork. It needsto be provided but at the
momentno high-level protocolsare provided for this
classof languages.This issuecan be effectively ad-
dressedf implementation®f theselanguagesvill be
basedn protocolsusedfor computationagrids.

e Reliable Performance: As mentionedabove, perfor
manceportability is not assuredfor shareddata ab-
stractionmodels. The programmingmodelsthey im-
plementis high level, so complex measuresnustbe
provided to computeperformancecostson different
architectures.Significantefforts in this areamustbe
performedo definecostmodelsin grid ervironments.
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e Fault Tolerance: Somemodelsin this classprovide
mechanismdo detectfaults and to recover. Other
modelsoffer aprogrammetechniqueshatcanbeused
to implementfault toleranceof grid applicationsvia
replicationof dataand processesr via reliable com-
municationmechanismsuchasOrca.

e Securityand Privacy: Up to now, this issuehasnot
explicitly addressedh paralleland concurrentshared
datalanguagesThusit mustbeinvestigatedandnew
mechanismsnustbe addedto the languageconstructs
and operationsto provide securedatasharing,coop-
erationand computationsas other programmingtool
kits, suchasMPICH-G2,do.

5.2 Shared Nothing — MessagePassing

5.2.1 Two-SidedCommunication

As previously stated onemethodto manageaccesgo state
is the shared nothingernvironment In this modelprocesses
runin disjointaddresspacesndinformationis exchanged
usingmessageassingf oneform or another TheMessage
Passinginterface (MPI) [54] standarddefinesa two-sided
messageassindibrary (matchedsendsandreceves)thatis
well-suitedfor sharednothingenvironmentsWhile the ex-
plicit parallelizatiorwith messag@assings cumbersomé
givestheuserfull controlandis thusapplicableto problems
wheremorecornvenientsemi-automatiprogrammingmod-
elsmayfail. It alsotells the programmerexactly wherea
potentialexpensve communicatiortakesplace. Thesetwo
points do not hold only for single parallel machines,but
evenmorefor grid computing.

SomeMPI applicationsarebettersuitedto runin a grid
ervironmentthanothers. Oneimportantclassof problems
is thosethat are distributed by nature, that is, problems
whosesolutionsareinherentlydistributed. Oneexampleare
remotevisualizationapplicationsn which computationally
intensive work producingvisualizationoutputis performed
at onelocation, perhapsasan MPI applicationrunningon
somemassvely parallel processo(MPP), and the images
aredisplayedonaremotehigh-end(e.g.,IDesk,CAVE) de-
vice. For suchproblems,all implementationgited below
allow youto useMPI asyour programmingmodel.

A secondclassof problemsis thosethataredistributed
by design Hereyou mayhave access$o multiple computers
andaproblemthatis too big for any oneof thosecomputers.
Thesecomputersperhapsatmultiple sitesconnecte@cross
aWAN, maybe coupledto form a computationagrid.

There are mary implementationsof the MPI standard
including vendorsuppliedimplementationsoptimized for
specificplatforms.If youwantto runyourapplicationdis-
tributed on different platformsan MPI implementationis
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requirecthattakesthe heterogeneityf thenetwork into ac-
count.A grid-enabledibrary shouldalsobeintegratedinto
agrid computingervironmentgo take careof launchingthe
application.Problemgo addressreauthenticationautho-
rization and resourceresenation acrossmultiple comput-
erson possiblydifferentadministratve domains.In thelast
coupleof yearssereralgroupshave beenworking on these
grid-enabledvIPl implementation$28, 32, 35, 42, 48].

MPICH-G2 [32] alleviatestheuserfrom thecumbersome
(andoftenundesirable}jaskof learningandexplicitly
following site-specificdetailsby enablingthe userto
launcha multimachineapplicationwith the useof a
singlecommandmpirun MPICH-G2 requires,how-
ever, that Globus servicesbe available on all partici-
patingcomputergo contacteachremotemachine au-
thenticateheuseron each andinitiate execution(e.g.,
fork, placeinto queuesetc.).

PACX-MPI  [35] is an implementationthat covers the
completeMPI-1 standardwith somesupportof MPI-
2 andthe MPI-2 Journalof Development.It contains
a wide rangeof optimizationsfor grid ervironments,
e.g.for efficient collectve communication®r derived
datatypes.It supportsTCP, ATM andan SSL based
protocolfor intermachinenessaging.

Stampi [42] implementanostof MPI-1. It includessup-
port for MPI-IO anddynamicprocessmanagemenof
MPI-2. It alsooffersthe possibility to have a flexible
numberof routerprocessefor inter machinemessag-
ing.

MPI _Connect [28] is designedto supportapplications
running on vendorMPI implementations.By adding
MPI intercommunicatorgt allows to link applica-
tions running on different machines. Unlike other
grid-enabledVIPI libraries eachsystemmaintainsits
own VPl _COMMWORL D makingit suitablefor thedis-
tributedby nature applicationdescribedabove.

MagPle [48] is not a stand-alondibrary, but a tool to
optimize an existing MPI library for grid environ-
ments. It usesthe MPI profiling interfaceto replace
thecollectvecommunicatiorcallswith optimizedrou-
tines. Messagealelivery is donewith the existing grid-
enabledMPI.

LAM is an MPI implementationthat has becomegrid
awarewith the supportof IMPI [65].

Oncetheapplicationis running,MPI automaticallycon-
verts datain messagesent betweenmachinesof differ-
ent architecturesand supportsmultiprotocol communica-
tion by automaticallyselectingT CP for intermachinames-
sagingand (whereavailable) vendorsuppliedMPI for in-
tramachinanessaging.
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While MPI addressesome of the challengesin grid
computing,t hasnotaddressethemall. Someissuede.g.,
algorithmdesign,communicatiorpatternsanonly be ad-
dressedby theMPI applicationdeveloper Local-andwide-
areanetworksinjectsignificantlyhigherlatenciesandlower
bandwidths andthereforeMPI applicationsthat expectto
run efficiently in grid ervironmentsmust be written with
respecto this disparityin communicatiorpaths. MPI has
theadwantagethatit offersanincrementabpproactto grid
programming.lt is possibleto first gain someexperiences
andadoptandimprove an existing solutionto the grid. It
alsoprecludedhe userfrom learninga new methodfor in-
teroperating.

To allow andynamicadoptionto grid environmentsthe
applicationsmight needmore informationsthan provided
by MPI. Oneexampleis the exactdistribution of MPI pro-
cesse®n multiple machines. This informationcan be re-
trieved by the socalledclusterattributesthatarecontained
in the MPI Journalof Development[56] and availablein
someimplementation$35].

5.2.2 One-sidedCommunication

While having matchedsend/receie pairsis a naturalcon-
cept, one-sidedcommunicationis also possibleand in-
cludedin MPI-2 [55]. In this case,a sendoperationdoes
not have to have an explicit receiveoperation. Not hav-
ing to matchsendsand receves meansthat irregular and
asynchronousommunicatiorpatternsanbeeasilyaccom-
modated. To implementone-sidedcommunicationhow-
ever, meansthat there is usually an implicit outstanding
receve operationthat listensfor any incoming messages,
sincethereareno remotememoryoperationdetweermul-
tiple computers. However, the one-sidedcommunication
semanticasdefinedby MPI-2 canbeimplementecon top
of two-sidedcommunication$13].

A numberof one-sideccommunicatiortools exist. One
that supportsmulti-protocol communicationsuitable for
grid ervironmentsis Nexus [31]. In Nexus terminology
aremoteservicereques{RSR)is passedetweercontets.
Nexushasbeenusedto built run-timesupportfor languages
to supportparallel and distributed programming,suchas
CompositionalC++ [21], and also MPI. We notethat re-
mote procedue call (RPC) or remotemethodinvocation
(RMI) are forms of one-sidedcommunication. Theseare
discussedater

5.2.3 Evaluation

e Usability: Message-passinig inherentlyeasyto un-
derstancand,henceto use.However, it is constrained
by this very simplicity to exchangingbuffers of data
that the applicationmust explicitly interpretand the
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methodof interactionmust be explicitly managedat
the send-receie level.

e Dynamic, Heteiogeneous Configuation:  Most
message-passingystemsdo not support dynamic,
heterogeneougonfigurations. As in the case of
MPI-1, the communication“universe” is finite and
fixed at start-time. MPI-2 adds dynamic process
creation,but this is only supportedo alimited extend
by the grid-enabledmplementations.

e Portability: Sincemessage-passingodelshide pro-
cessorand OS details, portability is typically quite
good. However, the MPI standardallows a number
of implementatiordefinedbehaiors which limits the
portability if usedcarelessly

o Interopembility: Interoperabilityin message-passing
modelsis typically not supportedsince most models
assume “closed” communicatiorworld thatobsenes
a single communicatiormechanism.Interoperability
shouldbepossible however, assuminghata common
“wire protocol”is used.IMPI [22] is sucha protocol,
but it doesneithercoverthe completeMPI-1 standard
noraddresdMPI-2.

o ReliablePerformance:The simplicity of themessage-
passingmodels meansthat the performanceon the
end-hostss usually quite reliable. Congestionand
bottlenecksin the communicationmedium, however,
can drastically alter performance. Therefore QoS
mechanismsave beenintegratedinto someMPI li-
brarieqd35, 59]. Themajorproblemhereis thatthereis
no commonlydeployed QoS standardn the network
level.

e Fault Tolerance: Message-passingnodelswere orig-
inally designedfor single-chassigarallel machines
with lower fault rates and not grid ervironments.
Hence faulttolerancdn message-passimgodelstyp-
ically meangust checkpointingon the part of the ap-
plication. IntroducingFault Toleranceinto MPI is on-
goingresearch27]. Evenif it is supportedy the MPI
library it will still betheresponsibilityof the applica-
tion to recover from failure.

e SecurityandPrivacy: Securityandprivacy usuallyde-
pendon the useof authenticatiorandencryptionout-
sideof themessage-passingodel.

5.3 Object-Oriented Tools

The object conceptis fundamentaland has beenused
extensvely to structurecodesand systems.Accordingly a
numberof object-orientegarallelprogramminganguages
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andtools have beendesigned75]. We will briefly discuss
two primary approache$o the useof objects: (1) “global”
objectsthat canbe referencedrom anywhere,and(2) dis-
tributedobjectsthatencapsulata distributedinternalstruc-
ture.

5.3.1 Global Objects

CORBA. The CommonObject RequestBroker Architec-
ture (CORBA) [69] usesa meta-languagaterfaceto man-
ageinteroperabilityamongobjects. Objectmemberaccess
is definedusing the Interface Definition Language(IDL).
An Object RequestBroker (ORB) is usedto provide re-
sourcediscorery amongclient objects.

While CORBA can be consideredmiddleware, its pri-
mary goal hasbeento managenterfacesbetweenobjects.
As such, the primary focus hasbeenon client-serer in-
teractionswithin a relatively static resourceervironment.
With the emphasion flexibly managingnterfaces,imple-
mentstendto requirelayersof software on every function
call resultingin performancealegradation.

To enhanceperformancdor thoseapplicationsthat re-
quire it, thereis work being done on High-Performance
CORBA [44]. This ende&orsto improve the performance
of CORBA not only by improving ORB performancehut
by enabling“aggregate” processingn clustersor parallel
machines.Therearealsoefforts to make CORBA services
availableto grid computations.This is beingdonein the
CoGK:it project[74] to enablé'‘Commodity Grids” through
aninterfacelayer that mapsGlobus servicesto a CORBA
APL.

Legion. Legion [52] provides objectswith a globally
unique (and opaque)identifier  Using suchan identifier,
an object, and its members,can be referencedrom ary-
where. Being able to generateand dereferenceglobally
unique identifiersrequiresa significantdistributed infras-
tructure. We noteherethatall Legion developmentis now
beingdoneaspartof the AVAKI Corporation7].

5.3.2 Distributed Objects

POOMA/SMARTS. POOMA (Parallel Object-Oriented
Methodsand Applications)[50] is an extendedC++ class
library for data-parallelnumericalapplications. Besides
supportingdata-parallelbrray operatorsarray indicescan
be arbitrary userdefinedtypesand polymorphic. Thatis
to say indexing (mappingthe domainto the range)can
be done differently dependingon the type of array being
indexed. This allows arrayswith differentrepresentations
(e.g.,column-majorrow-major, sparse}o betransparently
handled.

SMARTS (Shared Memory AsynchronousRunTime
Systems)[73] is a run-time systemdevelopedto support
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POOMA in a novel way. SMARTS provides a macro-
dataflov approachbasedon the dependencieamongthe
data-paralleloperations. The granularity of computation
is basedon the dynamicdecompositiorof the data,rather
than ary fixed functional decomposition. SMARTS is
implementedas a Dependeng Graph Manager/Scheduler
that controls the queuesfor multiple processors. While
SMARTS wasoriginally designedor shared-memoryna-
chineswork is beingdoneto useit within a clusterof sym-
metric multiprocessors. The asynchronouschedulingin
SMARTS will facilitatethe overlappingof communication
with computatiorand,hencethetoleranceof latengy.

5.3.3 Evaluation

e Usability: The object-orientecharadigmis conceptu-
ally easyto usebut the useof OO tools canbecome
mired in the compleity of systemsthat must solve
all problems. Nonethelesspbjectsprovide a natural
boundaryto definetheir interfacesandbehaviors.

e Dynamic,HeteiogeneousConfiguation: As exempli-
fiedby CORBA, theOO paradigmcanbeusedto man-
agethe interactionbetweenbrokers and applications
suchthatdynamicconfigurationsarepossible.

e Portability: Object-orientedsystemscan provide ex-
cellentportability since encapsulatiorand the hiding
of implementationdetailsis fundamentatto the OO
paradigm.

e Interopemability: Interoperabilitymustbeaddressety
commonwire protocolssuchasIlOP in the CORBA
world.

e Reliable Performance: In distributed OO systems,
QoSmechanismsvill eventuallyhave to beintegrated
to provide reliableperformance.

e Fault Tolerance: Fault tolerancemustbe achieved as
in otherenvironmentsby the useof techniquesuchas
replicationandtransactions.

e Securityand Privacy: Again, the OO paradigmpro-
videsa naturalboundaryonwhichto basesecurityand
privacy models.Authenticationandencryptionarein-
tegralto CORBA ORBs.

5.4 Middleware

While thetoolsdevelopedn thelasttwentyyearsof par
allel and distributed computinghave becomeestablished,
andwill continueto play animportantrole in the develop-
mentof grid software, the expandedresourcerichnessof
the grid meansthat middlevare will emege asan equally
importantclassof tools. Middlewarewill typically be built
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on top of the establishedools to provide additionaluseful
abstractionso thegrid programmer

5.4.1 Network Enabled Sewversand GridRPC

Overview of NES/GridRPC Systems

The Network-Enabled Sener (NES) paradigm [20],
which enablesGrid-basedRPC, or GridRPCfor short, is
a goodcandidateasa viable Grid middlewarethat offersa
simple yet powerful programmingparadigmfor program-
ming on the Grid. Several systemghat facilitatewhole or
partsof the paradigmarealreadyin existence suchasNeos
[23], Netsole [19], Nimrod/G[1], Ninf [62], andRCS]6],
andwefeelthatpursuitof acommondesignin GridRPC as
hadbeendonefor MPI for messag@assingwill bringben-
efitsof standardizegprogrammingnodelto the Grid world.
This sectionwill introducethe NES/Grid RPCfeaturesas
an effective, simple-touse programmingmodel and mid-
dlewarefor the Grid.

Comparedo traditionalRPCsystemssuchasCORBA,
designedfor applicationsthat facilitate non-scientificap-
plications,GridRPCsystemffer featuresandcapabilities
that make it easyto programmedium-to coarse-grained,
taskparallelapplicationghatinvolvehundreddo thousands
or more high-performancenodes,either concentratecgs a
tightly coupledcluster or a setof themspreadover awide-
areanetwork. Suchapplicationawill oftenrequirehandling
of shippingmegabytesof multi-dimensionakrraydatain a
usertransparenaindefficient way, aswell asrequiringthe
supportof RPCcallsthatrangeanywherefrom 100sof mil-
lisecondaupto severaldaysor evenweeks.Thereareother
necessaryeaturesof Grid RPC systemssuchas dynamic
resourcaliscovery, dynamicloadbalancingfaulttolerance,
security(multi-siteauthenticationgelegationof authentica-
tion, adaptingto multiple security policies, etc.), easy-to-
useclient/sener managementfjrewall and private address
considerationgemotelargefile andl/O supportetc. These
featuresareessentiallywhatis neededor the Grid RPCsys-
temsto executewell onthe Grid—feature®ithermissingor
incompletdn traditional‘closedworld’ RPCsystems—and
in factarewhatareprovidedby lower level Grid substrates
suchas Condor Globus, and Legion. As such GridRPC
systemseither provide thesefeatureshemseles,or builds
uponthefeaturegrovidedby suchsubstrates.

In a sense NES/GridRPCsystemsabstractaway much
of the Grid infrastructureandthe associatedomplexities,
allowing the usersto programin a style heis accustomed
to in orderto exploit task-parallelismj.e., asynchronous
parallel procedureinvocationwhereargumentsand return
valuesare passedy value or referencedependingon his
preference.Our studies,aswell asuserexperienceshave
shawvn thatthis paradigmis amenablego mary large-scale
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applicationsand especiallyto scientific simulations. The
differencehereis that 1) becausef the ‘openworld’ Grid

assumptiongheunderlyingGridRPCsystemmustbemuch
more robust, and 2) the scalability of the applications,in

termsof theexecutiontime, theparallelism andtheamount
of datainvolved, mustscalefrom just onenodewith a sim-

ple LAN RPCto thousand-nodéaskparallelexecutionin-

volving weeksandTerabyteof data.

Brief Sketch of Programmingin NES/GridRPC

In this section,we take Ninf and Netsole asan exam-
ple NES/GridRPCsystem. OthersystemssuchasNimrod
may have slightly differentprogrammingmodelsand sys-
tem featuresand will be coveredin other sectionsof this
document.

Both Ninf and Netsole offer network-basednumeri-
cal library functionality via the use of RPC technology
Parts of applicationsmaking procedurecalls can be re-
placedwith high-performancegemoteequialentsin asub-
stantiallytransparenmanney usually only a small modifi-
cationto the call itself, without any RPC datatypes,pro-
logue/epiloguedDL managemengtc.

Comparedo simple,well-known RPCtechniquesuch
asCORBA, thisis notsimpleasit seemsfor example,for
local procedurecalls most numericaldatastructuressuch
as arraysare passedoy reference,so the numericalRPC
mechanismmustprovide somesharednemoryview of the
arguments,despitebeing a remotecall. Furthermoreno
information regardingits physicalsize, or which portions

areto be usedare maintainedby the underlyinglanguage.

Rather suchinformation are passedas parametersyhich
must be appropriatelygiven by some calling cornvention
which mustbe obeyed by the application.Also, the under
lying languagemight not provide sufiicient type informa-
tion to the RPCsystem,asthetypesin the numericalRPC
are somavhat ‘finer grained’, in that it must containinfo
suchas the leading dimensionof the array/matrixusage.
Moreover, both Ninf andNetsole locateappropriatecom-
puting resource®n the network without explicit specifica-
tion, achierzing load balancingandfault tolerang. Various
informationis containedn their specializedDL language.

For example,in Ninf, if the original program,this case
in C, involvedcalling a matrix multiply routine:

#define N 1000
double A[IN[N],

matrix_mult(N, A B, O;

BINI[N, ONI[N;
/Il C=A*B

The procedurecall in the last line is merely replaced
with:
Ninf_call ("matrix_ mult", N, A B, O;

Here,noticethat:
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1. Only onegenericpolymorphiccall (Ni nf _cal | ())
givenasthe basicAPI for RPC.This not only allows
simple one-line substitutionof call sitesto make the
call beremote but alsoallows the clientsnot to main-
tain stublibrariesor IDLs (seebelow).

2. thesizeof thematrixis givenby N, but C (nor Fortran)
hasno inherentwaysto determinethe sizeof thedata
structure)et alonewhich partsof thematrixis usedfor
moreintricatealgorithms.

3. Both C andFortranassumeshatarrayargumentsA, B,
andC are passedy reference.Moreover, thereis no
way to tell from theprogramthatCis beingusedasan
output,while A andB areinputsto the procedure.

4. The first agumentof the call is the signatureof the
library or an applicationbeing called. For Ninf, un-
lessa URL is specifiedto target a particularlibrary
on a host,the metaserer infrastructureselectsan ap-
propriatesener from a setof senersunderits main-
tenancedependingon monitorednetwork throughput,
senerperformancandload,andtheavailability of the
library.

In orderto facilitate suchflexibility for programglob-
alization and ease-of-maintenanam the client side, both
Ninf and Netsohe provide specializedDLs that embody
sufficient informationto implementthe featuresdescribed
above. For example,for Ninf, the IDL for the matrix mult
wouldlook like thefollowing:

Define dnmul ( long node_in int n,
node_in double A[n][n],
nmode_in double B[n][n],
node_out double [ n][n]

) /* Ninf interface */

"description”

Required "li bXXX. 0" /* link libs */

/* lang. and call seq. */

Calls "C'" dmmul (n, A B, O;

Here,the IDL embodiesthe necessarynformationto de-
scribe the in/out values of the call, just as is with the
CORBA IDL. Some additional information are present,
suchasthe computationakcomplexity of the call with re-
spectto its arguments. Moreover, the IDL compiler au-
tomaticallydeduceshe dependenciesf scalarparameters
versusthe arrayindices. The examplelDL describesonly
the simplesituationof shippingthe entire matrix basedon
n; more complex descriptionssuchasleadingdimension,
stride,dependenciesn linearcombinationsof multiple in-
dices,etc.,aresupported.

In both Ninf and Netsole, the client doesnot maintain
any form of IDLs; rather the client only containsa small
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IDL interpreter Whenacall is made themetaserer (Agent
in the caseof Netsol\e) locatesan appropriatesener, and
letsit connectto the client. Giventhe signatureof the call,
the sener sendsthe compiledIDL to the client; the client
IDL interpretetin turn usest to marshalhnddemarshathe
argumentsn orderto make thecall. Thisis somavhatsim-
ilar to the DynamicInvocationinterface(DII) of CORBA,
butis completelytransparentn theclient side,unlike DII.

In summanryNinf andNetsohe areasymmetricasystems
in that the client and sener side software packageseing
different. Not only this is the matterof size, but also for
functionality, aswell asthe necessaryf maintenancethe
client sideneednot be updatedo a limited degreeeven if
thereis someprotocolchangethanksto the DL info being
uploadeddynamically By contrastCORBA andothertyp-
ical RPCsystemaresymmetricalin thatthe samesoftware
packagesreusedfor bothclientandthe sener. While this
providesbetterflexibility for exampleclientscanbecome
senersandvice versa,it could put the compleity of the
managemenhot only on the sener but also on the client
side.

5.4.2 Frameworks

Cactus. The CactusCodeand Computationalloolkit [17]
is thecumulationof over 10 yearsof developmenty mary
computerscientistaandphysicistgo provide computational
physicistawith aflexible, modular portableandimportantly
easy-to-usgprogrammingervironmentfor large-scalesim-
ulations.

One of the designrequirementdor Cactuswasto pro-
vide application programmerswith a high level set of
APIs which hide featuressuchas the underlyingcommu-
nication and data layers. Theselayers are implemented
in modules (in Cactusterminology thorng, which can
be chosenat runtime, using the best available technol-
ogy for a given resource,e.g., MPIl, PVM, pThreads,
SHMEM, OpenMPfor communicationpr HDF5, IEEEIO,
PandalOfor parallel datal/O. For example, to outputa
grid variablefrom a Cactusapplication,programmersise
the API call CCTK Qut put Var (gri d. dentifier,
grid._vari abl e), dependingon the modulesavailable
for 1/O, the grid variable could be written to a local file-
system,to a remotefile-systemusing DPSS,or evenwrit-
tento a virtual file which canthenbe streamedacrossthe
network to ary otherresource.

Much of designof the Cactusarchitecturds influenced
by the vast computingrequirementf someof the main
applicationaisingtheframework, includingnumericarela-
tivity andastrophysicsTheseapplicationsyhicharebeing
developedandrun by largeinternationalcollaborationsye-
quire Terabyteand Teraflopresourcesandwill provide an
idealtest-casdor developingGrid computingtechnologies
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for simulationapplications.
Featureof Cactuswhicharerelevantfor Grid program-
ming [4] include:

(i) automatic and configurablecompilation system for
mostmachinearchitectures,

(i) corecodeandtoolkits writtenin ANSI C for portabil-
ity,

(iii) parallel /O capabilitiescompatiblewith distributed
simulations,

(iv) parallelcheckpointingandrecovery of simulationsjn-
cludingdistributedsimulations,

(v) steeringnterfacefor dynamicallychangingthe values
of parametersluringa simulation,

(vi) existingapplicationsalreadytrivially Grid-enabledis-
ing the Globus MPI implementatiorMPICH-G2,and,

(vii) existing modulesto implementremote visualization
(streamingdatawith HDF5), remotemonitoring and
steeringof simulations(e.g. using a module which
provides a simulationwith its own web sener), par
allel /O, etc.

There are several ongoing Grid related projects as-
sociated with Cactus, either to develop Cactus Grid-
infrastructureandtools, or to build moregenericGrid tools
using Cactusasan application. Theseprojectsincludethe
developmentof a web-basedortal for remotelycompila-
tion, stagingand control, developing the communication
layer for more efficient distributed simulations,enhancing
parallel and distributed I/O capabilitiesand the construc-
tion of a Grid ApplicationToolkit to allow applicationand
infrastructureto easilyincorporategrid programmingcapa-
bilities in agenericmanner

Meta-Chaos. The ability to composemultiple sepa-
rately developedparallelapplicationss becomingincreas-
ingly importantin mary applicationsjn areasasdiverseas
multidisciplinary complex physicalsimulationsand medi-
cal image databasepplications. Meta-Chaoss a proto-
type “meta-library” developedat the University of Mary-
landthatmalkesit possibleo integratemultiple dataparallel
programgperhapswritten usingdifferentparallelprogram-
ming paradigmsyvithin asingleapplication[25, 60]. Meta-
Chaosalsosupportgheintegrationof multiple dataparallel
libraries within a single program. In effect, Meta-Chaos
provides a Unix-style pipe for parallel programs. Appli-
cationsthathave beendevelopedwith Meta-Chaosnclude
couplingmultiple scientificsimulations potentiallyrunning
at differentsitesacrossa wide-areanetwork, andintegrat-
ing resultsfrom multiple remotesensoror medicalimage
databases.
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In collaboratve projectswith groupsat several univer-
sities, Meta-Chaoshas beenusedto exchangedata be-
tween data parallel programswritten using High Perfor
manceFortran (HPF), the Maryland CHAOS and Multi-
block Parti libraries,andthe UC SanDiego KeLP library
[29]. Theselibrariesare targetedat parallelizationof ap-
plicationsthat work on unstructured CHAOS) and multi-
ple structuredgrids (Multiblock Parti, KeLP). In addition
severalhigh-endsensolandscientificdatabasapplications
implementedwith the Maryland Active Data Repository
(ADR) object-orientedramenork have usedMeta-Chaos
to exchangedatabetweena parallel ADR databaseinda
parallelclientapplication.

Meta-Chaodmplementsa framewvork-basedsolutionto
the interoperabilityproblem, requiring that eachdatapar
allel library export a set of interface functions, and uses
thosefunctionsto allow all the libraries to interoperate.
This approachgivesthe task of providing the requiredin-
terfacefunctionsto the dataparallellibrary developer(or a
third party applicationdeveloperthat wantsto be able to
exchangedatawith the library). The interface functions
provide informationthatallows the meta-libraryto inquire
aboutthelocation(processoandlocal addresspf datadis-
tributedby a givendataparallellibrary.

DataCutter. DataCuttef12, 11] is anapplicationframe-
work, underdevelopmentat University of Maryland, that
providessupportfor developingdata-intensie applications
thatmake useof scientificdatasetsn remote/archial stor
agesystemsacrossa wide-areanetwork. To make efficient
useof distributedsharedesourcesthe applicationprocess-
ing structureis implementedas a set of distributed pro-
cessesgalledfilters, that adhereto the filter-stream pro-
grammingmodel. DataCutterusesthesedistributed pro-
cessedo carry out a rich set of queriesand application
specificdatatransformationsFilters canexecuteanywhere
(e.g.,on computationafarms),but areintendedto be run
on machinesvherethe location providesan efficiency ad-
vantage For example,givenafilter thatgreatlyreduceghe
sizeof thedatait recevesbeforesendingt to thenext filter,
an efficient locationwould be closeto the archival storage
sener. DataCuttemlsoprovidessupportfor subsettingrery
large datasetshroughmulti-dimensionakangequeries. It
usesa multi-level hierarchicalindexing scheme pasedon
R-treeindexing methodsto ensurescalabilityto very large
datasets.

The basicideasunderlyingthe filter-streammodel[12]
areto (1) constrainapplicationcomponentso allow for lo-
cationindependenceyhich is necessaryor executionin a
distributed ervironment, and (2) exposeapplicationcom-
municationpatternsandresourcerequirementsallowing a
runtimesystemto aid in efficient execution. The program-
ming modelis looselybasedn the stream-basegrogram-
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ming mode] originally developedfor Active Disks[2].

In the filter-streamprogrammingmodel, part of an ap-
plication is representedby a collection of filters. A filter
is a portion of the full applicationthat performssomedis-
cretefunction. Filters can pre-disclosedynamic memory
and scratchspaceneedsso that the requiredspacecan be
allocatedby the underlyingruntimesystemon behalfof the
filter. Communicationwith otherfilters is solely through
the useof streams A streamis a communicatiorabstrac-
tion thatallows fixedsizeduntypeddatabuffersto betrans-
portedfrom onefilter to another A simpleexampleof this
modelis Unix systempipes,wherethe standarcbutputof a
processs usedasstandardnput for anothemprocess.Unix
pipesrepresent linear chainof filters, eachof which have
asingleinput streamanda singleoutputstream.Thefilter-
streammodelallows for arbitrarygraphsof filters with any
numberof inputandoutputstreams.

The proces®f manuallyrestructuringanapplicationus-
ing thismodelis referredto asdecomposintheapplication.
Themaingoalin choosingheappropriatalecompositioris
to achieve efficient useof limited resourcesn a distributed
andheterogeneousrvironment.A particulargranularityof
the applicationdecompositiorinto filters is not mandated
by the model. Given a setof filters, the runtime mapping
of filters ontovarioushostsin awide-areagrid ervironment
is referredto asplacement The choiceof placementepre-
sentsthe main degree of freedomin affecting application
performanceby, for instance,placing filters with affinity
to datasourcesnearthe sourcesminimizing communica-
tion volume on slow links, placingcomputationallyinten-
sive filters on lessloadedhosts,etc. Notethata placement
decisionis not assumedo be static,andthe programming
modelsupportghenotionof stoppinga setof filtersandre-
placingthemwith possiblya new setof filters with a differ-
entplacement.A runtimesysteminfrastructure calledthe
DataCutterFiltering Service,providessupportfor the exe-
cutionof applicationghatarestructuredn thefilter-stream
programmingmodel.

Thelifetime of afilter is definedby the amountof work
requiredby the application. Within this lifetime, a filter
canprocesanultiple logically distinct portionsof the total
workload. This is referredto as a unit-of-work and pro-
vides an explicit time when adaptationdecisionsmay be
madewhile anapplicationis running.A unit-of-work starts
with the submissiorof a work descriptionto a runningset
of filters, and endswhenthe last filter finishesprocessing
the work. A collection of runningfilters that operatecol-
lectively to processa unit-of-work is referredto asa filter
instance An applicationmay have multiple concurrenffil-
terinstances.
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5.4.3 ComponentAr chitectures

Componentsxtend the object-orientedparadigmby en-
abling objectsto managethe interfacesthey presentand
discover thosepresentedy others[66]. This also allows
implementatiorto be completelyseparatedrom definition
andversion.Componentsirerequiredto have a setof well-
knownports that includesan inspectionport. This allows
one componento query anotherand discover what inter-
facesare supportedand their exact specifications. This
capability meansthat a componentmust be able to pro-
vide metadataaboutits interfacesand also perhapsabout
its functionaland performanceproperties. This capability
alsosupportssoftwarereuseandcomposibility

A numberof componentand component-lile systems
have beendefined. Theseinclude COM/DCOM [63], the
CORBA 3 ComponentModel [69], EnterpriseJava Beans
and Jini [26, 68], andthe CommonComponentArchitec-
ture[36]. Of thesethe CommonComponentArchitecture
includesspecificfeaturedfor high-performanceomputing,
suchascollectiveportsanddirectconnections

5.4.4 Evaluation

e Usability: By design,middlewvare systemsprovide a
simple programmingmodel to allow the userto mi-
grateexisting codeto the Grid. For example,experi-
encesn both Ninf and Netsole have shavn that, for
simpleparallelizationsuchasparametesweepusers
can parallelizetheir code and effectively “gridify” it
in mattersof hours. Somesystemgestrictthe scope
of parallelizationto task-parallelprogrammingmod-
els. Mixedprogrammingnodels suchasOpenMPand
MPI, arealsonot supportedrery well.

e DynamicHeteogeneousConfiguation: Middleware
systemsoffer varying degrees of resourcediscov-
ery, monitoring, naming(directory) maintenanceand
schedulingeaturesrelieving theuserof atleastsome
of theburdenof explicit resourcespecificationsSince
middlewaresystemsareintendedo hidelow-level de-
tails, they almostalways supportheterogeneouse-
sources.

e Portability: Again, sincemiddlevare systemsarein-
tendedo hidedetails,they areindependenof specific
processorsr OSs,and,henceareportable.Moreover,
mostsystemffer clientandsener bindingsfor vari-
ousprogramminganguagessuchasC/C++, Fortran,
Java, Lisp, aswell asinterfacesto tools and compo-
nentssuchasMatlab,MathematicaandCOM compo-
nents.

e Interopemability: Interoperabilityof middlevare sys-
temsis a problematiassue.Assumingfor themoment
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thattwo middlewvaresystemaunderstandhe samese-
mantics, then interoperability would only require a

commonlyunderstoodommunicatiorprotocol. How-

ever, sincemost middlevare systemsare intendedto

supportcomple, application-domain-specifiseman-
tics, interoperabilitymay be meaningless.Interoper

ability might be reasonablethough,for simple,com-

mon operationgsuchaspassingan array of floats)or

wherethe semanticof two systemsoverlapssignifi-

cantly (e.g.,betweerNinf andNetSole).

e Reliable Performance: Generalperformancepredic-
tion or maintenanceof middleware system perfor
manceis still difficult due to the dynamic natureof
the Grid. Since QoS supportis not commonlyavail-
ableyet, the bestthat canbe doneis to estimateper
formance. SomeNES/GridRPCsystems for exam-
ple, offer entriesin their IDLs to specifythe comple-
ity of the computationbeingremotelyinvokedto as-
sist the schedulerin making more effective schedul-
ing decisions. Variouswork is undervay to deter
mine the performancecharacteristicef the Grid. For
NES/GridRPCsystemsseg[3] for example.

e Fault Tolerance: At the middlewarelevel, fault toler-
ancemay dependon both implementationand inher
entdesignpropertiesNES/GridRPGsystemgansup-
porttransactionabehaior thatprovidesbetterfaultre-
coverythansimply skippingsenersthataredown and
calling another

e Securityand Privacy: Middleware systemscan sup-
port a variety of securitymechanismsThis canbeas
simpleasno authenticationthe useof passwrdsand
secureshells,or ascomplicatedasusingX.509 certifi-
cates. Of course,an advantageof middlewvareis that
they canhide the detailsof a securitymechanisnbe-
neaththeir APIs.

5.5 Grid Computing Environments

5.5.1 Problem Solving Environments

ProblemSolving Environments(PSEs)form anotherclass
of higherlevel computingenvironments. The basicnotion
is thata PSEis comprisedof a numberof modularfunc-
tionsthatcanbecomposednto amorecomplex, composite
application. Eachof thesemodulesor functionsprovides
a serviceand hideslow-level detailsinvolvedin grid use.
While someof thesemodulesprovide basicservicessuch
asa communicatiorfchannel”or “pipe”, otherscanbetai-
loredto a particularstyle of programmingpr anapplication
domain.

Sincethis definitionof PSEis somevhatlooseandhigh-
level itself and, hence,can cover mary differenttypes of
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systems. The terms PSE, workbenchand framework are
oftenusedinterchangeablySomesystemghatcanbe con-
sideredPSEshave alreadybeenintroduced. This includes
Ninf/NetSolwe, CactusandDataCutter

The primedistinction,however, shouldbethatsuchsys-
temsprovidetheabstractionsindinterfaceshatseneapar
ticular applicationproblem domain. Jaco3,for example,
providesanervironmentfor couplingmultiple physicssim-
ulation codesto addressmulti-physicsproblemg[43]. The
existing codesare given eithera genericCORBA wrapper
or an IDL interface. Parallel interfacesare possible. Vi-
sualORBprovidesa graphicalinterfacefor composingthe
modules. Anotherexampleis Nimrod/G [15]. It provides
automatedsupportfor modelingand executionof param-
eter sweepapplications. It usesa declaratve parametric
modeling languagethat enablesthe userto expressa set
of parametriccomputationswhich are then automatically
schedulecand managed.Other PSEsinclude SCIRunfor
visualization[45] andVDCE for virtual computing[40].

A moredetailedtemplatecomparisorof theseandother
PSEsis availableasa white paperfrom the APM web site
[16].

5.5.2 Portals

Portalscan be viewed as providing a web-basednterface
to a distributedsystem.More precisely though,portalsen-
tail athreetier architecture thatconsistf (1) afirst tier of
clients,(2) a middletier brokersor seners,and(3) a third
tier of object repositories,computeseners, databasesor
ary otherresourceor serviceneededy the portal. Clients
andmiddle-tiersenerstypically communicateiaHTTPal-
lowing any webbrowserto beused.Middle-tier senerscan
simply accesdocalfilesto sene pagesut alsocandynam-
ically generatenveb pagecontentby running CGI scripts,
andby directly or indirectly interactingwith the back-end
resources.The interactionwith third-tier resourcesanbe
accomplishedh any protocolor mannerappropriate.
Using this generalarchitecture portalscanbe built that
supportawide variety of applicationdomainsg.g.,science
portals,computeportals, shoppingportals,educationpor-
tals, etc. To do this effectively, however, requiresa setof
portal building tools that can be customizedfor eachap-
plication area. An exampleof this is (surprise,surprise)
the Grid Portal Toolkit, aka GridPort[71]. The GridPort
Toolkit is partitionedinto two parts: (1) the clientinterface
tools, and (2) the web portal servicesmodule. The client
interfacetools enablecustomizedortal interfacedevelop-
ment and doesnot require usersto have ary specialized
knowledgeof the underlyingportal technology The web
portalserviceanodulerunson commercialvebsenersand
providesauthenticatediseof grid resourcesNote thatthe
portal interfaceand the portal servicescan be run on dif-
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ferentsenerswhich providesisolation betweenthe front-
end and back-endfunctions, facilitatesdistributed execu-
tion, andenhancesecurity

HotPage[72] is anexampleof asystembuilt usingGrid-
Port. HotPage provides userswith a view of distributed
computingresource@ndallows individual machinego be
examinedasto status(up or down), load, etc. Besidesex-
aminingmachinespserscanaccesdiles andperformrou-
tine computationatasks.Sessiongreauthenticatednden-
cryptedto provide security

Anotherveryimportantprojectis thelndiana/NCSASci-
encePortal [37]. In this effort, portalsare designedusing
a notebookof typical web pages,input forms, and execu-
tion scripts.Notebookshave aninteractize script/formsed-
itor basedon JPythonthat allows accesgo othertool kits
suchas CoG Kit andthe CommonComponentArchitec-
ture Toolkit (CCAT). Theability to manipulatecomponents
in the context of a portal interfaceand architectureis ex-
tremelyimportant.As discusse@arly, componentsnustbe
ableto provide metadatabouttheir interfacesandperhaps
abouttheir properties.This meanghatnotebookscriptscan
dynamically composeand managecomponentsn a grid
ervironment. Proxy componentgan be usedto encapsu-
latelegagy applicationsandmanagd/O staging.Notebook
componentdave anintegral eventmodelenablinggreater
functionality and robustness.The coupling of portalsand
componentswill facilitate easeof useby the userandthe
dynamiccompositionof grid codesand servicesin a way
thatwill providethebestof bothworlds.

Otherexamplesof grid computingportalsare available
fromthe Grid ComputingenvironmentWorking Groupweb
site[39].

5.5.3 Evaluation

e Usability: PSEsand portalsare easyto useby their
design.

e Dynamic,HeteiogeneousConfiguation: SincePSEs
and portalsare intendedto have integral “front-end”
interfacestheback-endsystemsanmoreeasilyman-
agedynamicconfigurations.

e Portability: For portals,portability canbe considered
separatéor thefrontandbackends.Theuseof HTTP-
basedbrowserson the front-endenablestremendous
portability. Ontheback-endportalsandPSEgacethe
sameportability issues. If the moduleson which the
back-endsarebuilt hideprocessoandOSdetails,then
portability is possible.

e Interopemability: A similar dichotomyexistsfor inter-
operability The useof HTTP on the front-endlever
agesthetremendousnteroperabilityof webbrowsers.
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On the back-end,nteroperabilitydependson the use
of commonwire protocolsandcommonsemantics.

o ReliablePerformance:Aside from the issuesof deal-
ing with adynamicgrid ervironment,PSEsandportals
needto provide a mechanisnwherebythe useror the
client candeterminewhena computationatequestis
goingto exceedsomereasonabldound. Their flexi-
bility andeaseof usemeanthat PSEsand portalscan
enableusersto unwittingly “ask for too much” or ask
for somethinghatcurrentconditionscannotsupport.

e Fault Tolerance:Faulttoleranceneedgo beaddressed
in PSEsandportals.

e Securityand Privacy: Securityandprivacy shouldbe
provided by the underlyinginfrastructureandbeinte-
gral to the model presentedo the userasis the case
with GridPort.

6. Grid Programming Issues

The systemssurnweyed in the previous section vary
widely in scopeandthe capabilitiesthey are ableto pro-
vide in agrid ervironment. We now discusgthe significant
issueghatsetgrid programmingapartusinga simplecate-
gorization. While this captureghe major classe®f issues,
thereare sometopicsthat neverthelessut acrossmultiple
catgories.

For eachof theseissues,where possible,we suggest
FocusAreasrepresentingechnologieghat could be used
to addresgshem. We also posethe questionsrelevant to
framing the discussionaboutan issueand the further re-
searchthat needsto be doneto resole it. Acrossall fo-
cus areas,an inherentquestionis whee to addressit?
In the hardware, operating system, run-time, language,
tool/library/ervironment, or “in the application”? In the
terminology of the proposedGrid Protocol Architecture,
shouldan issuebe addressedn a protocol, a service,an
API, or a SDK?In somecasesijt may beclearbut, in oth-
ers,differentalternatvesmaybe possible.

6.1 PerformanceManagement

For ary significantapplication performanceés alwaysan
issue.Grids presenthallengingperformancessuesdueto
their heterogeneousatureandopenarchitecture.

6.1.1 HeterogeneouBandwidth/Latency Hierar chy

Gridswill presenta hierarchyof bandwidthsandlatencies
thatis gettingdeepermndmoreheterogeneousSimply put,
highly syndronousopemtionswill not be desiable since
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they will be too inefficient. This situationwill not im-
prove, especiallyin a wide-areagrid, sincesimple propa-
gationdelaysarecomingto dominantend-to-endatencies
[51]. This alsomeanghatthe consisteng of replicatedin-
formationacrosamultiple siteswill beincreasinglydifficult
to maintain. (Distributed shared-memorgystemsfor in-
stancewill beunattractve acrossawide-areagrid.)
Hence,the centralquestionhereis Whatdistribution of
latenciescanbeaccommodated? hostof well-known la-
teng tolerancaechniquesanbeappliedbutto whatdegree
will they be effective? Aside from argumentsof shorter
turn-aroundtime, will large computationsalways be mar
ried to tightly coupledhardware? We notethat ary given
coderepresentanabstracproblemarchitecturevhich can
determinewhich platforms are appropriateperformance-
wise. Canthe abstractproblem be restructuredto allow
more loosely coupledcodesto be constructed?Can exe-
cutionmodelsenabldoosercoupling?

Focus Area: Execution Models. Hiding lateng with
throughputis a well-known technique. In the TeraMT-1
machineand the HTMT, this is usedto hide memoryla-
teng. A processorcan switch betweenhardware threads
dependingon which threadhasa memoryreferencehatis
completing.This sametechniquecouldbe appliedin agrid
computationbut on a vastly different scale Hence,in a
grid computationcanenoughparallelismbe extractedwith
a large enoughgranularityto permit a data-drsen execu-
tion model? If so, canasynchronousnodelsor stylesof
programmingbedeveloped?

6.1.2 Dataand Resource Topology

Largescientificcodesusingdatadecompositiorcouldben-
efit from programmingoolsthatunderstandhe datatopol-

ogyandhow it is mappednto theresourceopology Some
work hasbeendonein this areawith regardto clusters
of symmetricmultiprocessorsor “clumps”. In this ervi-

ronment,communicatiorthroughshared-memorynustbe
balancedwith slower network communication. SIMPLE

providesa setof collective communicationoperationsfor

clumps[9]. TheKeLP systemhowever, usesthe notion of

structuial abstmaction andan associatedegion calculusto

managemessage-passinghreadschedulingand synchro-
nizationin clumps[29, 8]. MagPleprovidescollectiveoper

ationsfor MPI for wide-areatwo-tier clustersj.e., clusters
of clusters.[47]. As discusseckarlier POOMA/SMARTS

usegnacro-dataflev schedulingo managearge-graindata-
paralleloperationg50, 73].

Focus Area: HeterogeneousTopologies. Canthese
techniquebegainfully appliedin wide-areaheterogeneous
ervironments? How do the bandwidthsand latenciesen-
counteredn ageneralrid changeheir effectivenessHow
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would a distributed objectencapsulat¢he knowledgeand
understandingnecessaryo efficiently manageparallel op-
erationsover a dynamicbandwidthandlateng hierarchy?

6.1.3 PerformanceReliability

Theheterogeneousatureof gridsmeanghatit will bediffi-
cult for mary applicationgo provide reliableperformance.
For thoseapplicationswherethis is important, there will
have to be methodswherebysourcesof variability canbe
controlled or atleastmonitored.Quality of Servicg QoS)is
the conceptwherebyresourcesleliver a “contracted”level
of service.Thebroaddefinitionof a“resource’in grid com-
puting, however, meansthat QoS canalso be broadly ap-
plied. Besidesnetwork bandwidthandlatengy, this canin-
cludecpuschedulingmemory/diskspaceandaccessgo re-
moteservices BesidesapacityreservationsQoScanalso
addressempoal reservationgi.e.,advanceresenationsfor
sometime in thefuture.

We notethat, in general,hard performanceguarantees
can be expensve to deploy and enforce. The Integrated
ServicedModel, for example,canprovide ahardbandwidth
but requiresperflow stateat every hop for network QoS.
The DifferentiatedServicesmodel,by contrastaggreyates
flows into differentclasseof serviceat eachhop (thereby
not requiring perflow state)but only providesa statistical
bandwidthguarantee.

FocusAr ea: Quality of Sewice. Grid QoSis clearlyde-
sirable.ln anopenarchitecturehowever, it canbedifficult
to enforceperformanceguaranteeskor arny resourceQoS
implies that somecontroller or agent(centralizedor dis-
tributed)knowshow muchresourceapacityexistsandhow
muchhasbeenallocated.In orderfor meaningfulresena-
tionsto bemade (1) a controllermusthave a hardenforce-
mentmechanismor (2) all useranustengagehecontroller
and obsene policies. If this is not the case,thenthereis
nothingto preventa rogue(or simply unavare)userfrom
consumingexcessve resourcecapacity

Aside from thesehard issues,work hasbeendonein
this area. The Globus AdvanceReseration Architecture
(GARA), for instance,provides a uniform interface for
dealingwith both capacityand temporalresenations for
several resourcetypes, including network bandwidthand
fractionalcpuscheduling33].

6.2 Configuration Management

In additionto performancdssuesthe openandhetero-
geneoudatureof grids alsopresentonfigurationissues,
thatis to say thegrid programmeneedso know (1) what
configurationthe grid is currentlyin and(2) what configu-
rationtheapplicationcouldbein. Furthermorehow doesa
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grid programmeior a grid codeknow how to interactwith
othercodesservicesor resources?

6.2.1 Program Resource Metadata

To addressheseissuesgrids mustdeploy informationser
vicesto enableresoucediscovery. This allowstremendous
flexibility in when, where, and how a grid programexe-
cutesandalsoenabledt to monitor and probeits erviron-
mentduring execution. Most establishecparallel and dis-
tributedprogrammingoolsareonly awareof resourceshat
arestaticallyidentifiedat start-time. How shoulddynamic
resource-avarenespeintegrated?How shouldtheuniverse
of grid resourcede representedijiscosered,andusedin a
grid application?

FocusAr ea: Metadata Schema.Any representationf
programresourcesnustbe openandextensible. Hence,a
metadataschemamustbe usedwhich canbe developedus-
ing tools suchas XML. Several relatedschemahave been
producedfor grids, suchasthoseby the Grid Information
ServicesWG andthe Grid PerformancéNG. The Globus
MDS also definesan information schema[30]. These
schemahave not, however, beendevelopedwith the goal
of enablingdynamicprogramconfigurationrmanagement.

6.2.2 ComponentSoftware.

Componentgould be usedto encapsulatand managethe
interfacesto mary grid functions. For example,compo-
nentscanencapsulateommunicatioraswell ascomputa-
tion. In otherwords, componentsanalso be connectors
betweenother components. Thesecould possibly encap-
sulatedatamanagemento hide lateng, supporta stream-
basedexecutionmodel, or possibly other non-functional
behaviors, suchasfault-toleranceor security Thesecapa-
bilities, in additionto interfacediscovery, have clearutility
for grid programminghathave notyet beencompletelyin-
vestigated.

FocusArea: A Grid ComponentAr chitecture. How
shoulda componentrchitectureébe definedfor the emep-
ing grid architecture? Somework hasbeendonein this
regardg36] but completeémplementationsindin-depthex-
periencenaveyetto berealized.

6.2.3 Global Name Spacesand Persistence

A global namespaceand persistentobjectshave definite
uses. A global namespacehasmary issuesin common
with systemsuchasDNS.

FocusAr ea: Implementation. Resolvingglobalnames
requiresa deploymenton the scopeof DNS andwill share
mary of theimplementationssues.Shoulda global name
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sener for grid environmentsbe piggy-baclkedon DNS or is
differentsystemdesignmoresuitable?

6.3 Programming/UserEnvironments

After dealingwith the basic mechanism®f managing
performancendconfiguration higherlevel modelscanbe
definedto facilitate the processof building grid applica-
tions.

6.3.1 RemoteData Access

Oneof the goalsof grid computingis to enableroutineac-
cessto largeamountsof datathatareoften associatedvith
data-intensiveapplications.Extremelylarge datasets(cur-
rentlyin theterabytesaredifficult to move or copy. Hence,
tools are being deployed to allow remotecodesto access,
subsetfilter, andreplicatelarge datasets. This will allow
usergo extracttheminimumamountof datarequired spec-
ify operationgo be done“in-transit”, suchasdecimations
or cornerturns, and storecopies“closer to home”. Natu-
rally this raisesissuesof accessolicies, replication poli-
cies,consisteng requirementsetc.

FocusArea: Data Grid Issues. Thesearespecifically
theissuesof datagrids. A numberof suchprojectsareun-
derway [41, 67, 70]. Datagrids may typically involve sys-
temslik e the StorageResourcdroker (SRB)[10] thatpro-
vide a uniform middleware API to accessheterogeneous,
distributedstorageresourcesWith regardto programming
issuestools suchas DataCuttef{49] have beenintegrated
into the SRBto provide afilter-streamprogrammingmodel
Filtersaresub-classeffom a C++filter baseclass.Streams
are namedand optionally associatedvith an XML DTD.
The allocation of filters and streamson to grid resources
is animportantissuefor data-intensie applicationsgspe-
cially giventhebandwidthandlatenciesssuesotedabove.

6.3.2 Frameworks, PSEsand Portals

Framevorks, problem solving ernvironments,and portals
sharesimilar issues.While frameaworks, PSEs,andportals
areintendedto be tailoredto application-specificlomains,
whatis the mostappropriatesoftwarearchitecturehatwill
supportthis flexibility and not excessvely hamperperfor
mancen suchsystemstherecouldbe anemegentdomi-
nantpracticefor their construction.

Focus Area: Portals and Components. Components
provide a tremendouslyflexible anddynamicway of com-
posingfunctionality. This is a fundamentalaspectof the
programmingtask. Portalsprovide easeof usethrougha
graphicaiinterfacethatis the mostwidely usedandfamiliar
interfaceacrosghespectrunof computerusers.Theproper
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integrationof thesecapabilitieswill have farreachingben-
efits.

6.3.3 Languages,Compilers and Run-Time Systems

Compilerswith an associatedun-time systemcanimple-

ment a wide variety of interestingsemantics. The open
guestionhereis whatkind of grid semanticsieedto be of-

feredatthelanguagdevel? As anexample,Compositional
C++includedthenaotionof a processoobjectwith dataand
function memberghat could be referencedhroughglobal

pointers[46]. It seemaunlikely, however, thatcompilersup-
portfor loop-level parallelisme.g.,loopunrollingandcode
reomganizationwill beuseful. Morelik ely is theuseof sim-

ple pragmato give usefulhintsto thecompilerandrun-time
for improved programbehaior underdifferentgrid condi-

tions.

6.4 Properties

6.4.1 Portability

Most establishedools also assumea homogeneougnvi-
ronment. While homogeneousetsof resourceganbe ac-
quiredin a grid ervironment, being able to use heteroge-
neousresourcesllows greaterflexibility . How canhetero-
geneitybefacilitatedwithout having to simply pre-compile
and pre-stagebinaries,data, etc., or resortingto a single-
languagedesignsuchasJava?

6.4.2 Interoperability

Interoperabilityis a necessarprerequisitefor gridsto be-
comeestablishedechnology If differentimplementations
of the sameservicescaninteroperatethenthereis no re-
quirementto have exactly the sameversionof the grid in-
frastructuredeployed everywhere. CORBA, for example,
useslIOP for this purpose.Protocolswill likewise play an
importantrolein grid architectureswhatgrid protocolsare
neededo supportprogrammingmodels?ls SQAP (Simple
ObjectAccessProtocol)suficient[14]? Is it usefulto con-
siderinteroperabilityathigherlevels,e.g.,framavorkinter-
opembility?

Focus Area: Multi-method Communication. While
tools like SQAP can provide interoperability the cost of
their flexibility canbelower performancg38]. Canmulti-
methodcommunicatiorpackagegasin the spirit of Nexus
[31]) be designecandbuilt suchthatflexibility is provided
for negotiatingcommunicatiorandbeyonda certainbreak-
even point, communications doneusing a more efficient
method?
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6.4.3 Security

The wide-spreaduse and connectvity of sharedcompute
resourcesn societyat large, i.e., the Internet, has made
securitya seriousissue. How doesthis needfor security
manifestitself in grid programmingnodelsandtools?The
modelsandtools examinedpreviously suggesthe follow-

ing shortlist of securityrequirements:

e Runninganindividual taskor invoking an individual
methodon a remotehost can requiremutual authen-
ticationandauthorizationof the requestoandremote
host, and also privacy and integrity checkingof ary
datasentto andrecevedfrom theremotehost.

e Interactingwith a remoteservicecarriesall the same
requirements.

e Co-schedulinga setof remotetasks,methodsor ser
vicescanrequirea setof mutualauthenticationsgtc.,
thatcouldberelatedor separate.

e A grid application may incrementally acquire re-
source®r mayinteractwith resourceshroughproxies
suchthat“chains” of trustmustbe established.

Thetypical grid securityinfrastructurds basedn the con-
ceptof agrid userhaving a“grid identity” thatis associated
with somethindik e an X.509 certificate. The management
of certificatesandCertificateAuthorities(thatissueandver-
ify certificates)s beyondthe scopeof thisdocument.

FocusAr ea: Delegationof Trust Chains. Whatis atis-
suehereis how suchmechanismareusedin programming
modelsandtools in the above situations. An outstanding
issuein securityis the delegationof trust, i.e., allowing a
remotehostor proxy to acton your behalfwith your iden-
tity suchthatchainsof trustareestablishedThis hasclear
implicationsfor iterative and recursve computingtopolo-
giesthathave not beeninvestigated.

6.4.4 Reliability and Fault Tolerance

Reliability and fault tolerancein grid programmingmod-
els/toolsare largely unexplored. Certainapplicationdo-
mainsaremoreamendabléo faulttolerancehanother e.g.,
parametesweepor Monte Carlo simulationsthatarecom-
posedof mary independentasesvherea casecansimply
beredonef it failsfor any reason.Theissuehere however,
is how to make grid programmingmodelsandtools inher
ently morereliableandfault tolerant. Clearly a distinction
exists betweenreliability and fault tolerancein the appli-
cationversusin the programmingmodel/toolversusin the
grid infrastructuratself. An agumentcanbe madethatre-
liability andfaulttolerancehave to beavailableatall lower
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levelsto be possibleat the higherlevels. A further distinc-
tion canbe madebetweerfault detection fault notification
andfault recovery. In adistributedgrid ernvironment,sim-
ply beingableto detectwhenafaulthasoccurreds crucial.
Propagatingnotificationof thatfault to relevantsitesis also
critical. Finally theserelevantsitesmustbe ableto take ac-
tion to recoverfrom or limit theeffectsof thefault.

FocusArea: Event Models. Thesecapabilitiesrequire
thateventmodelsbe integral to grid programmingmodels
andtools. Event modelsarerequiredfor mary aspectof
grid computing,suchasa performancamonitoring infras-
tructure. Hencei,it is expectedthata widely deployed grid
eventmechanismwill becomeavailable. The useof such
a mechanismwill be a key elementfor reliable and fault
tolerantprogrammingmodels.

7.Conclusions

We have takena broadlook attheissuesconcerninghe
effective developmentof efficient grid codes. Grid pro-
grammingmodelsandtoolswill dramaticallyshift the em-
phasiof desireabl®r necessarpropertiego thoseof man-
aging heterogeneousonfigurations,interoperability and
reliable performance. In reviewing currentprogramming
tools, languagesand ervironments,we note that mostare
limited with regardsto resourcemanagementi.e., being
ableto dynamicallyorchestratarbitrarygrid resourceswWe
alsodiscussaanumberof specificfocusareador futurework
in grid programmingfrom low-level performancéssuego
enhancedupportfor high-level tools.

8. Security

A brief discussiorof generalsecurityissuesappearsn
Section6.4.3.
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