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Domain Name Service
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The role of names and name services

« Resources are accessed using identifier or reference
— An identifier can be stored in variables and retrieved from tables
quickly
— ldentifier includes or can be transformed to an address for an object
* E.g. NFS file handle, Corba remote object reference

— A name is human-readable value (usually a string) that can be
resolved to an identifier or address
e Internet domain name, file pathname, process number
* E.g ./etc/passwd, http://www.cdk3.net/

* For many purposes, names are preferable to identifiers

— because the binding of the named resource to a physical location is
deferred and can be changed

— because they are more meaningful to users

 Resource names are resolved by
— to give identifiers and other useful attributes
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Names and resources
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Currently, different name systems are used for each type of resource:

resource __name identifies

file pathname file within a given file system
process process id process on a given computer
port port number IP port on a given computer

Uniform Resource ldentifiers (URI) offer a general solution for any type
of resource. There two main classes:

URL Uniform Resource Locator

- typed by the protocol field (http, ftp, nfs, etc.)

- part of the name is service-specific

* resources cannot be moved between domains
URN Uniform Resource Name

* requires a universal resource name lookup service - a DNS-like
system for all resources
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Name services
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ATT0BNKEUOUV OUAAOYT) €VOC 1) TTEPICOOTEPWY Naming contexts — cUVOAQ
atrd TTpoodéoclg (bindings) avapeoca og ovopaTa Kal KatnyopnuaTa
avTIKEINEVWV-0bject attributes (xpnoTteg, H/Y, utrnpeaiec,
QTTOMOKPUOUEVA AVTIKEINEVQ).

Baoik Asitoupyia Toug — n €mmiAuon (resolution) evog ovouaTtog, dnAadn
N EUPECN TWV KATNYOPNUATWY TOU.

ATTQITAOEIC ATTO UTTNPECIEC OVONATWV:
— YTTOOTAPIEN KN TTETTEPACHEVOU APIBUOU OVOUATWY YIa TTOANEC DIAXEIPIOTIKEC
APXEG.
— MeyaAog xpovog (wng.
— YwnAn diaBeaipotnta (high availability) — n Asitoupyia TTOAAWY CUOTNUATWY
BaaoileTal o€ name services.

— Amopovwon BAaBwV — woTe TOTTIKEG BAGBES va unv etTnpedlouv OAOKANPN
TNV UTTNpPEaia.

— Avoxn oTtnv kaxutroyia (tolerance of mistrust) — o€ éva avoikTté ouoTnua dev
gival duvartov OTTwG OAA Ta OTOIXEIQ TOU Eival EUTTIOTA JETALU TOUG.
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Name spaces — Xwpol OVONATWV

« XWPOC OVOUATWY — OAQ TO EYKUPO OVOUATA TTOU avayvwpidel
U100 OUYKEKPIMEVN UTTNPEDIA.

« Ta ovouarta TTPETTEI VA
— ‘Exouv eocwrtepiki dopn, N oTToia avTITTIPOOWTTEVUEI TN B€0N TOUC O€ €va

IEQAPXIKO XWPO OVOUATWY, WOTE:
e Na emTpETTETAI N XPON TTAPOMOIWY UTTO-OVOUATWY XWPIC OUYKPOUOEIG.

* Na gival duvaTtr) n opadotroinon aAANAOCUCXETICOPNEVWY OVOUATWV.

— AleukoAUvVouV TNV dlaxeEipion TNG EUTTIOTOOUVNG.
— AlgukoAuvouv TNV avadopnon OEVOPWY OVOUATWV.

* [ledia ovopdTwy (naming domains): Xwpeol OVOUATWY UTTO
UIa KOIVI) OIaXEIPIOTIKA apXn. H apxn auTr €XEl ATTOAUTO
EAEYXO VIO TO TTOIG ovopaTa Ba TTpocdeBouv (bind) o€ TTOI0UC

TTOPOUG TOU TTEDIOU.




(Composed naming domains used to access a
resource from a URL

http://www.cldk3.net:8888/WebExampIes/earth.htmI
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138.37.88.61|| 8888 || WebExamples/earth.html
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EtriAuon Ovopdtwyv (name resolution)
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« EmavaAntrtikn diadikaoia KAt TNV oTroia £éva ovoua Trapouaiaderal
ETTAVAANTITIKG 0€ O1ad0XIKA TTAQigIa ovopaTtwy (naming contexts).

« Kabéva atrd autd ta TAaiola ite €TIAUEl (avTioToIXiCEl) TO OvOoua O€ £va
oUVOAO aT1TO TTPWTOYEVH KaTnyopnuaTta (primitive attributes) €ite
QATTEIKOVICEl 1A JETAOXNMATIOPEVN JOPPI TOU O€ £va AAANO TTAQiCIO
OVOUATWY VIO TTEPAITEPW ETTIAUCH.

e 2TNV TTEPITITWON XPAOoNS weudwvupwy (aliases), Trpwra yiveral
METAOXNMUATIOMOG TOU YEUDWVUHOU OTO KAVOVIKO OVOUQ Kal JETA
eTTiAuon (TTPORANUA KUKAWV).

* To ATOTIO TOU KEVTPIKOU £CUTTNPETNTH OVOUATWY Yia To Aladiktuo (DNS) —
bottleneck, critical point of failure, scalability. lNpooéyyion:
— Avatrapaywyn (replication)
— Karavopn (partitioning)

* [lAonynon (navigation): n diadikagoia e€eupeong OEDOUEVWV
ovopaToAoyiag atrod £vav r) TTEPIOCOTEPOUC ECUTTNPETNTEC OVOUATWV.
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MAonynon oe Ovoparoxwpoug

« EtravaAntrmikn TTAoriynon (iterative navigation):
— To ouoTnua TTeAATN TTAPOUCIAdel TO TTPOG ETTIAUCN OVOolQ
O€ TOTTIKO ECUTTNPETNTI OVOUATWV.
— Av vivel eTTIAUCN TOTTIKQ, ETTIOTPEQPETAI OTOV TTEAATN TO
KATAAANAO KaTNyopnua.
— AIQQOPETIKA, ETTIOTPOPN AANOU EEUTTNPETNT) OVOUATWV.
— Yio6¢rnon oro DNS kai NFS.

* [1Aonynon multicasting:
— EKTTONTIA TOU TTPOC¢ £TTIAUCN OVOUATOC ATTO TOV TTEAATN O€
OIAPOPOUC ECUTTNPETNTEC.
— Movo 0 €CuTTNPETNTAC TTOU OIOBETEI TO OVOUQA, ETTIOTPEPEI
TAV ATTAVTNON OTOV TTEAQTN.
— [MpofAnuara: 11 6a cupBei av Kaveic atrd autoug dev
O1aBETEl TNV ATTAVTNON;




-
Host Names vs. IP addresses

* Host names
—Mnemonic name appreciated by humans
—Variable length, alpha-numeric characters
—Provide little (if any) information about location
—Examples: www.cnn.com and ftp.eurocom.fr

* |P addresses
—Numerical address appreciated by routers
—Fixed length, binary number

—Hierarchical, related to host location
—Examples: 64.236.16.20 and 193.30.227.161
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Separating Naming and Addressing

* Names are easier to remember
—Www.cnn.com vs. 64.236.16.20

« Addresses can change underneath
— Move www.cnn.com to 64.236.16.20
—E.g., renumbering when changing providers

 Name could map to multiple |IP addresses
—www.cnn.com to multiple replicas of the Web site

« Map to different addresses in different places
— Address of a nearby copy of the Web site
—E.qg., to reduce latency, or return different content

* Multiple names for the same address
—E.g., aliases like ee.mit.edu and cs.mit.edu

-
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Strawman Solution: Local File
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* Original name to address mapping
—Flat namespace
—/etc/hosts
—SRI kept main copy
—Downloaded regularly

* Count of hosts was increasing: moving from a
machine per domain to machine per user

—Many more downloads
—Many more updates
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Strawman Solution #2: Central Server

» Central server
—One place where all mappings are stored
—All queries go to the central server

* Many practical problems
—Single point of failure
—High traffic volume
—Distant centralized database
—Single point of update
—Does not scale

Need a distributed, hierarchical collection of servers
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Domain Name System (DNS)
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* Properties of DNS

—Hierarchical name space divided into zones
—Distributed over a collection of DNS servers

* Hierarchy of DNS servers
—Root servers
—Top-level domain (TLD) servers
—Authoritative DNS servers

» Performing the translations
—Local DNS servers
—Resolver software
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DNS - The Internet Domain Name System
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« Adistributed naming database

Name structure reflects administrative structure of the
Internet

Rapidly resolves domain names to |IP addresses
— exploits caching heavily

— typical query time ~100 milliseconds

« Scales to millions of computers

— partitioned database
— caching

 Resilient to failure of a server
— replication
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ApXITEKTOVIK) DNS

ZWVEG (zones): JN ETMKAAUTITOPEVA THAMATA EVOG XWPOU OVOUATWY, TO KABEva
€K TWV OTTOIWV uTTooTNPICETAI ATTO DIAPOPETIKO ECUTTNPETNTA

— uTtodEVOpa TNG IEpapyiac Tou DNS, ta oTroia avrikouv o€ dIa@OPETIKA SIOIKNTIKA apXh.

— KdBe dwvn €£xel ouvnBwe Evav TTPWTAPXIKO ECUTTNPETNTI KAl TTEPICCOTEPOUG

OEUTEPEUOVTEG ECUTTNPETNTEG, O OTTOIOI UTTOPOUV VA UTTOKATOOTIOOUV TOV TTPWTAPXIKO

o€ TTepITTTwon BAGRNG.

— MeydAol opyavioNoi UTTOPOUV VO OPYAVWVOUV Ta TTEdIA TOUG O€ TTEPICOOTEPEG TNG MIAG

(WVEG.

H atrodorikn atreikovion dieuBuvoewyv IP o€ ovopata kKOuBwv (hostnames)

TTPOUTTOBETEI pIa DIAQOPETIKN 1EpapXia, Baoilouevn o€ dieuBuvaoeig IP.

— H avaBeon twv dieuBuvoewyv IP uttooTtnpideTal atrd Tpia apxeia atroypa@ng
(registries): APNIC (Acia), ARIN (B. Auepikry), RIPE NCCC (EupwTtn),
LACNIC (Latin America & Caribbean), AfriNIC.

— H avdbeon dieuBuvoewyv IP ota Tpia apxeia atroypa@ric yivetal atro Tov
opyaviouo ICANN.

— Mg tnv 0€opueuon evog ouvoAlou dieuBuvoewy IP atro €vav opyaviouo, o
OPYQAVIOUOG AUTOC YivETaI UTTEUOUVOG YIA £va TUMAMO TOU OVOUATOXWPOU in-
addr.arpa. ['lpokeiTal yia yia igpapyia mmou Baciletal OTIC OKTADEG TwWV 32-
MTTITWYV dleuBuvoewv IP.
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DNS Root Servers

* 13 root servers (see http://www.root-servers.org/)

 Labeled A through M

A Verisign, Dulles, VA
C Cogent, Herndon, VA (also Los Angeles)
D U Maryland College Park, MD

G US DoD Vienna, VA K RIPE London (also Amsterdam, Frankfurt)

H ARL Aberdeen, MD
J Verisign, ( 11 locations | Autonomica, Stockholm
/ (plus 3 other locations)

E NASA Mt View, CA
F Internet Software C. Palo
Alto, CA (and 17 other =

locations) m WIDE Tokyo

B USC-ISI Marina del Rey, CA
L ICANN Los Angeles, CA
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TLD and Authoritative DNS Servers

* Top-level domain (TLD) servers
— Generic domains (e.g., com, org, edu)
— Country domains (e.g., uk, fr, ca, jp)

— Typically managed professionally
* Network Solutions maintains servers for “com”
e Educause maintains servers for “edu”

 Authoritative DNS servers
— Provide public records for hosts at an organization

— For the organization’s servers (e.g., Web and mail)
— Can be maintained locally or by a service provider
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Distributed Hierarchical Database

top-level domains

unnamed root

0 - &

country domains
second-level domains ac

generic domains

my east. bar edu

usr.cam.ac.uk

12.34.56.0/@{
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Reverse Lookup

* Areverse lookup is a query of the DNS for domain names when the IP address is
known.

— The DNS stores IP addresses in the form of domain names as a specially formatted
names in pointer (PTR) records within the infrastructure top-level domain arpa.

— For IPv4, the domain is in-addr.arpa. For IPv6, the reverse lookup domain is
ip6.arpa.

— The IP address is represented as a name in reverse-ordered octet representation
for IPv4, and reverse-ordered nibble representation for IPv6.

* When performing a reverse lookup, the DNS client converts the address into these
formats, and then queries the name for a PTR record following the delegation
chain as for any DNS query.

— For example, the IPv4 address 208.80.152.2 is represented as a DNS name as
2.152.80.208.in-addr.arpa. The DNS resolver begins by querying the root
servers, which point to ARIN's servers for the 208.in-addr.arpa zone.



http://en.wikipedia.org/wiki/.arpa
http://en.wikipedia.org/wiki/.arpa
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Using DNS
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Local DNS server (“default name server”)
—Usually near the end hosts who use it

—Local hosts configured with local server (e.g., /etc/
resolv.conf) or learn the server via DHCP

Client application

—Extract server name (e.g., from the URL)
—Do gethostbyname() to trigger resolver code

Server application
—Extract client IP address from socket
—Optional gethostbyaddr() to translate into name

20
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DNS Resolver (emiAutig DNS)

$
1

N
[

 H petappaon ovoudtwy KOPPwvV o dieubuvaoelc IP kal
AvTIOTPOYWC ouvTovileTal attd To Domain Name System
(DNS).

* E@appoyeg Tou AladikTuou, OTTwe ol TTAonyoi (browsers),
ETTIKOIVWVOUV e To DNS péow evog avaAuTn (resolver),
OnA. piag BiIBAICONKNG n otroia £xel ouvoebei (linked) pe TNV
EQapHOYN.

* AEITOUPYIEC TOU AVAAUTH):
— gethostbyname() : hostname - IP address
— gethostbyaddr() : IP address - hostname

o Tummka, KABe avaAuTnC TTPETTEI VA YVWPICEI TOUAAXIOTOV
evav ecuttnpetnt) DNS oTOV 0110i0 VO aT1TeEuUBUvEl Ta
EPWTAMATA TOU (OUVNRBWC: AiOTA ECUTTNPETNTWY, ME TOUC
KOVTIVOTEPOUC TTPWTOUC OTN AioTa).

21
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Example
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root DNS server

Host at cis.poly.edu -
wants |IP address for

gaia.cs.umass.edu %
A TLD DNS server

local DNS server n
dns.poly.edu

\

A
@)
Ll

authoritative DNS server
dns.cs.umass.edu

requesting host
cis.poly.edu @ gaia.cs.umass.edu

/
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Recursive vs. lterative Queries

* Recursive query root DNS server
— Ask server to get =

answer for you 5
—E.g., request 1 /
A TLD DNS server

and response 8

local DNS server P . n

* |lterative query dns.poly.edu

— Ask server who
to ask next

—E.g., all other
request-response

pairS authoritative DNS server
. dns.cs.umass.edu
requesting host

cis.poly.edu @
/

23
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DNS Caching

* Performing all these queries take time

—And all this before the actual communication takes place
—E.qg., 1-second latency before starting Web download

« Caching can substantially reduce overhead

— The top-level servers very rarely change
— Popular sites (e.g., www.cnn.com) visited often
—Local DNS server often has the information cached

 How DNS caching works

— DNS servers cache responses to queries
—Responses include a “time to live” (TTL) field
— Server deletes the cached entry after TTL expires

24
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Negative Caching
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« Remember things that don’t work

— Misspellings like www.cnn.comm and www.cnnn.com
— These can take a long time to fail the first time

— Good to remember that they don’t work

— ... so the failure takes less time the next time around

25
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To TTpwWTOKOAAO DNS
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« KaBopilel Tov TPOTIO ETTIKOIVWVIOC AVAPETO OTOUC TTEAATEC KAl TOUG
ecuttnpeTnNTéEC DNS.

» ‘Evac mmeAdtnc DNS oTéAvel pia eTepwTtnon (query) yia TTANpo@popieg
o€ KaTtrolo ecuttnpeTnT DNS.

» ‘Evac eguttnpetntic DNS atravtdel oTIC ETTEPWTNOEIC TWV TTEAATWV-
eMAUTWY DNS Kal attooTEAAEI ETTEPWTACEIC OE AAAOUG ECUTTNPETNTEG
DNS.

« O emrepwtnoelc DNS ekteAouvrai:
— Avadpouika:o TTapaAATITNG-£EUTTNPETNTAG avaAauBavel va TTIAUCEI
OAOKANPN TNV ETTEPWTNON TOU TTEAATN.
— EmavaAnmrika: o TTapaAqTITNG-€EUTTNPETNTAG OTTAVTA KATEUOEIavV aTOV
TTeENATN €ite pe TN nToupevn dievBuvon IP gite pe tn dieuBuvon Tou
ETTOMEVOU €CUTTNPETNTA OTNV IEpapyia DNS.

« O gcuttnpeTnTEC pidac (root servers) Tou DNS xeipiovral povo
ETTAVAANTITIKEG ETTEPWTNOEIC.

26
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DNS Protocol (RFC 1035)

DNS protocol : query and reply messages, both with same
message format

M h d identification flags T
essage neader
number of questions number of answer RRs 12 bytes
* |dentification: 16 bit # for
query, reply to query uses number of authority RRs | number of additional RRs I

same #

* Flags:
— Query or reply
— Recursion desired
— Recursion available
— Reply is authoritative

L 2 - b= - y . o - - = \ P .
=) \;-I.,‘i. AUmoer Of resource reCords)

authority

I»'C;«‘l'i;-‘li e number of resource recort ‘

additional information

warlable numt ar Of resource records)
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DNS Resource Records
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DNS: distributed db storing resource records (RR)

RR format: (name, value, type, ttl)

* Type=A (address record) * Type=CNAME (canonical name)

— name Is hostname — name is alias name for some
— value is |IP address “canonical” (the real) name
www . ibm.com IS really
* Type=NS (name-server record) servereast.backup2.ibm.com
— name is domain (e.g. foo.com) _ value is canonical name

— value is hostname of
authoritative name server for
this domain * Type=MX
— value is name of mailserver
associated with name

28
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DNS resource records

Record type Meaning

Main contents

A A computer address

NS An authoritative name server
The canonical name for an alias
Marks the start of data for a zone
A well-known service description

Domain name pointer (reverse
lookups)

Host information

Mail exchange
Text string

IP number

Domain name for server

Domain name for alias

Parameters governing the zone
List of service names and protocols
Domain name

Machine architecture and operating
system

List of < preference, host > pairs

Arbitrary text




Reliability

 DNS servers are replicated
—Name service available if at least one replica is up
— Queries can be load balanced between replicas

« UDP used for queries
— Need reliability: must implement this on top of UDP

* Try alternate servers on timeout
— Exponential backoff when retrying same server

« Same identifier for all queries
—Don’t care which server responds
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Inserting Resource Records into DNS

« Example: just created startup “FooBar”

* Register foobar.com at Network Solutions

— Provide registrar with names and IP addresses of your
authoritative name server (primary and secondary)

— Registrar inserts two RRs into the com TLD server:

* (foobar.com, dns1.foobar.com, NS)
e (dns1.foobar.com, 212.212.212.1, A)

e Put in authoritative server dns1.foobar.com
— Type A record for www.foobar.com
— Type MX record for foobar.com
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Playing With Dig on UNIX

* Dig program
— Allows querying of DNS system
— Use flags to find name server (NS)
— Disable recursion so that operates one step at a time

unix> dig +norecurse @a.root-servers.net NS www.cs.princeton.edu

;; AUTHORITY SECTION:

edu. 2D IN L3.
edu. 2D IN D3.
edu. 2D IN A3.
edu. 2D IN E3.
edu. 2D IN C3.
edu. IN G3.
edu. 2D IN M3.
edu. 2D IN H3.
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DNS and the Web

33
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DNS Query in Web Download

» User types or clicks on a URL

—E.qg., http://www.cnn.com/2006/leadstory.html

 Browser extracts the site name

—E.g., www.cnn.com

* Browser calls gethostbyname() to learn IP address

— Triggers resolver code to query the local DNS server

» Eventually, the resolver gets a reply

— Resolver returns the IP address to the browser

 Then, the browser contacts the Web server

-

— Creates and connects socket, and sends HTTP request
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Multiple DNS Queries

« Often a Web page has embedded objects
—E.g., HTML file with embedded images

« Each embedded object has its own URL

— ... and potentially lives on a different Web server
—E.qg., http://www.myimages.com/image1.jpg

* Browser downloads embedded objects
— Usually done automatically, unless configured otherwise
— Requires learning the address for www.myimages.com
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When are DNS Queries Unnecessary?

* Browser is configured to use a proxy
—E.g., browser sends all HTTP requests through a proxy
—Then, the proxy takes care of issuing the DNS request

* Requested Web resource is locally cached
—E.qg., cache has http://www.cnn.com/2006/leadstory.html
—No need to fetch the resource, so no need to query

* Browser recently queried for this host name
—E.qg., user recently visited http://www.cnn.com/
— S0, the browser already called gethostbyname()
— ... and may be locally caching the resulting IP address




Web Server Replicas
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« Popular Web sites can be easily overloaded
—Web site often runs on multiple server machines
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Directing Web Clients to Replicas

» Simple approach: different names
—www1.cnn.com, wwwZ2.cnn.com, www3.cnn.com
— But, this requires users to select specific replicas

* More elegant approach: different IP addresses

— Single name (e.g., www.cnn.com), multiple addresses
—E.g.,64.236.16.20, 64.236.16.52, 64.236.16.84, ...

 Authoritative DNS server returns many addresses
—And the local DNS server selects one address
— Authoritative server may vary the order of addresses
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Clever Load Balancing Schemes

» Selecting the “best” IP address to return
—Based on server performance
—Based on geographic proximity
—Based on network load

« Example policies
—Round-robin scheduling to balance server load

—U.S. queries get one address, Europe another
—Tracking the current load on each of the replicas
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Challenge: What About DNS Caching?

* Problem: DNS caching
—What if performance properties change?
—Web clients still learning old “best” Web server
—... until the cached information expires

» Solution: Small Time-to-Live values
—Setting artificially small TTL values
—... so replicas picked based on fresh information

* Disadvantages: abuse of DNS?
—Many more DNS request/response messages
—Longer latency in initiating the Web requests

-




