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 To QIKTUO €ival £va OUVOAO UTTOAOYIOTIKWY MNXOVWYV
OUVOEDEUEVWYV NEOW TNAETTIKOIVWVIAKWY OIAUAWV.

* OI ynxavec YTTopEi va givai:
—general-purpose computers
—other devices (phones, Coke machines)

—specialized network components
* routers
e switches




Kivhtpa AIKTUWONG |

* Why connect to a network?
— Share resources
— help people communicate

» Sharing resources
—from printers to supercomputer centers

* Helping people communicate
—email, Web, active documents




2UCTOTIKA 2ZTOIXEIO AIKTUWV \

* Méoa petadoonc

* HAEKTPOVIKA OTOIXEIO KOI CUOKEUEC (UAIKO):
OPOMOAOYNTEC, DIAKOMIOTEG, YEPUPEG, ETTAVOANTITEC,
OIKTUAKEC OIQTTPOCWTTEIEC KATT.

* AOYIOMIKA CUCTATIKA: OTOIEC TTPOTOKOAAWV,
TTPOoypAppaTa OlaXEipiong ETTIKOIVWVIWY, 0ONYOI
(drivers).




Baoikég Apxéc AIKTOWV \

* TOTTOAOYIO-OUVOETIKOTNTA

« AlQueTaYWYN TTOKETWYV (packet transmission)
» Data streaming

« Switching

* [IpWTOKOAAQ
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Simple Network: Nodes and a Link

3
ode Link N({c'le

* Node: computer
— End host: general-purpose computer, cell phone, PDA
— Network node: switch or router

* Link: physical medium connecting nodes
— Twisted pair: the wire that connects to telephones
— Coaxial cable: the wire that connects to TV sets
— Optical fiber: high-bandwidth long-distance links
— Space: propagation of radio waves, microwaves, ...

-




Network Components \

Links Interfaces Switches/routers

Fibers Ethernet card Large router
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Connecting More Than Two Hosts

* Multi-access link: Ethernet, wireless
—Single physical link, shared by multiple nodes
—Limitations on distance and number of nodes

 Point-to-point links: fiber-optic cable
—Only two nodes (separate link per pair of nodes)
—Limitations on the number of adapters per node

ITTTT

multi-access link point-to-point links

-




[

 Switched network

—End hosts at the edge
—Network nodes that switch traffic
—Links between the nodes

* Multiplexing
—Many end hosts communicate over the network
—Traffic shares access to the same links




TotroAoyieg |

* AakTUAIOC - Ring
* AaTepl - Star

* AiduAo¢ - Bus

* [1A&ypa - Mesh

« KAika - Clique
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AikTua AlapeTaywyng (switched networks)m

* EutrEpIEXOUV €10IKOUC KOMPBOoUC (switches) TTou
ouvdéovTal Pe TouAaxioTov duo Ceucelc (links) kal
TPEXOUV AOYIOUIKO VIO TNV METAYWYN TWV OEOOUEVWIV
a1To TN M1 {eucn TNV AAAN.

- I|-Iost
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2XNuaTa HETaYWYNS (switching)

» Circuit switching

» Packet switching

 Broadcast

* Virtual circuit-Frame relay




CAlapeTaywyn KUKAwpatog (Circuit
Switching)
 Example: telephony

» Resources reserved during call setup
* resources dedicated for duration of call

* conservative
—guarantee high quality of service to all calls

—resources dedicated even if call does not always need
them

—good for constant-bit-rate traffic




Circuit Switching (e.g., Phone Network)

LS

* Source establishes connection to destination
—Node along the path store connection info
—Nodes may reserve resources for the connection

e Source sends data over the connection
—No destination address, since nodes know path

 Source tears down connection when done
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Circuit Switching With Human Operator

o 1
O
Y
| ) \

&
Pl

O ®

&
-




Circuit Switching: Multiplexing a Link

* Time-division * Frequency-division
—Each circuit allocated —Each circuit allocated
certain time slots certain frequencies
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Advantages of Circuit Switching

* Guaranteed bandwidth
— Predictable communication performance
— Not “best-effort” delivery with no real guarantees

« Simple abstraction
— Reliable communication channel between hosts
— No worries about lost or out-of-order packets

« Simple forwarding
— Forwarding based on time slot or frequency
—No need to inspect a packet header

* Low per-packet overhead

— Forwarding based on time slot or frequency
—No IP (and TCP/UDP) header on each packet

-
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Disadvantages of Circuit Switching

* \Wasted bandwidth

— Bursty traffic leads to idle connection during silent period
—Unable to achieve gains from statistical multiplexing

* Blocked connections
— Connection refused when resources are not sufficient
—Unable to offer “okay” service to everybody

« Connection set-up delay
—No communication until the connection is set up
—Unable to avoid extra latency for small data transfers

* Network state
— Network nodes must store per-connection information
—Unable to avoid per-connection storage and state

-
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AlQueTaYyWYN TTAKETWV

D&

N

2TIC TTEPICTOTEPES EPAPUOYECS DIKTUWYV UTTOAOYIOTWY, UTTAPXEI N
AVAYKN YIa HETAYWYI AOYIKWYV EVOTITWY TTANPOPOPIAG N UNVUUATWY
— ONAadr oeIpAc dEDOPEVWY PN TTPOKABOPIoUEVOU UEYEBOUC.

[0 TNV JETAYWYN TOU, €va JAVUMQ TEPaXIZETAl O€ TTAKETA —
ouvnBwg oeIpa dUAdIKWY WNPiwv ) XapaKTHPWYV UE TTEPIOPICHEVO
MNKOG.

Ta TTOKETA TTEPIEXOUV TUNUA TOU UTTO JETAdOON pNVUUATOG Madi uE
TIC aTTaPaiTNTEC dIEUBUVOEIC YIa TOV KOBOPIOUO TOU ATTOOTOAEQ KAl
TOU TTAPAAATITN.

To MAKOG TWV TTAKETWV Eival TTEPIOPIOPEVO-TTPOKABOPICHEVO WOTE:

— KdaBe H/Y 1ou dikTUOU va PTTopEi va deoUEUOEl TNV avayKaia
MVIMN aTTOBAKEUONG YIA EI0EPXOMEVA TTAKETA.

— Na atmro@euxBouv uttepBOAIKEC KOBUOTEPNOEISC AOYW POPTOU O€
ETTIKOIVWVIOKOUG DIAUAOUG, OI OTT0iol JETAQIOOUV TTOAU pEYAAa
TTAKETA.

H peTapopd pnvuuatwy Oev KAAUTITEI TIC AVAYKEC EQAPUOYWV
METAOOONG TTOAUMEOWY — Ol OTTOIEC ETTIBAAAOUV GAAOUG TPOTTOUG
METAdOONG VIO TNV £Ca0PAAION TOU avaykaiou QoS.
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AlOUETAOYWYN TTOKETWV

D¢

* Alternative to circuit switching
—example: Internet

 entering data divided into packets
« Store-and-forward

» packets in network share resources
—no performance guarantees

* queue packets if link contention

« statistical multiplexing of resources
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Packet Switching (e.g., Internet)

» Data traffic divided into packets
—Each packet contains a header (with address)

* Packets travel separately through network

—Packet forwarding based on the header
—Network nodes may store packets temporarily

* Destination reconstructs the message
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Virtual Circuit A

» Cross between circuit switching and packet
switching
—set up path before data flows
—resources along path are shared
—example: asynchronous transfer mode (ATM)

—cheaper than circuit switching, better guarantees
than packet switching

—but complicated
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MoAutrAexia (multiplexing)

» Synchronous Time-Division Multiplexing (STDM)

 Frequency Division Multiplexing (FDM)
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Statistical Multiplexing

Karta trapayyeAia diaxwpiopog Xpovou (on-demand time division)
A¢opeuan Ceugnc ava €I0EPXOPEVO TTAKETO.
AIEPTTAOKN TTAKETWYV ATTO OIAPOPETIKES TTNYEC.

Ortav oTEAvovTal TTAKETA JE HEYAAUTEPO PUBUO aTTd AUTA TTOU
UTTOPEI va TTpowBnoel n Ceucn, YiveTal aTToOnKEUOoN TWV TTOKETWYV
OTOV METOYWYEQ.

Otav n KatdoTaon auTr) CUVEXIOTEI YIa HEYAAO XPOVIKO dIACTNMA KAl
YEMIOEI N ATTOBNKN, KATTOIA TTAKETA Ba TTPETTEI VA TTETAXTOUV
(OUVWOTIOUOG - congestion).
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YTTOOTAPIEN KOIVWYV UTTNPECIWYV m

* YTTOOTAPICN TN ETTIKOIVWVIaC/aAANAEeTTIOpOONC
METACU TTPOYPOAMMATWY TTOU TPEXOUV OTOUC
KOMBOoUG Tou DIKTUOU.

— From host-to-host to process-to-process communication
—Noi& AsIToupyIKOTNTA AKPIBWC;

Host
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* Request/Reply channels

— Distributed file systems (NFS)
— Digital Libraries (WWW)

* Message Stream channels

—\Video: sequence of frames

— Applications:
* Video-on-demand
 Videoconferencing

* 2XEOIQOTIKN TTPOKANCN:

—[oia AeIToupyIkOTNTA YIA TOV OIAUAO;
—lou Ba uAotToINBei auTtry N AeITOUPYIKOTNTA;
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AglomrioTia - Reliability

* [TIBava TpofAnuara Kar o@aApara oTta diktua H/Y:
—Bit errors, ouvABwc¢ TTOAANG padi - attoTéEAEOUQ
TTaPEUBOAWY
—Packet-level errors - atroTEAECUA CUVWOTIOUOU

—Link and node failures - atrotéAeopa TTPOBANUATWY O€
AOYIOUIKO, TTTWOEWYV TAONG, OPAAUATWY OIAXEIPIOTWYV
OUOTHUATOC.

* 2UVETTEIEC:
—KaBuoTtépnon pnvupaTtwy
—[Mapdadoon pnvuuatwy pe AaBog ocipd




Network Protocols

lpwrokoAAa Aiktuwong
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* “The forms of ceremony and etiquette observed by diplomats and
heads of state.”
From Greek protos, first + kollema, sheets of papyrus glued together =
table of contents.

* Proper behavior, required for independent beings to cooperate

« Examples:
— Meeting someone on the street (varies by culture)
— Attending class
— Making a purchase
— Having a conversation




s
Protocols: Calendar Service

* Making an appointment with your advisor
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(/{2) Yes!

» Specifying the messages that go back and forth
—And an understanding of what each party is doing

\
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Okay, So This is Getting Tedious

* You: When are you free to meet for 1.5 hours during
the next two weeks?

* Advisor: 10:30am on Feb 8 and 1:15pm on Feb 9.
* You: Book me for 1.5 hours at 10:30am on Feb 8.

 Advisor: Yes.
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Well, Not Quite Enough

« Student #1: When can you meet for 1.5 hours during the next
two weeks?

e Advisor: 10:30am on Feb 8 and 1:15pm on Feb 9.

o Student #1: Book me for 1.5 hours at 10:30am on Feb 8.
e Advisor: Yes.
o Student #2: Book me for 1.5 hours at 10:30am on Feb 8.

« Advisor: Uh... well... | can no longer can meet then. I'm free
at 1:15pm on Feb 9.

« Student #2: Book me for 1.5 hours at 1:15pm on Feb 9.
-
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Specifying the Details

-

How to identify yourself?
—Name? Social security number?

How to represent dates and time?
—Time, day, month, year? In what time zone?
—Number of seconds since Jan 1, 19707

What granularities of times to use?
— Any possible start time and meeting duration?
— Multiples of five minutes?

How to represent the messages”?
—3Strings? Record with name, start time, and duration”?

What do you do if you don’t get a response”?
— Ask again? Reply again?
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Example: HyperText Transfer Protocol

CRLF

GET /courses/archive/spring06/cos461/ HTTP/1.1
Host: www.cs.princeton.edu
User-Agent: Mozilla/4.03

Response

\

HTTP/1.1 200 OK

Date: Mon, 6 Feb 2006 13:09:03 GMT

Server: Netscape-Enterprise/3.5.1
Last-Modified: Mon, 6 Feb 2006 11:12:23 GMT
Content-Length: 21

CRLF

Site under construction




r

Example: IP Packet

4-bit\‘ - ;l 8-bit Type of

Versiofy eagin Service (TOS)

16-bit Total Length (Bytes)

16-bit Identification

3-bit

Flags 13-bit Fragment Offset

8-bit Time to

Live (TTL) 8-bit Protocol

16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload
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MPpwWTOKOAAG AIKTUWYV
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e “AOMIKEC AiBoI” p1a¢ DIKTUOKAG QPXITEKTOVIKAG:
— KaBopidouv pia TNAETTIKOIVWVIAKH UTTNPETIiA, TNV oTToia dilaBETouv
“TOTTIKA” o€ £vav KOUPBO Tou BIKTUOU, padi ue Eva OUVOAO ATTO KAVOVEC
TToU TTPO0dIoPI(OUV TA JNVUMATA TTOU aQVTOAAGCOOVTAl avANEDO O€
KOMBOUC TTOU UAOTTOIOUV TO TTPWTOKOAAO.

« KaBe avTiKEiNEVO TTPWTOKOAAOU £XEI OUO DIATTPOCWTTEIEC:
— Aiammpoowrreia urrnpeoiag (service interface): kaBopilel T1 €idoug
AAANAETTIOPACEIC ETTITPETTOVTAI

— Aiarmpoowrreia ouotiuwyv (peer interface): kaBopilel TN yopPn Kal TN
onuaacioAoyia TWV UNVUUATWY TTOU avTaAAGooovTal avaueoa o€
TTOU ETTIKOIVWVOUV PEECW TOU
TTPWTOKOAAOU.

* Mg 11010 TPOTTO OpIlETAI N TTPODIAYPAPH) EVOC TTPWTOKOAAOU;
— [Meprypa@n o€ QuUOIK YAwooa, YeudoKwIIKAG, dlaypauuarTa
KaTaotaong, dlaypAuuata OOUNG TTAKETTWV.

-




Alaypappa peTtafaong karactaong TCP
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g , ,
AlIQTTPOOWTTEIEG TTPWTOKOAAWYV

* ETTIKOIVWYVIa OPOTIMWY gival ouvnBwe Euueon (EKTOC
av apopda aTn dIAOTPWHATWON TOU UAIKOU)

Host 1 Host 2

Service
interface

Peer-to-peer
interface
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Layering

H gvvoia tn¢ Aiactpwuarwong
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AlaoTpwpuATWON

« Sub-divide the problem
— Each layer relies on services from layer below
— Each layer exports services to layer above

* Interface between layers defines interaction
— Hides implementation details and complexity
—Layers can change without disturbing other layers

Application

Application-to-application channels

Host-to-host connectivity

Link hardware
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AlaoTpwpuATWON

* [TIBavn N UTTOPEN TTEPICOOTEPWV APAIPECIWY OF
KGBE dlaoTPWHATWON

* AQPQIPETIEC: TTPWTOKOAAQ OIKTUWYV

Application
Request/Reply | Msg. Stream

Host-to-host connectivity

Link hardware




YToiBa TpwToKOAAWYV (protocol stack)  *

* AvatrapioTa TIC OXEOEIC AAANAETTIOpACNC KAl
£CAPTNONG TWV OIAPOPWYV TTPWTOKOAAWV.

* APXITEKTOVIKI AIKTUOU: TO CUVOAO TWV KOVOVWYV TTOU
KaBopiouv TN HOPPI) KOl TO TTEPIEXOMUEVO UIAC
OTOIBAC TTPWTOKOAAWV.

NN, = Lo /;.uﬂ

SES| OB
/
ARP m
HHP HHP
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To povrtéAo avagopdac OSI

« Structure and function of data communications protocols are described
according to the architectural model developed by ISO and called the
Open System Interconnect (OSI).

« The OSI Reference Model contains seven layers that define the functions
of data communication protocols.

« Alayer does not define a single protocol - it defines a data
communications function that may be performed by any number of
protocols. So, one layer may contain multiple protocols.

« Every protocol communicates with its peer. A peer is an implementation
of the same protocols in the equivalent layer on a remote system.

« A complete set of protocol layers is referred to as protocol suite or
protocol stack.




O1 diaoTpwpaTwoeig Tou OSI

D e

Application-related function

To translate, encrypt, and
compress data

To provide reliable process-to-
process message delivery and
error recovery

To organize bits into frames;
to provide hop-to-hop delivery

Data transport
function

.3 Network

L2 Data link

L1 Physical

Data transmission and
Routing functions

To allow access to network
resources

To establish, manage, and
terminate sessions

To move packets from source
to destination; to provide
internetworking

To transmit bits over a medium;
to provide mechanical and
electrical specifications
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O1 diaoTpwpaTwoeig Tou OSI

A
End host End host

One or more nodes
within the network
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OSI protocol summary

Layer

Description

Examples

Application

Presentation

Session

Transport

Network

Data link

Physical

Protocols that are designed to meet the communication requirements of
specific applications, often defining the interface to a service.

Protocols at this level transmit data in a network representation that is
independent of the representations used in individual computers, which may
differ. Encryption is also performed in this layer, if required.

At this level reliability and adaptation are performed, such as detection of
failures and automatic recovery.

This is the lowest level at which messages (rather than packets) are handled.
Messages are addressed to communication ports attached to processes,
Protocols in this layer may be connection-oriented or connectionless.

Transfers data packets between computers in a specific network. In a WAN
or an internetwork this involves the generation of a route passing through
routers. In a single LAN no routing is required.

Responsible for transmission of packets between nodes that are directly
connected by a physical link. In a WAN transmission is between pairs of
routers or between routers and hosts. In a LAN it is between any pair of hosts.

The circuits and hardware that drive the network. It transmits sequences of
binary data by analogue signalling, using amplitude or frequency modulation
of electrical signals (on cable circuits), light signals (on fibre optic circuits)
or other electromagnetic signals (on radio and microwave circuits).

HTTP,FTP, SMTP,
CORBA II0P

Secure Sockets
(SSL),CORBA Data
Rep.

TCP, UDP

IP, ATM virtual
circuits

Ethernet MAC,
ATM cell transfer,
PPP

Ethernet base- band
signalling, ISDN
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Network components at different layers

« Switched networks: use interconnected switches to deliver
frames to intended hosts

— Each switch uses a forwarding table that tells it on which link to forward a
frame with a given MAC address

» L2 switches: use only L2-level information

L3 switches/routers: use globally unique addresses provided by
L3

— Disadvantage: only information used for routing decisions is the global
host address (these do not convey higher level information)

* L4 switches & routers with L4 capabilities: use L4 information to
make routing decisions (destination port numbers, the
connection to which a packet belongs)

« L7 switches: route packets using application-level data
\-
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Is Layering Harmful?

» Layer N may duplicate lower level functionality
—E.qg., error recovery to retransmit lost data

 Layers may need same information
—E.qg., timestamps, maximum transmission unit size

 Strict adherence to layering may hurt performance
—E.qg., hiding details about what is really going on

« Some layers are not always cleanly separated
— Inter-layer dependencies for performance reasons
—Some dependencies in standards (header checksums)

* Headers start to get really big
— Sometimes more header bytes than actual content




Encapsulation

H ¢vvoia tn¢ EvOuAakwoncg




EvOuAdkwon - encapsulation u\

_—Host 1 I Host 2
’#ﬂppllcatlnb @pplimllnn
regram_ Jprogram
Data | Data
RRP RRAP
| RRP| Datal |_ARP| Datal
HHP HHP

|HHP|HHF Dﬂa|

* MeTtadoaon:
— AeQOPEVWYV OTO WPEAIPO POPTIO TWV PAVUUATWY
(payload)
—[1Anpo@opiwv eAEyxou (control information) ue:

* EKepaAidecC - headers, 1| pe
e EmBEparta - trailers

-
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Layer Encapsulation

Jaal

User A

Get index.html

- Source/Destination
_ Link Address

Connection ID

User B
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What if the Data Doesn’t Fit?

Problem: Packet size
* On Ethernet, max IP packet is 1500 bytes
 Typical Web page is 10 kbytes

Solution: Split the data across multiple packets

ml =T x.ht 1 inde > GET

N .
L

GET index.html




Multiplexing

H évvoia tn¢ MNoAurmrAgdiac




" MoAutrAeia - aroTTOAUTTAESiO

__Multiplexing-demultiplexing

De

 [a va ytropei To RRP va atro-
TTOAUTTAEKEI T UNVUPOTA TTPOG
OIAPOPETIKEC EQPAPMPOYEC, TTPETTEI
oTNV ETMKEPAAidQ TOU va
TTEPIEXETAI EVA KAEIDI

ATTOTTOAUTTAECIOGC (demux key).

Data

« To demux key kaBopilel o€ TTOIG
EQPAPUOYN TTPETTEI VA TTPOWONOEI
TO TTEPIEXOMEVO EVOC UNVUMOATOG

RRE Datg RRP.
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Protocol Demultiplexing

De

* Multiple choices at each layer

Protocol

Number
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Demultiplexing: Port Numbers

* Differentiate between multiple transfers
—Knowing source and destination host is not enough
—Need an id for each transfer between the hosts

» Specify a particular service running on a host
—E.g., HTTP server running on port 80
—E.g., FTP server running on port 21

HTTP transfers




